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1 Contact information

KVH Industries Norway AS

Verftsbassenget 1
3188 Horten
Norway

Tel: +47 33 03 05 30
Fax: +47 33 03 05 31
Web: CommBox II

Web: KVH Industries Norway AS

Email: sales@emea.kvh.com

1 Contact information


http://www.kvh.com/commbox2/
http://www.kvh.com/About-Us/Contact-Us/KVH-Norway.aspx
mailto:sales@emea.kvh.com

2 Active CommBox software modules

The CommBox software contains several different modules that can be activated according to your license / support plan.
This activation / deactivation is done remotely by KVH support systems and cannot be change locally on each vessel / hub.

The module name will be in your left hand menu, but when accessing the module you will be directed to an info page stating:
The "modulename" module is deactivated.

The modules are:
® QuickMail
® QuickFile
® QuickWeb (compression and filtering)

® QuickCrew

If one or more modules that you have got an active license or support plan for is disabled, please contact your support or your
sales representative, see Support for contact details.

2 Active CommBox software modules 2



3 Important Note

Most configuration changes are not applied immediately once you press the [Save] button. In many cases, once you save a
new or modified setting, a yellow bar containing an [Activate changes] button will appear at the bottom of the page.
Looy out

VESSEL:
myShip

Activate changes: |adivate changes

Clicking this button will cause the CommBox to apply the new configuration and restart the relevant services.
You can 'accumulate' changes you do in a session and click [Activate changes] at the end instead of activating changes at
every step.

3 Important Note



4 How to read this manual

This is a how-to manual describing how to set-up and use different functions in CommBox. Each page in the CommBox
configuration interface has one or more "Help" links that bring you directly to the relevant section of this manual.

A reference to a configuration page will be described using this syntax: Menu->Sub menu. Where Menu is an item in the
menu on the left, and the Sub-menu is an item in the menu on the top.

Button's Names will be shown in square brackets [], i.e. [Save].

4 How to read this manual



S Browser compatibility and setup

The CommBox web interface is designed to be compatible with recent versions of the major browsers (Firefox, Chrome,
Safari, Internet Explorer, Opera).

It is advisable to disable form auto-complete and password managers.

Firefox menu->Preferences...
Under 'Security'. Uncheck the "Remember logins for sites".
Under 'Privacy'. Under History, select the drop-down fitting your needs.
Chrome menu->Preferences...
Under 'Show advanced settings...". Uncheck "Offer to save your web passwords." and "Enable Autofill to fill out web
forms in a single click".
Safari menu->Preferences...
AutoFill tab, uncheck all the boxes.
Passwords tab, uncheck "AutoFill user names and passwords".
Internet Explorer>menus Tools
Internet Options->'Content' tab, 'AutoComplete’ section->Settings. Uncheck the "Forms" and "User names and
passwords on forms".
Opera menu->Preferences...
Under 'Privacy & security'. Uncheck "Enable auto-filling of forms on webpages" and "Enable auto-filling of forms
on webpages".

5 Browser compatibility and setup 5



6 Connect to CommBox

The CommBox is configured via a Web Interface accessible from a normal Web Browser, ref.: Browser compatibility and
setup

6.1 Login page

To get access you need to log in:

¢ Find the IP address or domain name, login name and password from the printed CommBox documentation.
The default username and password are 'admin' and '1234".
e Start your favorite browser.

z: Mew Tab

& 192,168,200, -

N

|Enterthe CaommBox's IP addressz inthe address field.

e In the address field, type the IP address of the CommBox and press the "Enter" key.

KIVIH

KVH INDUSTRIES

Login

Please enter your user name and password:

Usarmame:
Paszsword:

Login

Usgers currently online: 0/ 5 Version: 1.16.0

¢ You will be presented with the login page for the CommBox interface, enter user name and password to log in.
o After a successful login, you will get a alert box recommending to change the password.

¢ Click OK to go to the User/Group to do so.

¢ If you click Cancel, you will see the Dashboard, ref.: Dashboard operations (Classic Dashboard).

6 Connect to CommBox



7 Dashboard operations (Classic Dashboard)

Note that there are two dashboard layouts: the 'Classic' and the 'Switch'. This chapter describes the classic look. See

Dashboard operations (Switch Dashboard) for a description of the Switch look.

The dashboard gives you a quick overview of the state of the CommBox hardware and the available carriers. It also gives
easy access to the most used functions in the day-to-day use.

Dashboard on vessel:
- System uptima-108 days

Dashboard  Transfer log  Help Thrm. 4 ot Y G 301+
2 _|dm-ﬂat |_ Rafresh rate: | 1.z8c. %
Connect Connection log HELF
- Dir Date Carrier Sni/Rc BSniBRc Time
CONMECTED with local for 4 min 23 .
Routing connection out D7Jan1908:34 local  Reouted connection 00:30:01
{Forced disconnect in 26 min) out 04Jan1908:50  local Riouted connaction 00-30:M1
Transferred: &:503.43 KB, nc TE.14 KB out 02Jan19 14:48  local Routed connection 00:-30:1

Speed: tel bps, ne §40.00 bps Dir=Direction, Sn=Files Sent. Rc=Files Received, BSn=Byles Sent. BRc=Byte Recaived

Disconnect

Active QuickCrew users

Users currantly onling 1/ 5

Show Users

First name Last name Session duration Remaining
Cryetain Siggarud 0 Min 416.23 MB

| Throughput| [ Stat graph | | File Queue|
Throughput :::: Graph show the traffic on a carrier.

Filter options Show'hide

Throughput - local

10.00
| Inbound

Qutbound
7.50

Kbps 5.00

2.50

0.00
o oo oo gl gl o b

Dashboard on hub:

7 Dashboard operations (Classic Dashboard)
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4 System upbme 57 days

Dazhboard  Floct overview | | Traffic analysis and reporting  Transier log | Help Al O A 250 $1-21-36 +8100

[ [i-p "“ﬂll ] Retresh rabe: 1see o]
Connect Fleet live status HELP

Mext auts transter: manuslly | Limit ccunter preg oL Samar Time Tusk

WEB K350 oEpos Q5Marid 10 28 Always ceanecisd

Conmegton mte  [= 45 Ancturus nia Gébiari4 1228 OperhiPN routing, publicip

Astsn Erap pizeafes = - B

Vessal hiot seected [

Viessel camier hiot ssiscted _T_,

Vessel IF | phane

Connect
Last message = lbewr seasion -

7.1 Carriers status

At the top of the panel is a representation of all the connection profiles configured in the CommBox. Color coding makes it
easy to get a quick overview of which profile can be used for connections. If the name of a profile is followed by "(F)", it
means that it has been forced to be active (see "Profile control" further down).

Dashboard @ Transferlog Help
[v2-1P || Linksy=

This panel is refreshed at regular intervals. To force a refresh, click on the icon on the left.

CommBox R8 does show status in its LCD, see Appendix: LED. LCD and Buttons

7.1.1 Color codes

RED
CommBox has no connection to the communication device. Please check the power cables of the communication
devices. A power cycle on the communication device may be required.
YELLOW
Can mean one of two things:
1. This connection profile MAY be ready to be used. It has a connection to the communication device but the
device has no connection to shore.
2. The connection profile has a usage limit which has been exceeded. To reset the profile usage, log in as
administrator and click on the profile you wish to reset. In the pop-up window, click [Reset data usage].
GREEN
The connection profile is ready to be used. CommBox has a connection to the communication device and the device
has connection to shore.
BLUE
The connection profile is active and data is being sent/received right now.

By holding the mouse pointer over one of the connection profile monitor tabs, you will see the status description and more
information.

7.1 Carriers status
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Dashboard Transfer log Help

[Lan [EEZNIN fce ]
Connect goetate |

YEAT (WSAT)
CONNECTED with LAM for 2 min "
Routing active. Mo automatic m| Port: LANL {f
. . i
Transferred: 25.3 kB Speed: 2 Connectivity: GREEN
— |De5tinatic|n5||chst name ||IF' address ||5tatu5||rn5 | i
Start tran: — i
eca wsat, nosail. cormmbaox, com|[192.165.0,1 a]4 1,131
gateway
[Shaore hast ||ping. commbosx.com [192.75.75.75  |lok  |[724.9]
[Shore cB  |[officehub.cornmbox.com |[192.168.142,103[0K | i
i
Message: Lt
Mone
oo i
Descripton
Statuz GREEM means that this connection is ready to be used, It has a
|Stat graph| | File Queys connection to the communication dewvice WSAT and it is able to conned to
shore,

S]FStEITI usage grﬂph G‘ra,a.'r shome oo oo e 1T T OTTO=T =TT e S a T T T Ty o = SO =T ST e g x)

7.1.2 Active QuickCrew users (vessel)

Active QuickCrew users

Users currently online 1/5

First name Last name Session duration Remalning
Lars LLarsen 0 Min 1.58 GB

Just below the Connection log frame, number of "Users currently online" is given. To see who is logged in and info about the
current active users hit the link "Show Users".

The information about "Users currently online" is only available if the QuickCrew module is running and maximum number
of concurrent connection is configured.

7.1.3 Content of the mouse-over popup

The table summarizes which hosts the CommBox tries to reach in order to establish a connection, the status of the
connection, and the time in millisecond that it took to reach the host.

The text usually gives an explanation of why the profile is not green. "switch to green" is a common message meaning that
the signal quality is switching between poor and good. The signal quality of a profile must be above the Signal threshold for

a chosen time period (see "Signal threshold time" in Add / Edit connection profile).

If the Signal threshold time is set lower than 60 seconds, the profile will switch to green immediately when the signal is
satisfying the signal threshold. It is recommended to set Signal threshold time to a whole minute.

7.1.4 Profile control

If you click on the tab, a pop-up window will open. This window will contain the same information as the mouse-over
pop-up.

7.1 Carriers status 9
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Carrier details.

WEAT WEAT)

Part: LAM1

Connectivity: GREEM
|Destinati-:-n5 ||H|:-5tnarne ”IPaddresS ||Et.atus||m5 |
|L|:|calgateway||1r5.at.n-:-5.ai|.cu:ummhnx.cnm”192.168.0.1 ||I:IK' ||1.EIEIQ|
|shore host |[ping.commbase. com |[1ea757575  |[ok  |{az1.3]
|shore CB [[officehub.commbox.com |[192.188.142.103 [0k || |

Messane:
Mohe

Description

Status GREEN means thatthis connection is ready to be used. It has a connection to the
communication device WSAT and itis ahle to connect to share.

Carrier control

Reset carrier data usage RESET
Force this carrier as active ACTIVATE

If you are logged on as administrator on a CommBox Vessel, it also will contain a small control panel.

RESET
Resets the usage counter so that, if the profile has reached its usage limit, it can be used again.
ACTIVATE
Force the profile to become active.
This is useful if, for example, there is an urgent need for fast transfer speeds and you want to activate a profile that
does not allow crew users. Once you press the button, the pop-up window will close.
Profiles that have been forced active will be marked with "(F)" in the carrier status panel.
DEACTIVATE
You will see this option if the carrier has been forced to become active.
Click on the button to make the carrier behave as normal. Once you press the button, the pop-up window will close.

7.1.5 Why are there no carriers listed?

The most likely reason is that there are no connection profiles configured or that all of them have been deactivated.
See the Connections chapter to learn how to configure connections.

7.2 Connection operations (vessel / hub)

From the 'Connect' panel of the Dashboard you can see some connection information and you can choose which type of
connection you want to make.

7.1 Carriers status 10
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Connect

Next auto transfer: manually Limit counter: 010

Connection Pri.t: WSAT j
Action Start transfier j

— 1 Totalsize 15.18 B
Connect| [(cut 1518 KB. In: 0)

Estimated transfer time

WEAT Time: Zs. Cost: 0.20
FPPoE Time: Zs. Cost: 0.30

& 1 mail{s) ready for sending
S ® Starting mail transfer

&  Nlail transfer finished

& 5:Disconnected

If there is an "Always connected" connection active, the panel will have only a [Start transfer] and a [Disconnect].
Connect
CONMECTED with [P for 20 sec.

Routing active. Mo automatic mail tfransfer.
Transferred: 0.0 B Speed: 0.0 Blsec

5tarttransfer| |Di5cunnect

On the top of the panel is an information line:

Next auto transfer
This field will either show "manually", or the time remaining before the next scheduled transfer and the
profile that will be used. The time and/or frequency of scheduled transfers are configured in each Connection
profile.

Limit counter
If a limit on the number on daily manual connections has been set (see Restrictions), here will be displayed a
counter of today's connections vs. the maximum number allowed.

The controls in the panel allow you to start a connection using one of the configured carriers:

Connection
This pull-down allows you to select which Connection profile to use for the connection.
Action
Choose the action to be performed on connection:
Internet - Intranet connection
Sets up a routing connection between the vessel and the shore CommBoxes. You must also set the
length of the connection. This is done in the Connection time pull-down, that will be displayed after
"Internet - Intranet connection” has been selected.
Start transfer
The CommBox will transfer all queued mails/files to and from the off-site CommBox
Get remote queue
CommBox will fetch a list describing the mails/files queue that is waiting to be transferred from the
off-site CommBox. This list can be manipulated to delete, put on hold and change priority of items
on the remote transfer queue (files in the queue with low priority number will be transferred before
files with high priority number during the same transfer).
There are two more choices on the hub, see Connection operations ... (hub)

It is possible to hide some of the available actions from "Config->Misc Display"” (see Misc).

7.2 Connection operations (vessel / hub) 11
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At the bottom, some more information:

Estimated transfer time
The 'Estimate transfer time' line shows an estimate of how long it will take to transfer the outgoing queue
and, if a cost profile is linked to the selected carrier (see Cost (vessel)), an estimation of the cost of the
transfer.

Last message
This field displays the last message(s) from the Connection system. It will be of help when troubleshooting
connection failures and will also give notification if a connection attempt stops, for instance because the
configured limit of daily connections has been reached.

7.3 Connection operations ... (hub)

In addition to the actions available on the vessel, the hub has the ability to instruct vessels to initiate calls. This type of action
is called “callback”. The reason for initiating a callback is cost placement: by making the vessel call the hub, the cost of the
data transmission will be on the vessel side. (The cost of sending to the vessel the “initiate callback” command will be on the
hub side.)

Connect
Mezxt auto transfer: manualhy Li rnit courter: 0s50
Connaction Fri.1: ip ﬂ
Action Call back - Internet s Intranet cnnnecti-:lnﬂ
Connection time 10 min j |
Wessel Mot selected ﬂ
Wazzel carrier Nutselectedﬂ

“essel [P phone

Connect

Last message

Action
Callback — Start transfer.
This action will force the selected vessel to initiate a transfer.
Callback — Start Internet / Intranet connection.
The vessel will set up a routed connection to the hub. Hub personnel will then be able to connect to the
vessel through the tunnel between vessel and hub.
Connection time
This pull-down will appear if you choose “Internet - Intranet connection” in the action pull-down.
It defines how long the connection should last.

The content of this pull-down is configured in "Config->Misc Display" (see Misc).
Vessel
In this drop down you select which vessel you want to send the callback command to.
Vessel carrier
This drop down lists all the carriers available for incoming calls on the selected vessel. They are the carriers that are
not disabled and either:
0 Are dial-up, have a phone number for incoming calls ("Terminal phone number" field in the connection
profile), and are enabled for incoming calls ("Receive" field in the connection profile).
O Are IP-based carriers that have been used at least once from the vessel, so that their IP address is known.
Vessel IP / phone
This field is populated based on the value in “vessel carrier” and can contain a phone number or an IP address. If no
IP address or phone number is set up, the field must be filled out manually.

7.3 Connection operations ... (hub) 12
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7.4 Connection log (vessel)

The connection log gives information about the connections that have been performed or attempted.

Connection log HELP
Dir Date Carrier 5n /Rc B5Sn/BRc Time
out Z25ep02 15:27  WAFi Connection failed

out 225epl2 1527 WIFI Get queue

out 225epl2 1526  WIFi Get queue

out 225epd2 1518 WIFi Get queue

out 225epd2 1547 WAFi os0 OkBfs0 KB oo:00:04
out 225epld3 1547 WAFi os0 OkB0 KB oo:00:40
out Z25ep02 15:16  WiFi Get queue

out 225epl2 1518 WIFI Get queue

out 225epl2 15:03  WIFI Get queue

out 225epls 1428  WIFi Get queue

out 225epldd 1424 WFi 15/0 4325 kB0 KB O0:00:0:2
out Z25ep08 1421 WiFi Connection failed

Column description:
Dir
Direction, 'in' or 'out'.
Carrier
The carrier used for the connection.

Sn
Number of sent files.
Rc
Number of received files.
BSn
Bytes sent.
BRc
Bytes received.
Time

Time connected, hh:mm:ss.

If a connection is not related to the transfer of files from the queue, or if an attempt to connect fails, there will be a
descriptive message instead of the Sn, Rc, BSn, and BRc data.

7.5 Fleet live status (hub)
This section shows, in live, each vessel connected and the task performed by the vessel.

1
Fleet live status |
I
[

Vessel Carrier Time Task

H/B KOSED Pppos 05Mari4 0742 Always connected

WS Arctures ns Odblari4 12229 OpenVPN rowting, public ip |
] 1 2

7.6 Fleet overview (hub)

This page gives an overview of vessels connected to the hub.

7.4 Connection log (vessel)
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7.6.1 Fleet status and statistics

This section shows some useful information about each vessel connected.

Fleet status and statistics

Vessal File Quaue
Total: 2 p 4 g 28 16.19KB
Last Last Files in Queue
e R B connection Carrier QuELIE size
SWMING
atlantis MW trunk " OINowIB12:08  devnet 12 448 KB info
15604
SWMINS
osShipla3 M trunk- " 15NoOVIBOT:06  local 15 11.71 KB info
r15887

Some more detailed information is shown in a popup frame when the mouse cursor is hovering the "info" in the right
column.

It is possible to get the Transfer Queue for one vessel by selecting either the number of files in queue or queue size. For more
details about the transfer queue see File Queue.

7.7 File / Transfer Queue

The main function of the transfer queue is to give the users the possibility of managing the transfer of each file.

To display the queue on vessel, click on the "File Queue" tab below the 'Connect' panel. On a hub, click on the link given by
the number of 'Files in queue'/'Queue size' for the vessel in question on the 'Fleet overview' page.

It is possible to see the incoming queue, just select the 'Get remote queue' as 'Action’ in the Connection panel and do
Connect. The files/messages headers from your vessel/hub will bee transmitted and shown in the IN file queue section.

You will see information about sender, receiver, subject,date, size, and more. The messages/files in queue will be displayed
in the 'File Queue' panel.

| Throughput | | Stat graph| [ File Qusus|

Transfer GQueue - List of mail / files to be oansfared

Set action: [] Set priority: |:||5-ubmit changes
Date To

From Size Subject Status Deetails Priority
OSMarid 08:53  smbie==@152. 168142 Z22/fron smb./~@localhosttestoffice?/ 0 B mowe files testoffice Anahysinginfo ]
5 OSMarid 0851 smbue==@ 152, 168 142. 222/ fron smb./~@localhostitestoffice?l 53.03 KB move files testoffice transfer nfo ]
= info
Date To From Size Subject Status Details Priority
=

No messages

Set action: [] Setpriority:  [o] | Submit changes

In the above example you can see some messages/files that are waiting for transmission. For each entry in the queue, you can
now change the priority or perform an action (see below). When this is done, click [Submit changes].

To actually transfer see Transfer mails / files.

7.6 Fleet overview (hub) 14



CommBox Manual

7.7.1 Queue actions

Available actions:

Ready

Default value. Transfer the file unless restrictions prohibit it.
Hold

Leave the file in the queue.
Force

Force the transfer of a file blocked by a restriction profile.
(Restriction profiles are linked to the Connection profile.)
Reject
The “Reject” action will prompt for a reason for the rejection. This message will be sent to the sender of the
rejected mail.
Delete
Delete the message from the queue without transferring it or sending a notification to the sender.

Note that some files may be protected and it will not be possible to hold or delete them

7.7.2 Transfer mails / files

To perform a file exchange to and from the remote CommBox, first choose a Connection profile from the 'Connection’
pull-down in the Connect panel.

Hext auto transfer: manually Limit counter: Mo lirmit

Connection _§3ri.1: Lar -

Action Prid: LA h:
Pri.2: WSaT

Connect

hd
Totalzize 877 B
(ot 877 KB. In: 0

The "Estimated transfer time" section displays estimated values for the duration and, if a cost profile is active, the cost of the
transfer. This makes it easier to choose the most cost effective carrier.

To initiate the transfer, choose "Start transfer" from the Action pull-down and click [Connect].

7.8 Statistics graphs (vessel)

On the vessel dashboard, both Switch and Classic view, statistics will be presented in the usage graph. In Switch mode, hit
[Submit] to get it displayed. It is possible to choose among two types of graphs, data usage and time usage. The vessel
statistics graph can display traffic statistics for the last 2 months, the filters available are date range and the current
connection profiles.

The usage graph will display time of day on the x-axis and bytes transferred on the y-axis.

The time usage graph will display the time of day on the x-axis and the transfer time on the y-axis.

7.7 File / Transfer Queue 15
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Filter options Showihide

Data usage
20.00

15,00

KE 10.00

5.00

You can access the filters menu by clicking on the "Show/Hide" link above the graph. From the filters menu you can select
the carriers for which to display a graph. You can also select the time period for which you wish to display data by clicking
the calendar icons next to the start / end fields.

7.9 Traffic analysis and reporting (hub)

Several types of reports are available, each report is for a selectable time period, some reports allow also selecting vessel(s)
and carrier(s).

When you are viewing a report you can change report type by selecting from the "Report type" drop-down menu.

The hub can store traffic data for 3, 6, 9, or 12 months (configurable, see Log settings). KVH does not recommend storing
data for more than 6 months, due to space limitation.

It is possible to save the selection of vessels and carriers for a report. To do so, enter a name for the report in the "Save this
search as:" box and click [Save]. You can re-run previously saved reports by selecting one from the "Saved searches" drop
down.

7.9.1 Usage graph with Timeline

Line plot of the data usage per vessel and terminal over time.
7.9.2 Total usage graph

Graphical view of the total usage per vessel and terminal.

7.9.3 Transfer Report

Download e-mail and file transfers as CSV file.

The report can be downloaded as a file in CSV format.

7.8 Statistics graphs (vessel) 16
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7.9.4 Sum Transfer Report

Graphical view of the total bytes used per vessel and terminal for e-mail, files and other CommBox related transfers.

7.9.5 Roaming User Report
Download CSV report containing the QuickCrew usage (web traffic and e-mail transfers) per crew user.

The report can be downloaded as a file in CSV format.

7.9.6 Sum Roaming User Report

Total data used per Crew user and vessel.

7.9.7 Data usage per client IP for each IP port

This is an interactive report. You are first presented with a list of the vessels for which traffic data exist in the time span
selected.

You can break-down the traffic data details, from less (by vessel), down to most (port number).

To change the time span of the report, change the dates and then click [Update], all the open rows will be closed when

updating.
System -
Vessel name and IP address.
- Terminal
Terminal through which the traffic went.
--LAN
Name, description and IP address of the LAN that generated the traffic.
- - - Client
IP address of the client on board generating traffic.
- - - - Egress
The name of the CommBox interface facing the outside world.
----Port
The out port number.
In -
- external
The amount of traffic received from the external world.
- proxy
The amount of traffic received from the internal CommBox proxy.
Out -
- external
The amount of traffic sent to the external world.
- proxy
The amount of traffic sent to the internal CommBox proxy.
Total -
- external
The total amount of traffic exchanged with the external world.
- proxy
The total amount of traffic exchanged with the internal CommBox proxy.
7.9.8 QuickWeb log

This log shows the Web activity on each vessel. The report table shows the amount of data that went through the QuickWeb
system (this is not limited to Web surfing and includes all traffic that goes directly from a client to the Internet without
passing from the CommBox file exchange system e.g. instant messaging, software update requests etc.).

7.9 Traffic analysis and reporting (hub) 17
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The report details the amount of bytes served to clients, the number of requests served to clients, and the number of requests
that were denied, ether by defined filter profiles (see Filter profiles) or blocked ip addresses. The amount of bytes and the
number of responses are further split according to whether the data was actually fetched live from the Internet or was served
from the local cache.
Vessel
The vessel name and ip-address
- Network Interface
The interface for the traffic
- - Client IP
The client ip-address
- - - Host Domain
The domains requested from the client
Bytes -
Number of bytes transferred
- Total
Bytes in total
- Cache
Bytes returned from cache
- Live
Bytes returned live from the Internet
Responses -
Number of requests
- Total
Requests in total
- Cache
Requests returned from cache
- Live
Requests returned live from the Internet
Requests Denied
Number of requests that was rejected

The report shows only the amount of bytes that were received from the Internet, it is not possible to show the amount of
bytes that were transferred from the CommBox to the Internet.

The first level of the reports shows data grouped per vessel, clicking on a vessel's line shows data grouped by the local
network from where the traffic was requested, clicking on a Network Interface will show data grouped by the requesting
client's IP address, clicking on a client will finally show data grouped by the domain from where the traffic was received.

The [Download] button allows you to download a CSV version of the report detailed at the domain level (regardless of which
level is opened in the graphical interface).

To change the time span of the report, change the dates and then click [Update].

7.10 Transfer log

Transfer log displays a list of all transfer activity for different time periods. By default it shows transfers from today, you can
also choose to display transfers for:

e Last 7 Days

¢ Last 30 Days

e Last 50 transfers
® This week

® This month

If there are no entries in the log for the selected time period, you will see this message:

Ho entries in current log search

7.10 Transfer log 18



8 Dashboard operations (Switch Dashboard)

The Switch dashboard is an alternative dashboard optimized for using the CommBox without a hub. In this setup the
CommBox acts like an IP routing switch, hence the name.

Note that the Switch dashboard can be used also with a hub setup.
You can enable the Switch dashboard from the "Config->Misc Display".

The first part of the Switch dashboard contains all controls for connecting, transferring files and seeing carrier status
information.

CommBoX switch KIVIH

EVH INDUSTRIES

[ g— et @0 .
f - o= ===} ransier
| — { LAM | R o e
Click icon fo disconnect from “Linksys for TestOffice” haall In quene:
-To=lk 120
= ekl a
- Stogoedt 0
SN0 | nide transtar
e

| Evett tog | | Cormection log |

— Linksys for TestOffice CONMECTED with Linksys for TestOfes for 5 min 54 sac 1{mﬂlmmh -~
Routing connaction TestOMice at 1347 —
= P (Forced disconnect in 25 min) 3 fwmwmﬁa_l‘,ph ks up
1 _-"';I-_ -
Teset uszos LE Nome Sariing comnedtion pe "Routing

3 commection” witn proflie Linksys fr
TossOfos 3 1347

WTip 4 — M SREElN —
5 ' Discommected 2
LA 49472 ME 6 o Dlsconnected
Reselusage] — Umik  Nome 7 Conmecies wEn ol Liksys 0
. TestOfce &t 1228
VTip.240 8 of Cormection Wi SSH VPN B u
Starling connection ipe "Routing |
8 commection” Wit proflie Linksys for
LARM B TestOflce &t 1228 -
Resstusags] LI Mome
Filter options Show'hide
Report tyPs: e wege [o] Start date: 2014-03-11 13:47 "%l eng date: 20140212 12:47 i

Carriers: LinFEq.-E. fior TestOffice i|:- i|:|.24':'

& KWH Industries Morway AS - Version: SVMNINSTALL-trunk-r120Z7 - System name: atlsntis. commbosx

The upper left part of the screens shows whether or not there is an active connection. The active connection is shown here by
the icon between the local network symbol and the Internet symbol.

The lower left part of the screen shows the carriers' status. The color of the icons indicates the connection status as in the
classic dashboard. For carriers supporting it, you will also be able to see the signal strength represented by a vertical bar. The
horizontal bar to the right of the signal strength bar shows (if configured) the usage in percent of max usage for the current
time period. Depending on the configuration (see Connections), either bytes transferred or time used will be used as units for
this bar. On the right side of the status bars of the active connection, are displayed information and statistics.
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In systems set up to connect and transfer mail through CommBox hub, the upper right part of the screen (with the gray
background) shows information about automatic transfers and the file queues. By clicking Show/hide transfer queue, the
queues will pop up and look and function as described in File Queue for the classic dashboard. The icon with an arrow over
envelopes is used for starting file transfers immediately when connected with an “always connected” profile.

The lower right part of the screen shows either an event log or the connection log, selectable by two tabs at the top. The event
log shows messages from the CommBox connection system describing its activity. The connection log is described in the

chapter Connection log (vessel).

A series of links above the gray information box at the upper right allows you to reach the other parts of the CommBox
interface (these parts do not differ between classic and Switch look).

Below you can have the Usage Graph (Data-/Time-usage) for the configured carriers, hit [Submit] to get it displayed. The
Usage Graph is described in the chapter Statistics graphs (vessel).
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9 System / Administrator operations

9.1 Backup

It is important that you back up your CommBox configuration so that you can recover:

¢ [f something happens to the CommBox, for example hard disk failure.
¢ If you reconfigure the CommBox and make mistakes that results in CommBox malfunction.

CommBox backup will only backup the configuration of your CommBox, not the actual operating system and software. In

case of disk crash, the damaged disk must be replaced with a new formatted and installed disk from KVH. Next you must
restore your backup to this new disk.

9.1.1 Backup strategy (when to create a backup)

When you have finished the configuration of a new CommBox and everything is working nicely you must create a backup of
the configured system. This backup must be kept safe at all times.

After you have reconfigured a working system and tested that everything works as intended you must create a backup. In this
way you always have the latest settings available. And if you mess up the system during a reconfiguration, you can fall back
on the last good configuration. CommBox will automatically save the last ten configurations that are activated.

9.1.2 Create backup

To create the backup is pretty straightforward. Go to the System menu, and in the top section you will find a button that says
[Create backup]. Click on that one.

Next you will be prompted and asked if you want to open or save the file, do [Save]. The exact appearance of the 'Save'
popup depends on the browser in use.

& ]
Opening MyShip_cbx backup_2011-07-11 160131.ar s

You have chosen to cpen

|| MyShip_cbx_backup_2011-07-11_160131.tar

which is a: tar File
from: http://192.168.140.187

What should Firefox do with this file?

@ : Save File

Do this automatically for files like this from now on.

0] 4 ] | Cancel

Next you must choose where you want to save the backup file. The file name is in the form of "<System name>_<host
name>_backup_<YYYY-MM-DD>_<random number>.tar", for example: "MyShip_cbx_backup_2011-07-11_154241.tar".
You may want to change this to a name more descriptive of the particular configuration saved.
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You should use a designated directory for your CommBox backups. This place should be used each time you create a new
backup. This directory should also be copied to a CD or to a third computer. Just so you have a backup of the backup.

9.1.3 Restore backup

There are two ways of restoring a backup of the configuration on the CommBox. The first is restoring from a file you have
saved on your computer. The second way is to select from the ten last configurations stored on the CommBox.

Go to the System menu, and then find the “Restore CommBox from configuration backup” panel.

Restore CommBox from configuration backup :::: Resfore ConmarBox fo 5aved sfafe.

Festore configuration applied at B Mar 20121409
B Mar2012 1428
Ahlar 2012 14:43
B har 2012 1501
B har 2012 1503
7 har 2012 03:59
T hlar 2012 0910
T har 2012 09:11
T hlar2012 0914
7 hlar 2012 0916

Or selectfile to upload o Chonse...

Restore hardware configuration Ho = |

Llph:uad & restore hackup]

Restore configuration applied at
The CommBox makes a configuration backup each time you activate changes done to the system, only the last ten
such backups are kept. To use one of these backups, select the desired “restore point” and click [Upload and restore
backup].

Select file to upload
First click [Choose File] (the name and location of this button depends on the browser used). Navigate to the
directory where you keep your CommBox backups, and choose the file you want to use for the restore.

Mame Size | Type
BB cb-backup.tar 40KE  WinRAR
gn:I:u—I:nan:kup-lE—n:lec-EDDEu.tar 40KE  'WinRAR
gn:I:u-I:uan:IU.lp-DS-jan-EDD?.tar 40KE  WinRAR
En:I:n—I:uackup-D4—jan-ZDD?-aFter—adding—new-users.I:ar 40 KB WinFAR
En:I:u-I:uan:lc;up-1III-::u:t-2IZIIZIE--banre-netwnrk—recnnFig.I:ar 40KE  WinRAR

—ch-backup-15-feb-2007 . tar 40 KB WinFAR

£

File narne: ch-backup-15-feb-2007 tar b Open

s
Files of type: &1l Files v

When the file is selected, click [Upload and restore backup], and CommBox will start to upload the file from your
computer. When the file is uploaded, the restore starts automatically. The system will display the configured IP
addresses as a reminder in case they have changed with the new configuration.

Restore hardware configuration
You can choose whether to restore the hardware profile or not. Usually you will need to NOT restore the hardware
profile if the backup file had been taken from another CommBox (for example if a standard configuration is used on
many CommBoxes).
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9.1.4 Send configuration to hub

The CommBox configuration will be sent to the hub as an email attachment.

9.1.5 Send configuration archive to vessel (hub)

This function provides the user with a tool to upgrade the configuration on vessels from the hub. It will take a CommBox
configuration file archive and send it to a vessel by mail. When the email arrives on the vessel, the new configuration is
applied automatically.

To generate a configuration to use in this functionality, you need to use a third CommBox on which to setup the
configuration. When you are satisfied with the new configuration, save it to your computer using the backup functionality
(see Create backup). If you have an archive with the current configuration of the vessel CommBox that you want to change,
this would be a great place to start.

The following describes the steps to take:
1. Log in to the CommBox where you want to perform the configuration and go to "System->Backup”
2. Load to your "config CommBox" the base config archive if you have it.
3. You can now perform the reconfiguring of the CommBox.
4. When all changes are done, click [Create backup] found in the first section of the backup page. This operation will
create a CommBox archive file that you must save on your computer.
The Configuration archive you just created can be uploaded to the vessel from your hub.

Here is how:

1. Log in to your CommBox hub and go to "System->Backup". Then go to the "Send configuration to vessel" panel
Send configuration to vessel ;2 Send a configuration archive file (*.tar) to & vessel. HELP

Generate an email with the current configuration file attached
Selectvessel Mostroma (55) — SWMINSTALL-trunk-r7482 E|

Add response email: ssandviken@commbox.com

Choose CBX backup file: “WMostromo_(55)_chx_backup_201: | Browse_

Send corfig

2. In the "Select vessel" drop down, select the vessel to which you want to send the configuration archive.

3. Add a response email address. The CommBox system on the vessel will send a status email when the system
reconfiguration is done.

4. Choose the configuration archive that you want to send to the selected vessel and use in the reconfiguration.

5. Last step is to click [Send configuration]. Configuration is now put into the outgoing file queue.
Transfer Queue for > Nostromo (55) 1

Close transfer queue

Configuration archive added to outgoing queue on the CommBox HUB

) o q
Set action: [=] Setpriority, [ | SOBMT changes o
Date To From }E\‘ Subject Status Details Priority
13Feb12 08:08 systemi@wvessel.commbox.com systemi@hub. commbox. com 3 KB Contact list diff, rev 15 transfer info 5
— infg

6. The reconfiguration will be done the next time the vessel checks the hub for email.

9.2 Reboot / Shutdown

9.2.1 Reboot

This command will reboot your CommBox system. First tick off the check box, then click [Reboot]. This operation will take
approximately five minutes.
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9.2.2 Shutdown

This command will shut down your CommBox system. First tick off the check box, then click [Shutdown]. This will initiate
the shutdown procedure, you can turn off the power switch on the front panel of the CommBox after approximately five
minutes.

9.3 Set date

9.3.1 Set system time

Time /! Date :::: Sef the sysfem fime.

Month Day  Year Hour Minute
mar v |08 v| 2012 v| 11 v |20 v

Save| [ | Update system clodk

Set the system time by choosing the values from the pull-downs. When finished, tick the check box. This will activate the
[Save] button. Click [Save] to change the system time.

9.3.2 Set time zone

Time zone :::: Sef the sysfem fime zone

Region Time zone

Europe Ll Oslo L]

Setting the time zone will make the CommBox system use the time zone in the specified location. The current time will be
updated accordingly. The time zone affects how daylight saving times are handled.

You will have to reboot the system for the change in time zone to take effect.

9.3.3 Time server
This is a two way functionality where CommBox can act both as client and server.

Client
CommBox can be set up to synchronize its system time against an external time server

Server
CommBox can be set up to let other machines use CommBox as a time server, and synchronize their system time
against it.

Time server ::: Sef up CommBox 35 3 firre server and clienf

Enable time server
Adjust time server
on startup

External time Mot selacted j
SETVErs

Mot selected ﬂ

Hetworks allowed to
use CBX as time
SErver

EEVE

Enable time server
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Enables the time client and server functionality.
Adjust time server on start up
After each reboot / startup, the time will be synchronized with the time server.
External time servers
Add external servers to synchronize against. Any host configured in "Config->Hosts" will be available for selection
(see Hosts). (*)
Networks allowed to use CBX as time server
List of networks that can connect to the CommBox time server. (*)

(*) to select more servers or enter more networks, use the available fields on the form and save: a new field will be added.

9.4 Restore to factory defaults
This command will delete all CommBox configurations and replace them with the default KVH setup. If you are using a

pre-configured CommBox, "Factory default” will not restore to this state. To go back to the pre-configured state, please go to
the "System" menu, and choose to restore from a backup file.

It is also a hard way to run the restore to factory default, see Appendix: LED. I.CD and Buttons.
This operation will delete the content of shared directories and all your configuration, connections, users, etc.

After this operation you must configure CommBox from scratch or restore configuration from backup.

9.5 Hardware

From the hardware page you can manage hardware devices connected to the CommBox.

9.5.1 Partitions on external disk

Some CommBox hardware configurations support an external disk.

Backup Reboot/ Shutdown  Setdate  Factory default  Hardware @ Help

Partitions :::: Use exira partitions

Label Directory Type  Status Action
EXTWTEMP faritmp disk Inuse

EXTTMP filetransfer disk  Inuse

EXTCACHE Mhomelstoragefwebcache disk Inuse

EXTHOME Mhomelstorage disk  MNotinuse lse
EXTIPMC Mhomeistorage/mobilecast disk Inuse

Partitions already in use will show status "In use", other partitions that has status "Not in use" can be activated by hitting
[Use], this requires a reboot of the CommBox.

If only the heading "Partition :::: Use extra partitions " shows on this webpage there isn't any external disk connected.

9.5.2 Hardware configuration

The hardware devices configured here will be used in “Config->Network™ and “Config->Connection”.
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Hardware config :::; Add and remove hardware HELF
Load hardware template: ot saeciad =]

= Active hardware config is displayed

Name Devicels) HW Type Speed iﬁt Duplex 5:;'5: MTU mz

LAM1 ethT Metwork Aute, 10M,100M Autc  AutoHalf Full Aute 1500 1500
LANZ ethé Metwork Aute, 10M,100M Aute  AutoHalf Full Aute 1500 1500
LANZ etho Network Auto,10M,100M,1G Auts  AutoHsIfFull Auts 1500 5000
LANS eth1 Metwork Auto,10M,100M,1G Autc  AutoHslf Full Aute 1500 9000
LANS eth2 Metwork Auto,10M,100M,1G Autc  AutoHalf Full Aute 1500 9000
LANE eth2 Metwork Auto,10M,100M,1G Autc  AutoHalf Full Aute 1500 5000
LANT ethd Metwork Auto,10M,100M,1G Autc  AutoHalf Full Autc 1500 5000
LANE eths Metwork Auto,10M,100M,1G Autc  AutoHslf Full Aute 1500 9000
ACMO /devittyACMO Serial  200,2400,9800,19200,28400,57600,115200 115200 Half,Full Full
ACMA /devittyACM1 Serial  200,2400,9800,19200,28400,57600,115200 115200 Half,Full Full
COM1 /devittySD  Serial  200,2400,9500,19200,28400,57600,115200 115200
COM2 /devittyS1  Serial  200,2400,9800,19200,28400,57600,115200 115200
USBO /dewittyUSBO Serial  300,2400,9800,19200,38400,57600,115200 115200 Half Full Full
USE1 /dewityUSB1 Serial  300,2400,9800,19200,38400,57600,115200 115200 Half Full Full
Name Davice(s) HW Type Spesd Spesdoetaull  Duplex ;;"'.;_IE: MTU x;“

Mot saiected [ |

You can select one of the available templates from the "Load hardware template" drop-down. Each of the available templates
covers the basic configuration for different types of CommBox. They are a useful starting point for creating your own
configuration.

9.5.3 Basic use

By default, the current hardware configuration is displayed, and the text “Active hardware config is displayed” is shown at
the top of the page.
> Active hardware config is displayed

You can add or remove entries to this configuration or you can load a standard template and modify that.

If the current configuration has been changed, this message will be shown:
> Hardware configuration is changed.
* Click on "Commit™ button to create new hardware.conf

If you have loaded a template, this message will be shown:
> Hardware template file "guickblued.hardwaretpl” active.
# Click on "Commit" hutton to create new hardware.conf

Once you begin changing the configuration or load a template, two buttons will appear at the bottom of the form.

[Commit changes]
Saves and activates the changed configuration.
[Revert changes]
Restores the hardware configuration as it was before you started changing it.

9.5 Hardware 26



CommBox Manual

Note that, after you commit changes, the only way to revert them is by loading a previously saved configuration file with the
"Restore hardware configuration" option set to "yes" (see Backup).

9.5.4 Add new hardware device

There are six types of devices:

® Physical devices
¢ Network device ( eth* )
¢ Serial device ( dev/tty**)
¢ Serial console ( /dev/tty**)
e Virtual devices
¢ vlan (eth*.*)
¢ vir - virtual network interfaces ( eth*:*)
¢ bridge - network bridges

To add a device, use the form at the bottom of the "Hardware config" panel. Which fields you will need to fill depends on
which hardware type you choose.

Name Device(s) HW Type Speed Speed default Duplex  Duplex default MTU E:}L‘I
LaHz ath etk | Aute Motselected » | Auto Notselected v |  [aute | o000 | [add)
10 Half
100 Full
16
Name

The name of the device.
This will be used in any other part of the CommBox configuration where you will have to choose a network device.
Name the device according to type of device (LAN, COM, VIR, VLAN or BRIDGE)
Device
Path to physical device.
It follows the patterns: /dev/ttyS0, ethQ, ethO:1 (vir), eth0.1 (vlan).
For bridges, enter the ethernet devices acting as bridge members (like ethO and eth1) in the form of a comma
separated list.
HW Type
The hardware type of the device.
Which other fields you need to configure, and their allowed values, will change according to the selection you make
here.
Speed (available for serial and network)
The speeds available for selection when this device is used in other parts of the CommBox Configuration (for
example "Config->Network").
Hold Ctrl to make multiple selections.
Speed Default
Value to use if no choice is made.
Duplex (available for network)
The duplex modes available for selection when this device is used in other parts of the CommBox Configuration (for
example "Config->Network").
Hold Ctrl to make multiple selections.
Default duplex
Value to use if no choice is made.
MTU
Maximum transmission unit (max frame size).
MTU max
Max MTU value allowed for this device.
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10 Configuration
From the Configuration tabs you can access all the basic settings of the CommBox.
10.1 Network

10.1.1 IP Settings

The most basic network configuration is done here, this section must be configured before you can use the CommBox.

Network  Accounting Hosts  Connections  Restrictions | Cost

IP Settings - Enter basic network configuration (minimum hostmame and domair

Hostname che
Domain neos=2il.commiboze. com
DHS 127.0.0.1 8888 2844
Gateway [Office only}
Identifying LAN LANZ- [=]?
Save

Be careful: setting the wrong gateway IP address will isolate the CommBox from the rest of the network.

Hostname
Hostname (network name) of the machine. This name is used to recognize CommBox on the network (LAN). We
recommend that the name “CommBox” or “cbx” is used. This way it's easy to find CommBox on the network.

Domain
The name that represent the network and the company. In our example we use nosail.commbox.com, where “nosail”
is the name of the vessel and “commbox” is the company name.

DNS Server
DNS Servers available on the network should be added here. The CommBox will always look in its own DNS (Host
name table) to find the IP addresses for the machines to which it connects on a regular basis.

Gateway
The IP address of the machine on the network that acts as a route point between the different networks on the vessel
or office. It can also be the IP address of the machine or router that gives access to public Internet.

Identifying LAN
The network interface through which the CommBox identifies itself on the network. The possible interfaces are
those defined in the Interface section, interfaces defined as DHCP in Network setup can not be used as Identifying
LAN. (see below)

10.1.2 Network Interfaces
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Interface :-:: Enter IP to different network interfaces

Name (Device) Description IP Address Mask Speed Duplex MTU Status

LANT (eth7) Termhet 192.168.0.233 255.255.255.0 Auto Auto 1500
LANZ (ethé) test 10.1.1.1 255 955 955 () Auto Auto 1500 o
LAN3 (eth) Deviet 192.168.141.233  255.255.255.0 Auto Auto 1500
LAN4 (eth1) ping 3888 255255255255  Auto Auto 1500 X
LANS (eth2) X
LANS (eth3) b4
LANT (ethd) dhcpon LANT  DHCP: - DHCP: - 10M Auto 1500
LANS (eths) DHCP: - DHCP: - Auto Auto 1500
Name Description Network setup  IP Address Mask Speed Duplex MTU  Disable

LANE DHCE fan [] fan S EET

This section lists all available network interfaces (network cards) on the CommBox. The minimum information required for
an interface setup are an IP address and a subnet mask. You can mark an interface as disabled and re-enable it at a later time.

Name (Device)
These values are given by the system, see Hardware configuration
Description
This is a short description given by the user configuring the interfaces.
IP Address
It is possible to run the interface with "static" ip address and mask or request the address and mask from a "dhcp"
server. Changing "Network setup" is a background task and is used in setting up some special CommBox
configurations. If "DHCP" selected the IP Address column for this interface will have the text "DHCP:" as lead in to
the ip address when obtained or just a "-" if it is not obtained yet.
Mask
See IP Address.
Speed
The current selected speed (Auto or bytes/sec.).
Duplex
The duplex mode selected (Auto, Half, Full)
MTU
Maximum transmission unit (number of bytes).
Status
Enable / disable the interface.
[Edit]
You can change the interface settings by editing, enter your changes and do [Save] and run the [Activate changes]
when you are done with all your changes.
[Delete]
Will remove the interface.

Note!
To reach CommBox and connect to it through the web interface, your computer and CommBox must be connected to the
same network.

You have two alternatives:

1. Your computer has an IP address in the same subnet:
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192.163.0.150 -
’] 192.1638.0.2

" | secoaEs |

2. You connect to CommBox through a gateway that routes between your network and the network on which the

CommBox resides:

|‘ ifa W .l
192.165.0.150 197 168.01 107 168.1.202

192.168.1.1

10.1.3 DHCP Server

The CommBox can act as a DHCP server. To configure and activate the embedded DHCP server go to "Config->Network",
"Configure DHCP server" panel.

Configure DHCP Server ::-; Uss CommBoE to answar DHCP requasts from jour nemuork HELP
Enable DHCF server @ Enable DHCP relay "' Disable DHCP '
Interface IP Low IP High Lease time (in houwrs) Cptions Disabled Acticn
LANT # [ [Reset
LANZ 0.1.1.100 0.1.1.150 iz + 0
LANZ o = - O [Reset
d
Save
DHCP Server setup
There are three main options chosen from the top row:
Enable DHCP server
Use the CommBox DHCP server.
Enable DHCP relay
Use an external DHCP server, allow clients on different networks to access it.
Disable DHCP

Disable all DHCP handling by the CommBox.

The currently active option is shown in bold.

CommBox DHCP server setup

If you choose "Enable DHCP server", the CommBox will handle directly all DHCP requests coming to it. You can
configure how they will be handled by each of the configured Network interfaces.
IP Low / IP High
Respectively the lowest and highest IP address used for the DHCP server pool.
Lease time
The amount of time (in hours) a client can keep the leased address before a new request should be sent to the
DHCP server.
Options
Options for the DHCP. A list of the most used standard options is provided in a drop-down menu. Click on
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the green "+" sign to add more options, click on the red "-" sign to remove an option.

Options
Subnet mask b J 155 255 155 0 -
-
T — S —

Subnet mask
Option number: 1.
Specifies the net and local subnet mask.
Router
Option number: 3.
(Also called Gateway). Specifies the IP addresses of N/4 gateways for this subnet. If one of many
gateways is preferred, that should be first.
Host name
Option number: 6.
Specifies the IP addresses of N/4 domain name servers in order of preference.
Domain name
Option number: 15.
Specifies the domain name of the client for Domain Name Server (DNS) resolution.
NetBIOS name server
Option number: 44.
A list of NetBIOS name servers listed in order of preference.
TFTP server name
Option number: 66.
The TFTP server used when the 'sname’ field in the DHCP header has been used for DHCP options.
Boot file name
Option number: 67.
The name of the bootfile on the TFTP server to be used when the 'file' field in the DHCP header has
been used for DHCP options.
SIP Server DHCP
Option number: 120.
Either an IP address or a fully-qualified domain name to be used by the SIP client to locate a SIP
server.
TFTP Server IP Address
Option number: 128. (Specific for IP Phone software load).
The IP address of the TFTP server.
TFTP Server IP Address (Cisco)
Option number: 150. (Specific for Cisco equipment).
The IP address of the TFTP server.
Config file
Option number: 209. (Specific for PXELINUX).
The PXELINUX configuration file name.
Path prefix
Option number: 210. (Specific for PXELINUX).
The PXELINUX common path prefix.
Reboot time
Option number: 211. (Specific for PXELINUX).
The number of seconds to wait before reboot in the event of TFTP failure. 0 means wait "forever".
Custom.
Option number: free choice.
Any other option you want to add. The available options and their meaning depend on the equipment
you use.
When you select custom, you put the number in the value field followed by semicolon and the value.
e.g. "234:192.168.140.11"

Disabled
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Disable the DHCP setup for a particular network interface.
[Reset]

Will clear all values given.
[Save]

After you are finished with the setup, click [Save] and then [Activate changes] to activate the new settings.
[View Leases]

Shows a list of the active DHCP leases.

DHCEP relay setup
Configure DHCP Server o Use ComaBox fo aaswer DHCP rrguesis from pour mefwark
Enable DHCP server Enable DHCP relay @ Disable DHCP
DHCP Server Lamt = |
DHCP Relay Lz - |
DHCP Relay Lant:t - |
DHCP Relay Choose ~ | ¥
Save

If you want to use an external DHCP server, select "Enable DHCP relay". Select the network interface for the
network where the server is in the "DHCP Server" drop-down menu and the network interface(s) where the clients
are in "DHCP Relay". Click on the green "+" sign to add more DHCP Relay interfaces.

10.1.4 DNS/DHCP special configuration (vessel)

Extra setting for DNS and DHCP server. Normally not needed. DNS settings is only available on vessel.

Please contact CommBox Support prior to attempting configuration.

OM S/DHCP special configuration :::; Exoe semings for DN'S and DHCFP server. Normally not needed HELF
Add domain te
simple names in
7
host file (expand- I:l ’
hosts)

Domains handled as
local (local)

Domain ?

Save

Add domain to simple names in host file (expand-hosts)

Set this if you want to have a domain automatically added to simple names in a hosts-file.
Domains handled as local (local)

Add local-only domains here, queries in these domains are only answered from local DNS server.
Domain

Override system domain (special case use).

10.1.5 OpenVPN server configuration (hub)
OpenVPN server configuration is only available on hub installations.

Server port

The port from which the OpenVPN communicates. The default is 2223, if anything else is used, this must be
considered when configuring connection profiles on vessels connecting to the hub.

Server network
The network that the OpenVPN server will use for communication between itself and the connected clients. Any
network is usable here, the best choice is usually to use a private network that is not in use in any other part of your
network topology.

Office networks
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The networks to which any vessel should be routed when connecting. Routes for these networks will be set on any
client connecting, regardless of whether they are in the connecting machine's remote networks in the connection
profile or not.

Vessel networks
The vessel networks to which connection should be routed. The CommBox OpenVPN system will automatically
fetch vessel networks from the vessels' configuration and create routes to those that are also listed in this field. You
do not need to keep track of which vessel the network is used on, the field is only meant to specify that it is allowed
to route the network.

10.1.6 Windows network

In this section you can configure the CommBox so it can be part of a Microsoft network.

10.1.7 Network shares

10.1.7.1 What are network shares used for?

The CommBox folders that you share will be visible to all computers in the network. The PC connected to the network will
be able to mount the shared folders and use them as if they were normal folders for storing / retrieving files (depending on
the permissions set for the shared folder).

The QuickFile system (see QuickFile) can use shared folders as an interface between users and CommBox.

QuickFile is used to transfer files from one CommBox to another. For example a daily transfer of a database from the vessel
to the office. You can set up the system so that, when you drop files in a shared folder mounted on your personal computer,

these are automatically transferred to the office.

10.1.7.2 Samba authentication

Mame Path Uzer(s}) Group(s)

Samba authentication is not available. Please install smbpasswd.

The warning above will show if you haven't installed the Samba authentication package. File sharing will work, but there
won't be any user or group authentication.

10.1.7.3 Create network share

Hetwork shares Sed inp shared petwark calalogs HELS
Public

Hame Path Usern(s) Readusern|s) Groupis) ACCOSE Writabde Browaable
toshore toshore! » o o E
DECKLp backup! chisf, enginesr jdas » o o E:
Flame Fzth Uz=r(s) Rezduserns) Group(s} f;f:;s Vritable Browsaole

| Deamid r : |:| A

Name

A descriptive name for the share. This is the name that the users will see when they browse the shared folders from
their PC. The only allowed characters are letters, numbers, and underscore [a-z0-9_].

Path
Path of the shared folder on the CommBox. The only allowed characters are letters, numbers, and underscore
[a-z0-9_], you can use a forward slash to separate folders in a structure e.g. you can have one 'databases/passengers'
and a 'databases/crew'.

User(s)
For non-public shares, access can be limited to a list of local CommBox users, i.e.: "captain, admin". Some names
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are reserved and you will be warned if you are using some of them, i.e.: administrator.
Readuser(s)
Use this to restrict the listed user(s) to read-only access to the share.
Group(s)
For non-public shares, access can be limited to a list of local CommBox groups, i.e.: "crew". Some names are
reserved and you will be warned if you are using some of them, i.e.: administrators.
Public Access
Specify the public access permissions, from the drop-down list select either "Denied", "Read/Write" or "Read Only".
Writable
If checked, users can add, change and delete files on the share.
Browsable
If checked, users can list what's stored on the share, for example in Windows explorer.

When you press [Add], the CommBox checks if the folder you defined in "Path" exists. If it does not exist, you will be asked
to confirm that the CommBox can create the necessary folders.

Create samba share directory

The fallowing directory structure does not exist.
Ciowou wish to create the missing directaories?

Share name dermasahre
Fath to bhe created demaosharer

Click [Add] to confirm the directory creation. If you click [Cancel], the share entry will be created, but no directory is
created. This will result in a useless network share. It will appear in the file explorer, but you will get an error if you try to
access the folder.

%i;? b Metwork » 192165140187 »

Organize » Metwork and Sharing Center View remote printers
l! iﬁ‘ Metineork |"‘ |:| Mare T'_‘r"F'E
i 1M 102,168.140.187
. database Share
o database
| 4 log Share
0
- | 3 4 logs Share
0gs
~ _ o+ lotusfiles Share
4 lotusfiles
4 testshare Share
4 testshare
. transfer_goes_here Share
o transfer_goes_here H

Here you can see how the share is shown in the file explorer after you enter the CommBox IP address in the path. The exact
layout will vary according to your operating system version.

10.1.7.4 Changing the network shares

You can edit the share settings or remove the share. Please note that the directory shared and all it's content will be deleted,
you will be warned if the directory contain any sub-directory or files.

10.1.8 Reserved Share Names
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(R TR B | [ WL {Rerss SN | LWEL ¥ ) w
webfies webfiles! h |
Hame Path User(s} Group(s) Pi

Some sharenames are reserved for special use:

webfiles
Files in this share can be access via the web
Ex.: http://"cbx-ip-addr"/webfiles/"filename"
The file, that is named "filename", will be downloaded or displayed, this depends on the file type.

10.2 Hosts

From "Config->Hosts" you define all computers that the CommBox needs to know about. The hosts that are defined here

will be available for selections in other parts of the configuration.

Hosts ::: Name list of computers the CB need fo know about HELP
Host name 1 DHS Record type Alias IP Address Host type

AHostName CMNAME MameOfAlias Linknown Edit %
chxacu 192.168.0.9 Router/gw | Delete
FI TAASA ATA AR Fieedeeies = l o

Many other sections of the CommBox configuration refer to hosts defined here. Changing a host's IP address here will

update all the sections that refer to it.

10.2.1 Add / Edit host profile
To add a new host, click [Add] or to edit, hit [Edit] This will open the host add/edit view.

Hosts - Setup of network attached hosts that CommBox need to know about.

HOST [=]

Host name checu

Alias

IP Address 192.168.0.9 DMS lockup

Host type Selected Not selected
v Routergw Linknown

CommBox main hub
Iail server

Server

Cesktopclient
CommBox vessel

CommBox hub

Sawve | | Cancel

When configuring the host, you have to select how the host is presenting itself. Select "HOST" or one of the "DNS Record"
types listed. If you select "HOST" see the description of parameters and options below in the "HOST" section, if you select

one of the "DNS Record" types, see the "DNS Record" section below.

DNS Record
The only DNS Record Type implemented so far is "CNAME" (Canonical Name).

For more information about DNS Record Types, please check out Wikipedia: DNS Record Types (external link).

CNAME

10.2 Hosts
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The "IP Address" and "DNS lookup" will be disabled if "CNAME" is selected and you need to specify the
alias(es) in the "Alias" field(s). All the rest will be as for "HOST".

Host name
A qualified host name. This means no spaces, no underscore, no special characters.
The only characters allowed are letters, numbers, hyphen and dot: [a-zA-Z0-9-.].
Alias
You can specify one or several alias if you want the host to be known by more than one name.
The characters allowed are letters, numbers, hyphen and dot: [a-zA-Z0-9-.].
IP Address
The IP address of the host. Necessary unless you select the 'DNS lookup' option.
DNS lookup

If checked, the CommBox will perform a DNS lookup based on hostname to find the IP address of the host.
Host type

The type of machine i.e. whether it is a CommBox, mail server, router, etc. Feel free to select more than one

type if the host can cover several roles. However, be aware that there can be only one host defined as

"CommBox main hub".

The types already selected will be listed under the 'Selected’' column when you open the entry for editing.

Do your changes and then [Save].

10.2.2 Delete host profile

To delete a host, hit [Delete] next to the entry you want to remove. Click [OK] in the dialog to confirm.

10.3 Connections

Connection profiles describe the connections between the CommBox and the external world, typically another CommBox.

There are three types of data transfers on a CommBox:

® Mail transfer
¢ File synchronization
® Routing / tunneling

A connection profile describes:

® Where we want to connect (office, vessel)
e How we want to connect (Terminal / GSM / GPRS / VSAT)

This means that often you will define more than one connection profile for the same destination CommBox. For example you
can have a connection to office via satellite terminal and another connection to office via GPRS modem.

The connections you define will be available from the connection selector in the Dashboard. They will also be visible in the
carriers monitor in the top section of the Dashboard.

The LCD on CommBox R8 will show connection in use and other information, see Appendix: LED. L.CD and Buttons
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[weat |[Lan | <*—— Carrier monitor |

Connect
Mext auto transfer: manually Li rnit courter: Ma limit
Connection F'r|1K-"5AT TamrEstiar e allesian
Actian Prid: WSAT | — = ||drap-daown
Fri.z: LAN

Totalsize 41.9 B
[(Out: 41.9 KB, In: 0

Estimated transfer time

WEAT Time: Gs. Cost: 0.04
LaM Time: Gz, Cost: 0.04

= 70 maili=) ready forsending
= Starting mail transfer

=« hdail transter finished

= SiDizconnected

Last message

If a connection set as 'Always connected' is active, the 'Connect' panel will show less information and only a choice between
‘Start transfer' and 'Disconnect'.

10.3.1 Add / Edit connection profile

To add a new profile, click [Add], to edit a profile, click [Edit]. This will open the add/edit view. The form is quite complex,
but you will not use all fields each time.

The form is divided into two sections, one standard part and one advanced part. The advanced part is hidden until you click
[Advanced options]. Some of the values in the advanced options are automatically populated when you select a hardware
interface driver, so make sure that you first select a driver and only then customize the advanced options. This way you avoid
overwriting the values you entered with the default ones.

10.3.1.1 Standard fields description

Deactivate profile ?

Name Linksys for TestOffice *
Shortname Linksys for TestOffice 7
Interface LANY [«]*2

Connection type IP/Leasedline [ ] * ?

Always connected Yes '@ No'l' 2

Interface driver Senenc:Lessad fins [=]®
Transfer time +1 7
Destination CommBox test office - |I| *

Deactivate profile
If you want to disable a connection profile, without losing the configuration, tick off this checkbox. The carrier will
not be visible in dashboard and it is not possible to do auto connect or manual connect with carrier. Whenever you
want, the carrier can be enabled again by unchecking the box.

Name (required)
Full name of the connection profile.

Shortname (required)
Shortname is displayed in many places on the dashboard (e.g. carrier box, live status, connection and transfer log). A
too long shortname will result in linebreaks that will disrupt the layout.

Interface (required)

The network interface to which the communication equipment we want to use is connected.
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Connection type (required)
The type of connection: dial up or leased line.
If you select “Dial up”, three new fields will show up:
Terminal phone number
Number on which the CommBox will accept incoming calls (if “receive” is set to yes).
Destination phone number
Number to call for outgoing calls.
See Appendix: Format of telephone numbers to see how to format the number.
Receive
Should this profile handle incoming connections?
Always connected
The connection is always active. This is used in leased line connections.

This does not affect the frequency of transfers, you still need to set a transfer time to deliver mail and files.
Interface driver (required)

Choose the correct driver for the device you want to use for the connection.

If your device is not listed, see Appendix: Interface drivers.

Every time you select a new driver, the fields in 'Advanced options' will be automatically populated with default
values.
To restore the default values for the driver in use, you must first choose one of the other available interface drivers
and then select again the driver you want to use.
Transfer time
Define when and/or how often file transfers should be performed. Times are specified as a comma separated list of
entries.
If this field is left empty, auto transfer and connect for this profile is disabled.
'10:00, 11:00, 12:00, 13:00'
Transfer files/mail at 10:00, 11:00, 12:00 and 13:00 every day
It is possible to define a periodic connection by using the '+' symbol before the number of minutes defining the
transfer frequency.
'10:05+15'
Transfer files/mail every 15 minutes starting at 10:05 (10:05, 10:20, 10:35...)
'+30'
Transfers mail every 30 minutes all day.
'08:05-16:05+60, 16:05-08:05+120'
Transfer files/mail every 60 minutes between 08:05 and 16:05, between 16:05-08:05 every 120 minutes
In order to avoid conflicts when calling the hub, dial-up connections must have different transfer times across a fleet,
e.g. vessel 1: '10:05+60'", vessel 2: '10:10+60', vessel 3: '10:15+60' and so on.
Destination CommBox (required)
The CommBox to which this connection goes. This pull-down contains all hosts of type 'CommBox hub'. Remember
that this IP is also used as the identifier for the handshake protocol.

Allow QuickCrew users Yes '@ PNo

** QuickCrew reguirement

Cost profile paypertime [ |** 2
Restriction profile CEIS0E  [o]™
QuickWall profile CommBax Default [ | **
QuickWeb profile Default profile [ | **

Allow QuickCrew users
Can this connection be used for QuickCrew traffic?
Cost profile
Which cost profile is linked to this connection. Cost profiles are defined under "Config->Cost" (see Cost (vessel)).
Restriction profile
Choose which restriction profile is linked to this connection. Restriction profiles are defined under
"Config->Restrictions" (see Restrictions).
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QuickWall profile
Select which firewall profile to use, if any. Firewall profiles are defined under "QuickWall" in the main menu (see

QuickWall).
QuickWeb profile (vessel)

Select which QuickWeb profile to use. QuickWeb profiles are defined under "QuickWeb" (see QuickWeb).
10.3.1.2 Advanced fields description

These fields are displayed when you click [Advanced options]. Most of them are automatically filled when you choose an
Interface driver.

Max connected time
Max connection time. Whenever a connection is initiated using [Connect] on the dashboard, the connection will (if
still running), be terminated after the period configured here has passed.

Timeout idle
When making routing connections manually from the CommBox, the connection will be terminated after this period
of inactivity.

Establish connection timeout
The CommBox will break any connection attempt if it has not been able to make a functioning connection in the
period of time configured here.

Ping with package size
CommBox uses ping (ICMP ECHO) in some of its checks to see if a connection profile is able to make a successful
connection. Certain devices need to have a specific payload of these packets in order to forward them to their
destination. This may be configured here if needed. It is suggested to not use this unless you need to, as this slightly
increases the amount of bytes sent from the CommBox.

Usage max limit
The limit can be specified either as connection time or as amount of data transferred. The specified limit can be valid
for a selectable time period of one day, one week, or one month after which the usage counter will be reset. When
the limit is reached, the carrier will be blocked and its indicator in the connection monitor will turn yellow.

Administrator users can reset manually the usage counter by clicking on the blocked carrier on dashboard and
clicking the [Reset carrier usage] link in the bottom of the pop-up window.

Establish connection retry
The times CommBox will try to establish a connection. If the last attempt is unsuccessful, the carrier will be set to
not active (yellow) and the next scheduled transfer will be skipped.
Example: Transfer time: +10, Establish connection retry: 3, Retry delay 60 seconds.
¢ Try to connect at 10:00 and fail, try again at 10:01 and 10:02 and fail both times.
¢ Carrier is set not active (yellow) at last connection try 10:02
¢ Carrier will remain yellow until next transfer time + 1 minute.
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That means that:
O At next transfer time, 10:10 , the carrier is still yellow and will not connect.
O At 10:11 the carrier turns active again (green)
¢ and at 10:20 the carrier will try to connect

While the carrier is not active, the transfer time for the lower priority carrier will be checked.
Retry delay
The number of seconds between connection retries.
Retry on failed transfer
Activates the retry mechanism for auto transfers when connection failure occurs after an initial connection is
successfully established.
Backup profile
The carrier which will make a connection in case all connection attempts fail for this profile.

Be careful to not configure loops.
Example: Transfer time: 12:00, Establish connection retry: 3, Retry delay 180 seconds.

The current carrier will connect at 12:00. If it does not establish a successful connection, it will try again at 12:03.
And again at 12:06.

If all attempts fail, the current carrier will be marked yellow at 12:06, and the backup carrier will try to connect
immediately. The connection procedure for the backup carrier will become operative.

Signal threshold
Minimum acceptable signal strength for the profile to use for data transfer. If the signal strength is less than the
threshold value, the carrier will remain yellow and there will not be transfer attempts.

Signal threshold time
The signal strength has to be higher than the 'Signal threshold' for this number of seconds before the profile status is
switched to green.

The reason for this setting is to avoid frequent switching from green to yellow and vice-versa when the signal
strength oscillates around the threshold.

Max estimated roundtrip
Maximum time to wait for an answer to a request the carrier has made. For example, when pinging an external host,
this is the maximum time it should take to get an answer form the ping request.

Expected speed
The transfer speed expected from the device that is used for the connection.

Port speed
The speed that the port to which the device is connected can handle.
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Initialization string

The string used to set up the device, and make it ready to dial the number in the profile.
Initialization receive string

The string that sets up the device to handle incoming calls.
Connect string

The string that tells the device to dial the number.

Activate data sync

Which data to get from the terminal. The data will be saved in the carrier log.
GPS string

AT-command to get the GPS data from the terminal.
LES string

AT-command to get the LES (Land Earth Station) data from the terminal.
TIME string

AT-command to get the TIME data from the terminal.

Do not check connectivity to hub
If checked, CommBox will not test if it can connect to the remote CommBox. It will only test if it can connect to
"Shore host for connection test".

PPP parameter(s)
PPP parameters that will override the modem defaults.

BGAN port
The port to use if the terminal is configured to not use the one defined in the interface driver.

HTS Channel
For the HTS drivers that automatically change the connection setup, this is used to reconfigure the interface and local
gateway to either the Primary Data channel or the Secondary Data channel during region change. If unselected, the
Primary Data channel is used.

| Not seected | o |

Notseected [ |

Management channel checkin
Select the timegap from the drop-down menu, range from 1 minute up to 4 hours.
Management channel grade
Select the grade from the drop-down menu.
Disabled
No checkin, no files transmitted (sent or retrieved).
CMS Checkin
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Only do checkin to CMS, no files transmitted.
CMS Checkin Critical
Transmit only critical files, less files transmitted.
CMS Checkin Medium
Transmit critical and medium important files.
CMS Checkin Low
Transmit critical, medium important and useful files, a larger number of files and larger files (in bytes) will
be transmitted.

10.3.1.3 Routing fields descriptions

Routing

Local network

Remote network

Use VPH SSH VPN [l
OpenVPN port

Uze connection as default
gateway

|2

Yes '@ PNo

Local network
Comma separated list of networks in CIDR format. a.b.c.d/n.
Remote network
Comma separated list of networks in CIDR format. a.b.c.d/n.
Use VPN
The type of VPN tunnel to establish. The available options are:
None
No tunnel.
SSH VPN
SSH tunnel.
Open VPN
Use OpenVPN.
Note that OpenVPN needs a certificate to work. This certificate will be transferred from the hub when the
vessel machine is configured there from "Config->Fleet". In case you are upgrading from older versions on
CommBox without OpenVPN, certificates for each vessels will be made during the upgrade process of the
hub. There is also the possibility of regenerating the certificate from the "Config->Fleet" page on the hub.
This may be necessary e.g. if switching to a spare flash or a spare CommBox unit on a vessel.
OpenVPN Port
If you use OpenVPN, you will need to supply the port where the destination CommBox (or the destination firewall,
depending on the setup) listens.
Use connection as default gateway (routing)
If this connection should be set up as default gateway for the CommBox when connected, set this parameter to yes

10.3.1.4 GPRS/MPDS/BGAN field descriptions

GPRS/MPDS/IBGAN
APH

User

-2

Password

APN
APN (Access Point Name) is used with GPRS connections to identify your service provider's gateway between
GPRS date network and other networks (like Internet).

User
User name for the GPRS gateway. This is supplied by your service provider.

Password
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Password for GPRS gateway. This is supplied by your service provider.
10.3.1.5 Leased line field descriptions

Leased line
Local Gateway nksys - [=]

Shore host for connection
test

Destination Firewall [l

Destination Firewall port

ping - 8.8.8.8 [+]® PNG HTTP

Local Gateway (leased line)
The host that acts as a gateway between the CommBox LAN and the public Internet.

If ping to this host is successful, the status in the connection monitor turns yellow.
Shore host for connection test (ping) (leased line)
A host on the public Internet used to check if the connection is up and running.

If ping to this host is successful, the status in the connection monitor turns green.

Destination Firewall (leased line / GPRS)
The destination host for this connection. The host must be available from the public Internet. Normally this the
company's firewall.

Destination Firewall port (leased line / GPRS)
The port you want to connect to when the connection reaches the final destination. The port is normally forwarded to
the CommBox behind the firewall. Default port is 2222 (SSH)

10.3.2 Edit connection profile

To update a connection profile, go to the connection profile list and click [Edit] next to the entry you want to edit. Do your
changes and click [Save].

10.3.3 Delete connection profile

Go to the connection profile list and click [Delete] next to the entry you want to delete. You will be asked to confirm the
deletion.

10.3.4 Change priority of connection profiles

To change the priority of a profile, move the profile up or down the profile list by clicking on the up and down arrows.

10.4 Restrictions

The CommBox restrictions define rules for how much data the different users and domains can send and receive through a
specific connection. Restriction profiles are associated to a connection in each connection profile (see Connections). A
restriction profile can be used from as many connection profiles as you want.

Connection profile
Connection profile
Restriction
profile
Connection profile
Connection profile
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Restriction profiles are managed from "Config->Restrictions".

10.4.1 Max connections per day
A global value (i.e. not linked to a particular profile) that defines the maximum number of manual connections allowed in a
day. Manual connections are those started by clicking [Connect]. This counter is carrier independent and will sum up

connections made on all carriers. The counter is reset at midnight.

Max connections per day :::: This value contfrols the max amount of manual connections made on all carriers per day.

Max manual connections per day: 10 (O=unlimited)

savel

10.4.2 Restriction profiles

To add a new restriction profile, enter a name in the Add new restriction profile text box at the bottom of the page and click
[Add]. You will then be shown the profile configuration form.

As a minimum of information, each restriction must have a name and default max size. In addition to this we can define rules
for users, groups and domains.

10.4.2.1 Restrictions.

Restrictions ... To resiict fre vse of mail front and fo shore

Mame GPRS
Default max size 0 (KB}

Add rules to permit users, groups and domains to send and receive larger mails than "Crefault max size".
Rulesz with "M ax size" setto a lower walue than "Crefault max size", will have no effect.
The highest match, including "Default max size", will take effect.

Fememberto choose the "Restriction profile" in a"Connection profile".

Description of fields
Name
Name of restriction profile.
Default max size
Default max size for the profile. If you don't add any additional rules, this will be the max transfer size for
files transferred by the connection profiles that use this rule. Values defined for users, groups and domains
will override this value only if they are higher.

If this is good enough to cover your needs you can save and exit.
10.4.2.2 Add rules for users, groups and domains.

In addition to the default values, you can have a more fine-grained control down to user, group and domain level. This means
that, for example, the captain or the officers group can send and receive more than the default rule allows.

If more than one rule match a transfer, the rule with the maximum allowance will be applied. This includes the 'Default max
size'. As a consequence, any rule with a lower allowance that the default max size will have no effect.

Description of fields
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Usears
Name Max size{(KB) Direction Deny
captain 10 {KE) bath Mo Edit Delete
jdoe (KB) in Yes Edit Delete
jdoe (KB) out Yes Edit Deleta
Mame Max size Direction Deny

Mot selected - Both 2 Add
Groups
Mame Max size (KB) Direction Deny
officers 12000 (KE) in Mo Edit Delete
officers 8000 (KB) out Mo Edit Delete
Mame Max size Direction Deny

Mot selected = Both 2 Add
Domains and addresses
Name Max size (KB) Direction Deny
commbox. com 10000 (KE) in Mo Edit Delete
Mame Max size Direction Deny

Both 3 Add

Name
Name of the entity (i.e. user, group, or domain) for which this rule applies.
For domain rules, you can enter any part of an address or domain name. The rule will be applied to any
address that contains the string you enter here. For example the rule 'albert@commbox.com will match
‘albert @commbox.com' but also ‘john.albert@commbox.com' and 'albert@commbox.com.au'.
You can create a rule that applies to a family of domains by leaving out the top-level-domain part:
'@commbox.' will match any email to any 'commbox." address e.g. 'commbox.com', '‘commbox.no', etc.
Max size
The maximum size allowed for a file transferred over a connection.
Direction
The direction the rule applies for. You can create different rules for incoming and outgoing data traffic.
Deny
Files matching rules marked with "Deny" will be rejected by the transfer system.

Some examples
See screenshot above.
Users
John Doe (jdoe) is not allowed to send or receive anything in this profile.
Captain is allowed max size is 15000kb in both directions.
Groups
Officers is set up with different limits on incoming and outgoing traffic.
Domains
Incoming traffic from the domain commbox.com can exceed the default max size.

Conflicting rules
It is possible to define restrictions with conflicting rules. For example you could have a rule for the domain
'‘commbox.com' with size 10KB, a rule for 'albert@commbox."' with size 20KB, and a rule for 'albert@' with deny =
yes. All of these will match the address 'albert@commbox.com'.
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When this happens, there is a precedence hierarchy to establish which rule is applied:
O If a deny rule matches a message, the message is denied regardless of any other rule.
O If more than one size rules match a message, the one with highest size allowance is applied (this includes the
'default max size").

10.4.3 Edit restriction profiles

To edit a restriction profile, click [Edit] belonging to the profile you want to update. The selected profile will then open in the
add/edit view. Update the values and rules, and then [Save].

Restrictions :::: To restiricf fhe use of mail front 3rd fo shore

Hame H0000
Default max size a0000 (kB
EEl Delete|

Rules

user

jdoe [ Size: |, Direction: in, High priority: Hone, Deny: ez

jdoe [ Size: , Direction: out, High priarity: Hone, Deny: “res)

captain [ Size: 1500, Diraction: both, High priarity: Forze, Deny: No )
group

officers { Size: 12000, Direction: in, High priority; Mone, Deny: Mo )
offigars { Size: 8000, Direction: out, High priority: NMone, Deny: No
damain

update wirtek.no [ Size: 10000, Direction: in, High priarity: Foree, Deny: Na )

10.4.3.1 Edit or delete rules
To edit or delete rules in a profile. Click [Edit] or [Delete] next to the entry you want to edit or delete.
10.4.4 Delete restriction profiles

To delete a restriction profile, click [Delete] that belongs to the profile you want to delete.

Before you delete a Restriction profile, make sure that it is not in use in any of the Connection profiles.

10.5 Cost (vessel)

Cost profiles define the cost of making a connection and/or transferring data. Each connection profile can be linked to a cost
profile. The cost profile linked to the connection profile in use is the active one. It is usual to make different cost profiles for
different carriers and/or different providers.

In a Cost profile you must choose which criterion is used to calculate connection charges:

® Pay by time
e Pay per byte

Only one type is allowed per profile.
10.5.1 Pay by time

Typically used with connections via a standard telephone modem to remote locations over telephone or satellite connections.
You are charged for the time the connection stays active.
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10.5.2 Pay per byte

Often used with leased-line connections, where you connect to the Internet via telephone (GPRS) or satellite (VSAT). When
you pay per byte, you pay for the actual amount of data that is transferred over the connection.

10.5.3 Add new Cost profile
Type the name for your new Cost profile and click [Add].

Cost profile ::: Configurations of carriers prices

Mame
Analog modem

WEAT
Fleet 7Y
S

GPRS

MHame
Test cost profile

This will take you to the add/edit view where you can add the rest of the information. In the top section you will be able to
rename the profile, click [Done] when you are finished.

It is important that you only use one of the two types, "pay by time" or "pay per byte" in a profile. The system will not be
able to handle a mix of those two.

Cost profile :::: Configurations of carriers prices HELP
Name: te=t Profile Save

Pay by time

Time range [HH:MM-HH: MR} Minute price Period (sec) Start rate

Time range [HH:MM-HH: MM} Minute price Period zec) Start rate

Pay per byte
Byte range (KB n-n} Byte price (per KB} Fixed price Reset counter Reset time (HH:MM)
Byte range (KB n-n} Byte price jper KB) Fixed price Reset counter Resettime (HH:mMmM;

Mot sslected j @I

10.5.3.1 Add cost profile rules

When you start filling in a new profile, you must decide what type of calculation rules to apply, by time or per byte. Choose
one of the forms in the profile and fill in the needed values. When finished click [Add]. Add the entries you need to describe
the agreement with your service provider.
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Pay by time
Time range (HH:MM-HH:mmp  Minute price Period (sec) Start rate
08:00-16:00 0.80 20 0.15 Edil [Delet
16:00-08:00 0.40 20 0.15
Time range (HH:MM-HH:MM)  Minute price Period (sec Start rate
[add
Time range

From — to time span in the format HH:MM-HH:MM.
Minute price
Minute price. The cost for being connected for one minute.
Period
This is the billing unit for the connection. For example: if the billing unit is 30 seconds and the connection is up for
65 seconds, the charge will be for 90 seconds (three billing units).
If left empty, it defaults to 1 second.
Start price
The flat additional charge for each connection.

Pay per byte
Byte range [KE n-n} Byte price (per KB} Fixed price Reset Reset time [HH:Mmm}
P counter '

0-5000 0.02 Daily 00:00 Edil [Delete)
5001- 0.01 Daily 00:00
Byte range (KB n-n) Byte price [per KB) Fixed price Resel Fesettime [HH:mw

' : ' : counter T

Mot Eelante:d @I

It is normal for providers to have different pricing depending on the amount of data that is being transferred. For example,
one price for the first 5000kb and another price for data after this step. To reflect this, it is necessary to add one entry for
each step.

Byte range
Enter the range for the current rule, e.g. 0— 5000 or 5001—. The value is in kilobytes (kB).
Byte price
Price per transferred kilobyte (1024) in the current byte range.
Fixed price
Fixed charge to pay, independent on how much you transfer over the connection. E.g. you may have a fixed charge
to pay for any amount of transfers up to 50 MB and a charge for each MB transferred after that.
Reset counter
How often should the byte counter be reset. Daily, Weekly, Monthly.
Reset time
At what time is the counter reset. Add a time in the format HH:MM

10.5.3.2 This is best explained with some examples:

Example 1
You pay 0.015 per kilobyte for the first 5000 kilobyte you transfer each day. Everything over 5000 kilobyte per day
is free.

Byte range (kbyte n-n) Byte price (per kb) Fixed price Reset counter Reset time (HH:MM)
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0-5000 0.015 Daily 00:00
5001- 0 Daily 00:00
Example 2
You pay a fixed price of 150 for the first 12000 kilobytes that is transferred each day. Traffic above this limit is
riced by kilobyte.

Byte range (kbyte n-n) Byte price (per kb) Fixed price Reset counter Reset time (HH:MM)

0-12000 150 Daily 00:00
12001- 0.035 Daily 00:00
Example 3

You pay per kilobyte for the first 5000 kilobytes. For all traffic above this limit you pay a reduced price.

Byte range (kbyte n-n) Byte price (per kb) Fixed price Reset counter Reset time (HH:MM)

0-5000 0.025 Daily 00:00
5001- 0.015 Daily 00:00
Example 4

You pay a fixed price for all traffic on a monthly basis

Byte range (kbyte n-n) Byte price (per kb) Fixed price Reset counter Reset time (HH:MM)

0- 250 Monthly 00:00

10.5.3.3 Edit cost profile rules

Click [Edit] next to the rule you want to change. This will open the rule in the edit part of the form.

Pay by time

Time range (HH:MM-HH:mm  Minute price Period [sec) Start rate

08:00-16:00 0.80 20 0.15 Delet
16:00-08:00 0.40 20 0.15
Time range (HH:M-HH:My  Minute price Period {sec) Start rate

08:00-16:00 0.80 20 0.15 savel [Cancel

10.5.3.4 Delete cost profile rule

To delete a cost profile rule, click [Delete] next to the entry you want to remove. Answer YES in the dialog.

10.5.4 Edit Cost profiles

To edit existing Cost profiles, click [Edit] next to the item you want to edit. This will take you to the add/edit view where
you can update the profile name, and add, edit or delete rules (see description above).

If you decide to change the profile type (e.g. from 'pay by time' to 'pay per byte' you must first delete all rules. Then you can
start from scratch with new rules.

10.5.5 Delete Cost profiles

To delete a cost profile, click [Delete] next to it.
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10.6 Misc

Under "Config->Misc" are miscellaneous settings that apply to the system in general.

10.6.1 Misc setup

Misc setup :: Information about this CB HELP
System name MNostromo (55)

Fleet design revision C2A0C

SW Serial number 50207102501 AA-55345

System name
This name is displayed in the top of your browser window and under the menu on left side.

Fleet design revision
If filled in on vessels, this field can be used to keep track on the different configuration layouts in use on the fleet.
Value of the field will be transferred together with the rest of the configuration that is sent from the vessel to the hub.
The "Fleet design revision" name will end up in the vessel list on the fleet page. This will give system administrators
a way to keep track of which vessel that is set up with which configuration.

SW Serial number
This field displays the software serial number of your CommBox software. Having this accessible will be helpful to
support.

10.6.2 Error mail setup

Email
The mail address given here will be used as the recipient address when CommBox sends notifications and warnings

which may be of interest and whenever some parts of the CommBox setup encounters issues which may need
manual intervention.

10.6.3 Display options

Under this section you find most settings that applies to Dashboard and the behavior of the Connect section.

Dizplay ::: Setup of what to show in display

Transfer mail Yes @ Mo

Get mail queue Yes @ Mo These settings concem
- the 'Connect’ section of

Connect for time M ohhe

period Yes @ Mo the Dashboard

Max time to display 120

Pitch in pull-down 10

Open CB in window
without browser Y¥es Mo @
Menus

Dashboard layout  Clsssic |

Bave)

The first five settings determine which choices are available in the "Action" menu in the Dashboard's "Connect" panel.
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Connect

Mext zuto transfer: manually  Lirmit courter: 0Ms

Carrier  Pn.1: Connection to office USRSEkK  »

Action | Transfer mail i
et mail quele e 1K
5 o B. In: OKB
Connect for time period . )

Transfer mail
Set to Yes if you want “Transfer mail” to be a choice in the Connect action menu.
Get mail queue
Set to Yes if you want “Get mail queue” to be a choice in the Connect action menu.
Connect for time period
Set to Yes if you want “Internet - Intranet connection” to be a choice in the Connect action menu.

The following entries relate to the “Connection time” field associated with the “Internet - Intranet connection”
action.

Max time to display
Enter the max connection time (default: 120min).

Pitch in pull-down
The step between the time entries in the "Connection time" pull-down; from zero to max time (default is 10min)
10-20-30..120

The Dashboard connect actions are described in the chapter Connection operations
10.6.3.1 Other settings

Open CB in new window without browser menus
This lets you decide if the CommBox interface should open in a new browser window or not. The new window will
be opened without top browsers buttons, menu, etc. thus allowing more space for the interface i.e. more CommBox
and less browser.

Most browsers have pop-up blocking turned on by default. This will prevent the new CommBox window from
showing. You will get a message similar to this (in Firefox, the appearances varies depending on the browser type
and version).

E MyShip - Webmai

+ E 192,168,140.187 /cormmbo, phprcategory=webmailfmmor Lgy < E' W | - E v
Firefox prevented this site from opening a popup window, Cpkions X

Click [Options] and add an exception for the CommBox IP address.

Use dashboard layout
This selection switches between the two available dashboard layouts on the CommBox. The classic layout is the
default one, which is the one with which most people are familiar. The Switch look option has another approach with
simpler selection of carriers as well as other arrangements for file queues. It is also the best suited selection when the
CommBox is used for ip routing alone and does not have a hub to which it transfers files.

10.6.4 Send configuration

This setting will enable / disable the 'send configuration' functionality in your CommBox. When enabled, a copy of the
configuration will be sent to the defined email address each time the configuration is changed. The two main goals of this
functionality are:
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® Backup of configuration.
¢ Allowing support personnel to see exactly what is the configuration used so that they have a better chance to provide
fast and accurate support.

By default an email containing the configuration files will be sent to the support email 'cbsystem @commbox.com'. Other
setups can be arranged.

Send configuration ;- ContarBox corfiguralion is set fo fhe following enail addresses

Destination email chaystem@@commbox.com [] Disable

ave

10.6.5 Log settings

How long to keep logs
Specify (in days) how many days of log the CommBox should keep. The default is 182 days (half a year) which is
suitable for an average use. However, if the CommBox is under constant heavy load, this may be a bit long if you
don't have an extra hard drive. On such systems, you may use 90 days, which will give you approximately 3 months'
worth of logs. You may also be able to select a lower number of days, since valuable information (for instance
transfers and routing information) may be transferred to the hub using the 'mini log' system.

Retain fleet statistics for (hub)
This is present only on the hub and determines for how long the statistics database should keep data from the vessels.

10.6.6 Currency settings

The selection pull-down enables you to set the currency prefix used when displaying credits for QuickCrew accounts. Saving
on hub will transmit an update to all vessels as necessary, local changes on vessel will be local to the vessel. Note that the
prefix is only used for visual purposes, it will not be used for any calculations.

10.6.7 Log database access (hub)

Use the log database access configuration to gain access to the relational database containing mini log information
transmitted from vessels.

Fields description

Username
username is only displayed to let you see which username to use when connecting to the database.

Password
enter the password used for connecting to the database with the username the CommBox provides above.
You will need to re-enter this in the next field for verification purposes.

Permit connections from
the database will only accept connections from hosts defined here. They may be specified as IP addresses or
host names. Wildcards are allowed, but subnet specification (i.e. /24) is not permitted. You may enter
multiple (and combinations) of networks and host names by separating them with comma. Examples:
192.168.0.%,10.0.0.1.

Port
the port on which the database server runs on the CommBox is displayed here for informational purposes.

10.6.8 Minilogs (vessel)

CommBox uses so called “mini logs” to transfer small messages from a vessel CommBox to its hub. These messages contain
information about carrier usage, crew usage and other aspects of the system which the hub represents using graphs and
tables.

Fields description
Queue Minilogs every: <time period>
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The mini logs will be pushed to the transfer queue in intervals given here. The default is never, which
disables the mini log system. CommBox installations using VSAT (or similar) carriers may have a short
interval here, however systems using dial up connections will most likely be better off with an interval of 12
or 24 hours.
Log data traffic
Disabled if transfer interval is set to 'never'.
Include in the minilog information about the amount of data transferred between the CommBox and the
external world.
If there are on board networks not configured on the CommBox (e.g. when a router is between the
CommBox and the client), the traffic from these networks will not be included in the report. To include it,
enter the networks as a comma-separated list in CIDR notation (e.g. 10.0.0.0/24) in the text box. Traffic
from any of these LAN will be marked as coming from "- secondary network -" in the reports on the hub.
Log web access log
Include in the minilog information about Web usage.

10.7 Users / group
Users defined in CommBox user system have two purposes:
Mail users: All users that want to use CommBox as mail server must first create a user account.

System access: Users need an account to access the CommBox and its services. Which services a user can access is regulated
by group membership.

10.7.1 Users allowed to receive and send email

Users :::: Users sllowed fo receive and send email HEI
Username First name Last name User alias Mailbox size
admin administrator admin 44 KB E Delete
jdoe John Doe 0 KB
captain Charles Mingus 0 KB Edit Deletg|
First name Last name Username Group Creator

Mot selectad j adimin I.El

10.7.1.1 User add form

Is located below the user list and has three fields, two required and one optional. Username is generated if left out. The last
field shows the user name of the creator (user currently logged in). Users are generated with a random 8 character password
consisting of at least a lower case character, an upper case character, a special character and a number.

| Hew user added =>> Username:; onormann Password: |[cL=FGEj

First name (required)
First name.
Last name (required)
Last name.
User name
If this field is left empty, the value will be generated based on the values in first name and last name.
Creator
User name of the currently logged in person creating the new entry. You cannot edit the content of this field.
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10.7.1.2 User edit view

Edit a user profile by clicking [Edit] for the entry. This will open a detailed view of the user entry. In this view you may
change values, add aliases and change the password for the user account.

Users :::: Erfer changes for this users

Username admin
Created 07DecOB
Creator
First name Joe
Last name Blog=

i adminalias
User alias

7

Enter new
password

Re-enter password

Disable user
account

administrato s

Group membershi dashboard ctrl+click t lect ! deselect
p p webmail [otri+click to sale azelact groups)
officers il
Save| |[Cancel|
User alias
Aliases for the current user may be added here.
Password

To change password for a user, enter and re-enter new password.
Disable user account
Tick off this one to disable the user account.
Group membership
Choose the groups of which the user is member. You must hold down the control button when you select / deselect
groups from the select box.

10.7.1.3 User delete

To delete a user click [Delete]. It is not possible to delete the administrator user.

10.7.2 Groups and access rights

The group to which a user belongs determines which areas of the CommBox interface are accessible. For example, the
administrator group will have access to all areas while another group may be granted permission to only access the
dashboard functions.

10.7.2.1 Group add

To add a new group, write a name in the 'Group' field at the bottom of the group list and click [Add].
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Groups :::: Groups and accass Nghis

Group Cucta Access

dashboard(w), network(w), connection(w), restriction(w), systemW), quidkfilew),

administators 10 KB badkup(W), user(w), host(W), misciW), cost(w), guidtmail{w), webmail[w),

quickcrew (W), prepaid(w), guidkarchive(W), cpenvpni)

dashboard dashboard(w), webmail(w), pagev)
webmail 0 KB webmail{Rw)
max_tiK_mail 10 KB webmail[Rw)

max_nullK_mail 0 KB webmail{7w)

. 200 A
max_to_mail KB webmail [Rw)

max_1_mail 0 KB webmail{RW)

Group

quidowebw), guidowall[w), tool(w), pageWw), sysmon(#), hardware(w), vesselsiv),

Members

admin, kvhadmin,
acrew, borew,
undefined

captain,
testadmin

E Celsts

After you click [Add] the system will open the new group in add/edit mode.
There are three sections:

® Quota
® Access
¢ Members

10.7.2.1.1 Quota

Groups :::: Selecf users and access levels for this group

Group: administrators
Quota: 10  |MB L'(U = unlimited)

The maximum space allowed for storage of e-mail.

When a user reaches 80 percent of the configured storage quota, he will receive a warning mail and all mail transfers for this
user will be suspended. In the three days following the warning, the user will be able to store more files (for instance
reordering messages or storing outgoing mail) as long as he doesn't exceed the full 100 percent of the quota. After three days
with more than 80% quota usage, the only activity allowed will be to delete files until the storage usage goes below 80%.

After that is achieved, all normal operations will be again possible.

10.7.2.1.2 Access

The CommBox software has different functionality on Vessel and HUB, some modules / functions are only available on

vessel and some only on hub.

Modules available on HUB:
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Access:

Connection status and controling. Cuweue view and
Demhboand & & managament.

iew and edit connection profiles.

General system maintenance and operations.
_ ——_

Backup and restors of syetem configuration. Part of
Beckup/Restore L L the System category above.
Host a a ‘iew and aedit hosts settings Bke host name, IP

address and DME alias.

View and edit cost settings.

Access to CommBox webmal chent

Quickial View and edit QuickWall profiles.

Tick of this one to allow the group to eccess Support
Suppnd Page L L page and other information pages.

Wiew and edit hardeware interfaces.

7] 7] View and edit QuickCrew settings.
Durﬁgum [+ [+ Wiew and aedit general QusckCrew ssttings
Crew scoounts ] ] Wiew all crew accounts and reset passwoerd.
Remate rafil ] Refill crew sccounts remotaly.
=] =]

Crew Management RESTHul API Get and manipulate crew lists.

Open\VPH Sattings
Modules available on vessel:

10.7 Users / group

56



Access:

Diashboard

Metwork Settings
Connection Profile

File Transfer Riestictions
System Operations
QuickFile
Sackup/Restore

Users and Groups

Hosts

Miscellanous
Cost Profiles
Cuickbail
‘Webmail
QuickWeb
Cuicki®al
Tools

Suppoart Page
System Monitoring
Hardware Seltings
CuickCrew
Configure
Crew Login Page
‘foucher
Generate
Active accounts
Resat password
Direc refill
Crew accounts
HTS

Allow viewing

w e e

CommBox Manual

Allow cperationis)

Description

Connection status and controling. Cueue view and
managernent.

Metwork interface, DHCF. DMS, Samoa shares and
general network sethings.

iew and edit connection profiles.

Control file tranafer restrictions for user, groups and
domain level.

General systam mantenance and operations.
Wiew and edit QuickFile profiles.

Bachkup and restore of systern configuration, Part of the
Systern category above.

Local users and groups settings.

iew and edit hosts settinga ke host name, IF addrass
and DS alias.

iew and adit cost settings.
Configuration of CommBox mail server.
Acoess to CommBox webmall chent
View and edit QuickWeb profilas.

View and adit QuickWall profilas.
Caollection of troubleshooting tools.

Tick of this one to allow the group o access Support
nage and other information pages.

Wiew and edit alert settings for events.

“iew and edit hardeware interfaces.

View and edit QuickCrew settings.

‘View and adit general CuickCraw ssttings

‘Wiew and edit Login page for crew and guest users
Yanage crew and guest vouchers.

Allow to create new vouchers

List accounts and disembark crew usars.

‘Wigw all cresw accounts and reset password.
Wiew and edit HTS refaied sattings

Permissionsi;Y2are per group and defines thei;¥2access to the different modules of CommBox. It is possible to define
read/write permissions on a module and all its sub-modules. Attributes not explicitly defined, is inherited from the global

(parent) entry's permissions.

Rules:

® Defining lower level permission require parent permission enabled

e Write permission require Read permission for each entry, except for events

® When a permission is de-selected it means that it is "Denied"

® Read/write on sub-module or event require permission on parent to be minimum Read

10.7.2.1.3 Members

Members:
Members

Hot members
[VHohn Doe (jdoe) [ administrator admin (admin)

[ [Charles Mingus (captain)

To add a member to the group, check the corresponding box. Users that are already members will be listed in the "Members"

column when the group is opened for editing.

10.7.2.2 Group edit

To update a group, click [Edit] next to the entry you want to update. This will open the add/edit view. See above for

explanation of the various fields.
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10.7.2.3 Group delete

To delete a group, click [Delete] next to the entry you want to delete. Click Yes in the dialog to confirm.

It is not possible to delete the 'administrators' group.

10.8 System monitor

In "Config->System monitor" you can define what notification to send when something prevents file exchange (be it because

of a restriction profile or because of connection problems).
There are seven types of blockages handled:

1. Email/files are blocked by all restrictions.

2. Remote system has fetched email/file but not delivered due to restriction.

3. Remote system has not fetched email/file within time period.

4. QuickFile was not able to connect in order to fetch files.

5. CommBox has not been able to deliver received files.

6. Warning and blocking message when carrier usage limits exceeded.
7. Carrier monitor.

System monitor ;0 Sefup of messages sent by system monftor

Mame Send alert after Dielete after Alert sender
Email'files ars blacked by all ; ‘

restrictions A A v
Remota system has fetched

emailfile, but not deliverad dua 24 hours 168 hours 1""
to restriction

Remota systemn has not

fatched emailffile within tima 24 hours 168 hours -
period

CQuickile was not able to " "
connect in order to fetch files 4 hours A A
CommBox has not been able to 4, 168 hours MiA
daliver received files

Warning and blocking message

wihen carrier usage limits MIA MiA MiA
excesded

Carrier monitor 24 hours MiA MiA
Storagemonitor WA MiA MiA

Alert recipient

v
v

NiA

NiA

N/A

MNIA

N/A
N/A

Alert other

X

x

WX X X X X

Edit

Edit

Edit

Edit

Eart

In most cases, a file is deleted after it has stayed blocked for a set time (i.e. if the reason why it was blocked has not been

removed). Emails are sent both when a file is blocked and when it is deleted.
You can configure several parts of this process:

¢ Time after which a "file blocked" notification is sent.

¢ Time after which files are deleted.

® Whether or not to send notice to sender, recipient and/or others.
® Subject and message for each type of notification.

Whenever a time is configurable, setting a value of zero indicates that that part of the system is inactive. So, for example, a
setting of "Delete after”" 0 hours means that the file will not be deleted, rather than that it is deleted immediately.

The various categories have a variable number of configurable elements. The screenshot shown below is from “Remote
system has fetched email/file, but not delivered due to restriction” which is the one with more options.
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Remote system has fetched emailfile, but not delivered due to restriction =02 HELP

Mes=sage to sender “Yes @ MNo

Message to Yas @ Mo

recipient

Message to others  “Yes () Mo @ Email addresses ?

Send warning after 24 | hours

Delete files after 168 | hours

Warning message to sender

Subject Delayed mail

Message Four email to %d has not heen delivered within 24 hours. »
Because of restrictions the vessel has not fetched emails - 7

Motification message on deleted mailfiles to sender

Subject Delayed email deleted

Message YTour email to 5d was not delivered within 7 davys and are -
now deleted from the queue. - 7

Warning message to recipient

Subject Delayed mail

Message Your hawve an email from %f that has not heen delivered -
within 24 hours. - %

Hotification message on deleted mailfiles to recipient

Subject Delayed email deleted

Message YTou received an email from %f that was not delivered -
within 7 davys and the mwail iz now deleted from the gqueus., - 2

VYwarning message to others

Subject Delayed mail

Message in email from %f to %d has not been deliwvered within 24 -
hours. - ?

Hotification message on deleted mailfiles to others

Subject Dielayed email deleted

Message in email from $f to 5d was not delivered within 7 days and -
the mail iz now deleted from the dqueue. - 2

Save| 1Cancel

Most message fields give the possibility of entering special character combinations that will be replaced by information
pertaining the message being blocked. The most widely used (there are differences between message types. For the complete
list for a specific message field, hold your mouse pointer above the question mark to the right of the message field for a list)

are:

® %s
® %f
* %d
® Pt
® %0

® %h :
® %n :

* %b

: subject.
: from.
: destination (to).
: total size.
: original size.
host name.
system name.
: the entire original mail.
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10.8.1 Email/files are blocked by all restrictions

In case the system finds that, because of restrictions, no carrier will ever transfer a mail or file, this will trigger the
“Email/files are blocked by all restrictions” functionality.

It is possible to alert sender, recipient, and others.
It is also possible to make the CommBox delete the mail/file from the queue immediately to avoid using up space.

10.8.2 Remote system has fetched email/file but not delivered due to restriction

This applies when a file has been blocked in the outgoing queue because of restrictions linked to the carrier in use. However,
the system has found that there are carriers which can transfer the file but these have not been active.

It is possible to set a "Send warning after" time and a "Delete files after" time. Alerts can be sent to sender, recipient, and
others both after block and after deletion.

10.8.3 Remote system has not fetched email/file within time period
This is triggered when a mail/file is not transferred in a specified amount of time but it is still not marked as stopped by the
restriction system. The vessel may simply be out of reach for its communication systems or may not have connected if only

connecting manually.

It is possible to set a "Send warning after” time and a "Delete files after” time. Alerts can be sent to sender and/or others both
after block and after deletion.

10.8.4 QuickFile was not able to connect in order to fetch files

This applies when the CommBox is configured to have QuickFile pick up files from a file server and it cannot reach the file
server for a specified amount of time.

It is possible to set a "Send warning after" time. An alert can be sent to a specified address.
10.8.5 CommBox has not been able to deliver received files

This function is triggered if the CommBox has fetched files/mails from the other side but cannot pass them to their
destination. This usually occurs if a file server is unreachable.

It is possible to set a "Send warning after" time and a "Delete files after" time. An alert can be sent to a specified address.
10.8.6 Warning and blocking message when carrier usage limits exceeded

When a carrier is configured with a "Usage max limit" it is possible to set up the CommBox to send a mail when 80 % of
specified amount is reached, and when the carrier (connection profile) is blocked (i.e. when the limit is reached).

10.8.7 Carrier monitor

When a carrier different from the one with highest priority is used for more than the time specified in "Send warning after", a
message will be sent.

10.8.8 Storage monitor (hub)

Define how and whom to warn about low disk space.
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10.9 Fleet (hub)

The fleet page is reached from "Config->Fleet". From here you can perform basic configuration and maintenance of vessels.
The page displays a list of all the vessels known to the hub.

Network || Hosts || Connections || Restrictions || Misc || User/Group || System monitor | | Fleet | Help

Fleet configuration :::: Page is used te configure some basic setfings on the vessels connected to hub e U:::E‘LI; R
System name IP Host name Vessel mail domain On hub Aliases SW Version Design rev. Relay domain Certificate Config S55H public key

Sulaco 10.40.2.189 cbx bollebat dev.commbox.com v 117 .4re2 Ab x o O b 4 Delete| Edit
Maglfar 192.168.141.188 chx naglfarcommbaox.com g SYMNINSTALL-trunk-r17860 AA b 4 o o Eﬂ’ W - Delete| Edit
Nostromo 192.168.141.180 chx nostromo.devcommbox.com " SVMNINSTALLArunk-r17847 A4 b 4 o O v - Delete| |Edit
Pelagos 10.40.1.227 chx pelagos.dev.commbox.com g SVNINSTALL-trunk-r17847 AB b 4 o V) Eﬂl Delete| Edit
Selenium 192.168.141.230 chx selenium.dev.commbox.com v X o (4] X Delete| Edit
Add

System name
a freely selectable name to recognize vessels.

IP
the main ip of the vessel's CommBox. This is the ip used as identification on the hub when transferring files or
performing routing.

Hostname
the host name given to the CommBox in question.

Vessel mail domain
the mail domain which will be relayed to the vessel and transferred via the CommBox file transfer system.

On hub
shows the result of a set of basic checks performed on the hub. If you see a green check mark here, it means that the
hub has found the host in the host list and that it recognizes the vessel machine. If there is a red X here, you cannot
expect the machine to be able to transfer files and receive mail properly.

Aliases
the alias specified in the host configuration for the vessel machine (if any).

SW version
the vessel CommBox software version number.

Fleet design revision
If filled in on vessels, this field can be used to keep track of the different configuration layouts in use on the fleet.

Relay domain
whether or not the hub will relay mail to the vessel's mail domain when the mail arrives from Internet or any other
net not in the trusted networks list. An X implies that the hub will not permit such mail, it is permitted in the field
instead contains a V.

Certificate
whether or not there is an OpenVPN certificate generated for the vessel in question. All vessel machines that connect
to the hub via OpenVPN will need a certificate to do so. A gear icon indicates that no certificate exists. You can click
on it to generate a new certificate.

Config
click on the icon to download a configuration file from the vessel in question. This configuration may be restored on
another vessel machine, it will then be an exact duplicate of the vessel in question.

SSH Public Key
Approve and revoke SSH public key used by vessel to connect to the hub. This key is part of a key-pair generated on
the vessel and is used when the vessel connects to the hub. The key is transferred to the hub as part of the
configuration archive.

I SSH Public Key is received from vessel, and needs to be approved before it can be used for
authentication.
v - SSH Public Key is in use by the vessel to connect to hub, revoke by clicking the (-) minus icon. If

revoked, vessel will no longer be able to connect to hub.

dpy - When the "Approve" icon turns brown, it indicates that a new key or at least; different than the one in
use, is available from the vessel. This can happen if a new key-pair is generated on vessel, or if someone
have tampered with the key. If you are unsure, please verify that a new key has been generated on the
vessel before approving this new key. To approve the new key, first revoke the current, before
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approving the new. Approve icon is locked until the current key is revoked.

X No SSH public key is available, vessel need to send configuration to be able to use SSH key
authentication.

Delete

delete entries from hosts and from QuickMail regarding the vessel in question. It will also delete the configuration
directory for the vessel on the hub.
Edit
brings up a new view from where you can edit most of the parameters explained above:
Fleet configuration :.;; Page is used fo configure sarme Basic seffings on fhe vessels connecied fo HUE HELP

Edit:chX .nosaild.dev.commbox.com

System name myShipa Aliases L@l
P 192 168 140117
Host name b

Vessel mail domain | nozail2 dev.commbox.com

Relay domain (Allew email routing direct fram internet)

Save|

10.10 SSL (hub)

When accessing a system from our browser, we depend on certificates to verify that the system is who it claims to be.
Certificates are issued by a trusted third party, which has verified that the system requesting the certificate is in fact in control
of the domain name and the connected system.

On CommBox it is possible to choose among two types of certificates.

Default certificate

This certificate is installed together with the rest of the CommBox software and is issued to the following domain names:

DNS Name: *.ipmobilecast.com
DNS Name: *.commbox.com
DNS Name: commbox.com
DNS Name: ipmobilecast.com

If the domain name used to reach the system differ from >myhub<.ipmobilecast.com or >myhub<.commbox.com, browser
will issue a warning that the page is insecure.

Let s Encrypt certificate
To use certificates issued to a specific domain name CommBox also implements the certificate service provided by Let s
Encrypt. This service will create and signed a custom certificate, issued to a specific domain name within seconds. This

certificate is used by the CommBox web server to provide a secure and verified connection to the CommBox user interface.

To be able to use this service the CommBox hub system must be reachable from the Internet when using the domain
configured in Config > Network > IP Settings: Domain.
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IP Settings :::: Enter basic network configuration (minimum hosmame and domai

Hostname feba |

Domain levalbuh? 11, commbox, com |
DNS 127.0.0.1 |g.8.8.8 [ |
Gateway (Office only)

Identifying LAN LAMZ - | |7

Save

In this verification process Let s Encrypt will connect to the CommBox Hub system on port 80 (HTTP) and port 443
(HTTPS), so to use this functionality, these ports need to be available from the Internet. In addition, the domain used in the
certificate must be registered in the domains authoritative DNS server.

CommBox Hub is preconfigured to use the default certificate, but the two types of certificate are easily configurable from
Config > SSL page

Certificate :::: Select certificate to use for 551 / TLS awsre services

Select type
D Default {*.ipmeobilecast.com, *.commboX.com, com
@ Let's Encrypt {evalhub211. commbox. com)

Save

To switch to Let s Encrypt to get custom certificate, select Let s Encrypt and click save.

CommBox will create a server key and a certificate request, request is signed by the servers private key and then the request
is sent to Let s Encrypt server for validation. Communication is done according to protocol, and if validation is successful,
Let s Encrypt will sign a certificate that is returned to the CommBox server. This certificate will now be used instead of the
default CommBox certificate, whenever a HTTPS connection is set up by Apache.

List of certificates

Further down the page we find an overview of the certificates available in CommBox. List contains the domain the certificate
is issued to, the name of the issuer and the period of validity. List also shows which of the certificates that are in use by the
web server. This certificate will have a green check mark in the web column. Only one certificate will be in use by the web
server, so the rest of the certificates will be left blank, showing that certificate isn t in use.

Certificates ::: List of cerfificates available on the system

evalhub211.commbox.com

Type Issued To Issued By Perio
Lets Encrypt Fake LE Intermediate X1 Fake LE Root X1 May 23 22:07:59 2016 GMT

Let's Encrypt evslhub2 11 commbaz com! Fake LE Intermediate X1 Jul 2 10:45:58 2019 GMT t
* ipmuobilecast.com .
Default [~ ipmobilecast, com, = commbax,com, commbax.com, ipmobilecast,com) S3SL.com DV CA Mar 19 00:00:00 2018 GMT
Checklist
Domain

Domain used in Let's Encrypt certificate is configured in Domain (Config > Network)

DNS
For Let's Encrypt to be able to verify the domain, the domains authoritative DNS server must point to the CommBox
hubs IP address.

Port 80 and 443 open
CommBox hubs web server must be available for connections from public web. Let's Encrypt service uses both port
80 and 443 to verify that the domain you are requesting a certificate for is connected to a server controlled by you!
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11 QuickMail

QuickMail is the mail system on the CommBox.
On the hub it is responsible for: forwarding mail to the vessels, sending mail to the office mail server or storing them locally.
On the vessel it is responsible for: forwarding mail to the hub, relaying mail to an on-board mail server or deliver locally to

an user account. On both hub and vessel it can automatically fetch mail from an external account and deliver it to another
email account.

11.1 QuickMail Setup

From the Setup tab you can set the basic configuration options.

General setup - Configuraton of CommBox mail server

Primary domain ofhice. dev commbox. com

Secondary domain  office devcommbox. com

Filter mail headers

Max message size 30000 KB
Max mailbox size S | KB

Max recipients per
mail

=]

Save

Fields description
Primary domain
The primary mail domain for the mail server on the CommBox. All mail sent to addresses in the primary
domain will be delivered locally to users on the CommBox.
Secondary domain
Secondary domains are also considered as local mail domains on CommBox. All mail with any of the
secondary domains will be delivered locally to users configured on the CommBox. This parameter is
optional. You can add as many secondary domains as you want: each time you enter a domain and save, a
new empty field is added to the form.
Filter mail headers
Unnecessary mail headers can be filtered out from any mail sent through QuickMail. This reduces the
amount of data to be transferred. The headers which are left in a mail are:
¢ from
® to
® X-Priority
® subject
® Reply-To
® importance
¢ Content-Type
* MIME-Version
Trusted network
The IP ranges for mail clients and mail servers that are allowed to relay mail through the CommBox.
Networks must be entered in CIDR notation (a.b.c.d/n).
Max message size
The maximum message size that the CommBox mail server will accept when delivered with the SMTP
protocol or when fetching mail.
Max mailbox size
The maximum size of users' Inbox. This is the mailbox where messages are first delivered. The user may
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create his own folders and move messages there. The cumulative size of the inbox and user-created folders is
regulated by the quota system. This setting is present only on CommBoxes that use the SquirrelMail
webmail system.

Max recipients per mail
The maximum number of recipients in one mail transfer. You can have more recipients than the maximum,
in this case you will see two or more mails sent with the same subject but having different recipients.

11.1.1 QuickMail setup examples (vessel)

There are 2 main configuration schemes for QuickMail setup on vessel. In one, the CommBox is the primary mail server on
board. In the other, there is a dedicated mail server on board. In both cases mail not addressed to users on the vessel will be
sent to the CommBox on shore side.

CommBox as primary mail server
CommBox is the primary mail server on board. Mail clients send and receive mail directly through the CommBox
and are located on the IP network 192.168.1.0/24. All mail not destined to local users is relayed to the CommBox on
shore side.

11.1.1.1 Example setup:

¢ Mail domain on vessel: pacific.commbox.com

O IP network on vessel: 192.168.1.0/24

¢ CommBox on shore side: office.commbox.com
‘pacific.commbox.com' is set as Primary domain. It is the only mail domain on vessel so no Secondary domain is
configured.

All mail clients are located on the IP network '192.168.1.0" with netmask '255.255.255.0". This sub network is added
as trusted network in CIDR notation '192.168.1.0/24".

Setup Mail delivery Fetchmail BlindCarbonCopy Halp

General setup i Configuration of CommBox mail server.

Primary domain pacilic.commbox, com

Secondary domain
Filter mail hesdors

Trusted network 192.168.1.0/24
127.0.000/24

SMTP Authentication

Max moessagoe size 50000 KB

Max reciplents per

-
mail S0

Sava

All mail not local on vessel must be sent to shore. Set shore side CommBox 'office.commbox.com' as Default mail
relay in "QuickMail->Mail delivery". The host office.commbox.com must be defined on the "Config->Host" page
with type 'CommBox main hub'. The "Default mail relay" drop-down lists all hosts defined as type 'CommBox hub',
'‘CommBox main hub', or 'Mail server'.

CommBox with external mail server

CommBox can relay mail to and from external mail servers on board the vessel. All mail not destined to local users
is relayed to the CommBox on shore side.
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11.1.1.2 Example setup:

¢ Mail domain on vessel: pacific.commbox.com

¢ Mail domain for CommBox: commbox.pacific.commbox.com

O IP for external mail server: 192.168.1.10

¢ Name for external mail server: mailserver.pacific.commbox.com

¢ CommBox on shore side: office.commbox.com
CommBox is not the primary mail server on vessel so Primary domain must be set to something else than the mail
domain for vessel. Here it is set to commbox.pacific.commbox.com.

There are no mail clients allowed to directly relay mail through CommBox, the only machine that is allowed to relay
mail to the CommBox is the mail server. Trusted network is therefore set to be the IP of the vessel mail server in
CIDR notation.

Satup  Mail dalivery  Fotchmail BlindCarbonCopy  Help

General setup :::: Configuration of CommBox mail server.

Primary demain commbax.pacific.commbox.com

Secondary domain
Filter mail headers

Trusied notwork 192.168.1.10/32

SMTP Authentication

Max miEssage sioe 50000 KB

Max recipients per

mail o0

Save

All mail not destined to local users must be sent to the CommBox on shore side. Set shore side CommBox
'office.commbox.com' as Default mail relay in "QuickMail->Mail delivery".

To relay all local mail from the CommBox to the vessel mail server, a mail rule must be defined.

Mail delivery rules :::: Sefua of rezi! delivery rules

DomainHule Host
@paciﬂc.cnmmbm{.cnm mailsemer.commbox.com
Dormain/Rule Host

Mot selected j

The Domain/rule is '@pacific.commbox.com' which is the mail domain for the vessel. The Host is the vessel mail
server 'mailserver.pacific.commbox.com'. This will route all mail from CommBox that has recipient matching
'@pacific.commbox.com' to the vessel mail server.

11.1.2 QuickMail setup example (hub)

In this setup, a mail server on the shore side relays all mail for vessels to the hub CommBox. The CommBox relays all mail
from the vessels to the mail server.

There are 3 vessels that will exchange mail with one shore CommBox

1. Vessel Pacific
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¢ Has mail domain @pacific.commbox.com
¢ Mail structure: user@pacific.commbox.com

¢ Example mail address: master @pacific.commbox.com
2. Vessel Atlantic

¢ Has mail domain @vessel.commbox.com
¢ Mail structure: user.atlantic @ vessel.commbox.com

¢ Example mail address: master.atlantic @vessel.commbox.com
3. Vessel Ocean

¢ Has mail domain @vessel.commbox.com
¢ Mail structure: user.ocean @vessel.commbox.com
¢ Example mail address: master.ocean @ vessel.commbox.com

Atlantic and Ocean have the same email/domain scheme.

Usually all vessels in a fleet have the same email/domain scheme. This is only an example to show the different possibilities.

Mail server setup

The CommBox must be setup to relay mail between vessels and the office mail server in both directions.

General setup :::: Configuration of CormmBox mail server.

Primary domain office. commboe . com
Secondary domain

Fiter mail headers

Max message size 50000 KA

Save|

Primary domain is set to 'office.commbox.com' so that it does not interfere with the company's mail system.

Mail relay ...; Carfigure mail relay seffings for fhe CommBox

Trusted network

192.1658.0.100352

Relay domain

Save|

Trusted network is set to 192.168.0.10/32 which is the IP address of the external mail server
'mailserver.commbox.com'. Only this host is allowed to relay mail through the shore CommBox.

Mail delivery

The mail delivery defines the default mail relay and specific mail relay rules that checks the recipient address against
the Domain/rule field. If it matches, 'Host' defines the next hop for the mail.
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Mail delivery rules ::: Setup of mail delivery rules

Domain/Rule Host

@pacific.commbox.com pacific.commbox. com Delete
atlantic@vessel.commbox.com atlantic.commbaox.com Delete
acean@vessel. commbox.com acean.commbaox.com Delete

The rule '@pacific.commbox.com' matches all mail addresses that end with @pacific.commbox.com. All these will
be forwarded to the pacific.commbox.com vessel.

Examples of matching mail addresses:

0 master @pacific.commbox.com

0 chiefeng @pacific.commbox.com
The rule 'atlantic @ vessel.commbox.com' matches all mail addresses that end with 'atlantic @ vessel.commbox.com'.
All these will be forwarded to the atlantic.commbox.com vessel
Examples of matching mail addresses:

¢ master.atlantic @ vessel.commbox.com

0 chiefeng.atlantic @ vessel.commbox.com
The rule 'ocean @vessel.commbox.com' matches all mail addresses that end with 'ocean @vessel.commbox.com'. All
these will be forwarded to the ocean.commbox.com vessel

Examples of matching mail addresses:

¢ master.ocean @vessel.commbox.com
¢ chiefeng.ocean @vessel.commbox.com

11.2 Mail relay (hub)

The mail relay setup is only available in the hub version of the CommBox. It is used to control which networks and domains
are allowed to relay mail through the CommBox.

Mail relay ..:: Carfigure mail relay seffings for fhe CommBox

Trusted network 493 1553 0,015

Relay domain juli.dey commbos com

koz55 dev .commbox.com

EEVE-'

Trusted network
Email clients from these networks are allowed to relay email through the CommBox.

Relay domain
The recipient domains for which the CommBox will relay mail. Mails to these domains will be relayed even if the
client is not on a trusted network.
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11.3 Mail delivery

Mail delivery configures specific mail routing schemes based on a domain or rule.

Set default mail relay :::: Default mail relay for emails outside of primary domain

Default mail relay hiuiby. commbeooe. com - '5'2."55.'42.222j -Use DNS 7

Ftelayr.to sener if Not selected .
user is unknown

Gavg

Mail delivery rules :::: Setup of mail delivery rules

Domain/Rule Host

Domain/Rule Host

Mot selercted j &g

Default mail relay
The host that will be used when mail is not local and no specific mail routing scheme matches. On vessels this is
usually the shore CommBox, on office CommBoxes it is usually the company's mail server. The host must be
registered in "Config->Hosts" with type CommBox hub or mail server.

Use DNS
This overrides "Default mail relay". When set, the CommBox will deliver mail using DNS lookups. It is usually only
used on shore side.

DNS servers must be configured in "Config->Network".
Relay to server if user is unknown
If the CommBox does not know the destination user, the email will be relayed to this server.

11.3.1 Mail delivery rules

Domain/rule
A full email address or part of it. If it matches the recipient address, the message will be relayed through the defined
host.

The rule is matched against any part of the address e.g. 'me@commbox’ will match 'me @commbox.com' and
'game @commbox.net', '‘commbox' will match 'me@commbox.com' as well as 'commbox @some.domain'.
Host
The host to which the mail is relayed if it matches the rule. The host must be registered in "Config->Hosts" with type
CommBox hub or mail server.

11.4 Fetchmail

Fetchmail automatically retrieves mail from an external account and delivers it to another email account. This allows users to
receive mail from their own personal accounts through the CommBox webmail interface.
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Send to

The address to which the email will be forwarded. Only one address can be set for each rule.
Username
The username of the mail account from which mail will be retrieved.
Password
The password of the mail account from which mail will be retrieved.
Mail server
The mail server where the mail account is hosted. The server must be registered in "Config->Hosts" with type
CommBox hub or mail server.
Protocol
The protocol that will be used to retrieve mail from the mail server. Available protocols are POP3 and IMAP.
Leave on server
Whether to instruct the external server to not delete mail after it has been fetched. If enabled, mails can still be
retrieved from the original server at a later date.

Some servers do not respect this instruction and will always delete mail as soon as it is read regardless of what you
set here. This is beyond the control of the CommBox. If you want to be sure to keep a copy, you may want to check
whether the Blind carbon copy functionality can help you (see Blind carbon copy setup).

SSL
Enables encrypted communication to the mail server. This is sometimes also called secure communication.

11.5 Contact list (hub)

From the hub it is possible to manage a list of e-mail contacts to be distributed to the webmail system of all the ships in the
fleet. Every time a new list is loaded, the new data is distributed to all the vessels in the fleet. To reduce the amount of data
transmitted, only the differences with the previous list will be sent.

11.5.1 Contact list management
From "QuickMail->Contact list" you access the contact list management form.

The CommBox can only import and export a CSV file of all the contacts, the actual editing of the list (adding, editing,
removing contacts) must be done in an external program that can work with this format of file (typically OpenOffice Calc or
MS Excel).

See Appendix: Fields in the contact list file for a more detailed description of the file format.

Import from file
Imports a contact list from a CSV file.
Once the file is uploaded you will be given a preview of the information that the CommBox extracted from the file.
If this is what you expected you can then click [Save] and the list will be saved.
The new contacts will be distributed to the fleet when you click [Activate changes].
It is possible to import an empty contactlist to remove all existing contacts.
See below for a description of the file format required.
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Download
You can download a CSV file containing the full list of contacts, or you can download a template containing only
one row with all the field names.

Distribute to vessels
The contact list is distributed to all registered vessels when a new file is uploaded. If a new vessel joins the fleet, you
can force a transfer of the full contact list. For safety [Send] is disabled, to activate it check the box next to it.

11.5.2 View the contact list

To view a list of the contacts currently in the system click on "Show contacts" below the "Manage the contact list" panel. It is
not possible to edit or search contacts from this view.
Only a limited number of fields will be displayed for each contact.

11.6 Blind carbon copy setup

11.6.1 Overview

Blind carbon copy will forward to a third party mail passing through the CommBox. You define which messages will be
forwarded to which address by setting up rules based on the sender or recipient address.

11.6.2 Filter rules

The following filtering rule types are accepted by the system:
¢ username @domain.test
® username

e domain.test

Rules set up in the "Blind copy (BCC) senders" panel will try to match the address of the sender, rules in "Blind copy (BCC)
recipients” panel will try to match the address of the recipient.

11.6.3 Examples

11.6.3.1 Senders

Blind copy (BCC) senders :::: Backup aif emails sont by a user or domain.

Email or domain Delmwvering email address
ssandviken@@svein dev.commbo com adming@svein.dev commbox.corm EEI Delete
sveingkvh.no admin@syein.dev.commhbox.com EEI Delete
Email or dormain Delivering email address
oo

Emails with sender addresses or domain matched here will be sent as blind copy to the administrator
("admin@svein.dev.commbox.com").

1. All emails sent by "ssandviken @svein.dev.commbox.com" are blind copied to "admin@svein.dev.commbox.com"
2. All email sent by "svein@kvh.no" are blind copied to "admin@svein.dev.commbox.com"

11.6.3.2 Recipients
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Blind copy (BCC) recipients :::: Backap aff amails to a3 user or doain.

Email or domain Delivering email address
@kvh.com adming@svein.dev.commhbox.com Edit| Delete]
ssandviken@svein dev.commboxcom captain@svain. dev.commboxcam EEI Delete|
Email ar damain Delivering email address
(ko

All emails with a recipient that matches the filter will be blind copied to different delivering addresses.

1. All emails sent to users in the "@kvh.com" domain will be blind copied to the administrator.
2. All emails sent to "ssandviken @svein.dev.commbox.com" will be blind copied to the captain.

11.7 Webmail clients

New CommBox installs have the SOGo web email client. See _Appendix: SOGo for more information.

Older upgraded CommBoxes may have either the "'WebApp' or 'WebAccess' email client from Zarafa (www.zarafa.com). For
more information see Appendix: Zarafa

Very old CommBoxes that have been upgraded may still use the old SquirrelMail email client. For more information see
Appendix: SquirrelMail

11.8 Connecting an external email client

The CommBox acts as a mail server and external mail clients (e.g. Outlook) can connect directly to it using either IMAP or
POP protocol. Use the CommBox IP address for both incoming and outgoing mail. Username and password are the same as
those for your CommBox account.

Note that the IMAP folder for sent messages is called "Sent Items" instead of the more common "Sent". Some email clients
will not work properly unless they are explicitly configured to use the "Sent Items" folder for sent messages.

11.9 Spam & virus (hub)

The hub version of the CommBox is delivered with integrated software for virus and spam control.

Spam & Virus software ::: Configurafion of fthe soam and vires profection soffware

Enable greyisting v

Realtime block list ey chomain.org

Enable antivirus )
Eave|
Enable greylisting
Greylisting is a technique used to reduce the amount of spam mail reaching users. In short, greylisting works like
this:

The first time CommBox receives email from an unknown domain, it will reject the message with a "temporary
reject" message to the sender email server.

The sender mail server will then resend the email after a short while. At this point, the CommBox greylisting system
knows about the domain that sends the email and will deliver it to its internal email system.

The reason for this “first time reject”, is that most spam email servers only send the message once. If it is rejected,
they won't bother trying again.
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Greylisting is used for email reaching the CommBox from the Internet, it has no effect on email coming from trusted
networks.

Real time black list (RBL)
The CommBox can be set up to use RBLs, which are on line services that provide lists of IPs and domains linked to
spamming. Email sent from these servers will be rejected.
Enter the address of the list provider(s) you want to use. Providers of blocklists are, for example:
http://www.spamhaus.org/ and http://www.spamcop.net/.

Enable anti-virus
Clam is the antivirus software on CommBox II HUB. If enabled, CommBox will run all incoming emails through a
virus scanner. The virus software will be updated automatically every day.
See Virus software update log for update details.

The software may be outdated and therefore disabled. Please contact KVH Support for more information and
upgrade options.
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12 QuickFile

QuickFile is a module used for synchronizing files from one server to another.

The operating principle is simple: you define a source folder and a destination folder (these usually reside on two different
servers). The CommBox will then periodically check the source folder for changes, any new or changed file will then be
transferred to the destination folder.

The files are automatically compressed and transferred at the next scheduled transfer. Further reduction in network traffic
may be achieved by using the differential file synchronization option which transfers only the modified parts of a changed
file.

Features:

® Time based synchronization: you can define at what time(s) the transfer will take place.
¢ Pre and After scripts for data manipulation.

® Multiple recipient for a single source. Useful, for example, to spread anti virus updates.
¢ Transfer files as email attachments.

¢ A choice of either moving or copying files.

¢ Differential synchronization at the binary level.

¢ File selection based on multiple masks and sub levels.

¢ Supported transfer protocols SMB/CIFS/FTP and NFS.

¢ Customized user notification of file delivery.

You can use the source folder as a post box: every file dropped there will be automatically transferred to the designated
recipients.

You can use external programs to transfer files to the source folder. For example reports, databases files, logs etc.

12.1 Adding a new profile

Click [Add] in the QuickFile overview page. The following page will appear. (The panel with gray background will appear

only after you click [Advanced options] )

12 QuickFile
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File transfer profilesan

*required fields
Deactivate profile
Description *Visible as subjectin dashboard

|
Source | |+ [ Wizard]?
|

Pick up time | 7z Transfer immediately (max 1 min. delay)
Pick up function Move -

Diff sync

Priority g -

File pattern | 7 Directory depth

Deactivate profile

Renders the profile inactive. Useful if you want to re-activate it later.
Description

Gives the profile a name. This will only be used in the QuickFile overview.
Source

The directory from where files should be picked up. Use the wizard to get the correct syntax (see Source /

Destination wizard in this manual).
Pick up time

Define when and/or how often files in the source directory should be picked up.

If this field is left empty, this profile is deactivated.

If "Transfer immediately" is checked, QuickFile will look for files every minute.

Format examples:

'10:00, 11:00, 12:00, 13:00'
Run at 10:00, 11:00, 12:00 and 13:00 every day

It is possible to define a periodic pickup by using the '+' symbol before the number of minutes defining the
frequency.
'"10:05+15'
Run every 15 minutes starting at 10:05 (10:05, 10:20, 10:35...)
'+30'
Run every 30 minutes all day.
'08:05-16:05+60, 16:05-08:05+120'
Run every 60minutes between 08:05 and 16:05, between 16:05-08:05 every 120 minutes.
Pick up function
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Select whether you want to move (files will be removed from the origin directory once they have been transferred) or
copy (files will remain in the origin directory, files that have been already transferred will not be transferred again).
Diff sync
Enables differential synchronization.
This is a very useful tool which reduces the amount of data to be transferred: if the content of a file changes after it
has been transmitted, then only the differences will be sent with then next transfer.
This is particularly effective with files to which content is continuously added (for example logs, virus definitions,
databases etc.)
Please note that when Diff sync is unchecked (not in use) the directory
""/home/storage/share/'sharename'/.diffcompare'" will still exist and has to be removed manually to release
space.
Priority
The priority assigned to the transfer files when they are placed in the outgoing queue. The default for QuickFile is 5
(1 is the highest priority).
File Pattern
Defines which files in the directory will be considered for transfer. You can specify more than one pattern by
entering a comma separated list e.g.: "*.doc,*.x1?,*.db,*.DB".
Note that patterns are case-sensitive, so "*.db" is different form "*.DB".
If the field is left blank, all files in the directory will be considered.
Pattern rules:
To define a pattern, you can use two wildcard characters: '*' and '?'
"*" - matches any number of any character:
"*report.txt" will match any file name that ends in "report.txt", for example: "user-report.txt",
"important-report.txt" and also "report.txt".

"*report*" will match any file name containing the word "report”, for example: "user-report.txt",
"user-report.doc”, and also "report".

"re*.txt" will match any file name beginning with "re" and ending with ".txt", for example:
"report.txt", "regenerate.txt" and also "re.txt".
"?" - matches any single character:
"report?.txt" will match any file name that begins with "report", then has one character, and then
ends with ".txt": "reportl.txt", "reportA.txt", "report#.txt". It will NOT match "report.txt".
"report.do?" will match "report.doc”, "report.dot”, "report.dom" etc.
Directory depth

How deep in the sub folders should the CommBox descend to find files.

If left empty, all sub folders will be considered.

If set to O (zero) only the files in the source directory will be considered.

If set to 2 the CommBox will descend down to level 2 sub folders.

Examples:

Considering this folders structure (where logs/ is the source folder):

logs/

logs/users/
logs/users/crew/
logs/users/crew/active/
logs/users/crew/old/

With a depth of 1, all files in logs/ and logs/users/ will be considered.

With a depth of 2, all files in logs/, logs/users/, and logs/users/crew will be considered.

With an empty depth parameter, all files in logs/, logs/users/, logs/users/crew, logs/users/crew/active/, and
logs/users/crew/old will be considered.

Advanced options
Subject
The subject that will be displayed in the file queue list in dashboard.
It is a good way to differentiate various transfers and help the administrator to, for example, decide whether
to allow a large transfer.
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Notify message
If one or more notification emails are defined in the destination profiles, this is the body of the message that
will be sent.
This is a good way of reminding the recipient what to do with the files. For example: "Updates from ship
Victorious, please load in the database"

Pre script (local)
A script to be executed before the files are processed, see, 'Pre and After scripts' for a description of the
available scripts.

After script (remote)
A script to be executed on the destination CommBox after the files have been received, see 'Pre and After
scripts' for a description of the available scripts.

Not deletable in dashboard
If enabled, it will not be possible to delete the transfer files from the outgoing queue.

Recompress .ZIP files
If enabled, the CommBox will compress files packed in uncompressed .zip archives. This often results in a
smaller transfer over the network.

FTP passive mode
Force the CommBox to connect to the FTP server in passive mode.

When finished, hit [Save].
Remember that the profile is deactivated if the action time is not set.

To test the profile, use the test button in the profile overview. See Toolbox functionality in other modules for how this test
works.

12.1.1 Pre and After scripts

These are standard scripts that can be executed in the share directory of the source CommBox before the transfer commences
(Pre scripts) or in the destination directory of the destination CommBox after the files have been received (After scripts).

Pre scripts
getmail
Connects to a mail server and places messages from the incoming mailbox in the transfer directory. By
default it does not include the mail body and only saves the attachments. The messages will be deleted from
the mailbox.
Parameters:
--server=<servername>
The mail server name or IP address.
--user=<user name>
The username linked to the mail account.
--pass=<password>
The password for the mail account.
--port=<port number>
Optional, default 110. The port number used for the connection, use 995 for SSL.
connections.
--mail
Optional. Move the entire mail to the source directory. If this parameter is not specified,
only the attachment will be moved.
Example:
getmail --server=mail.commbox.com --user=cbx --pass=abcd --port=143 --mail
getlogs
Retrieves the CommBox' logs for the last day.
It is advised that transfers using this script should run only once per day.
Parameters:
You can pass any number of log names:
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commbox
The main CommBox activity log.
carrier
Log of carrier status.
hardware
Log of hardware status.
transfer
Log of file transfer activity.
connection
Log of connection activity.
ulog
Log of UUCP log activity.
udebug
The UUCP debug log.
prepaid
The log for the crew pre-paid card activity.
billing
The log for QuickCrew billing system.
Example:
getlogs prepaid billing
Telnet
Log in a windows computer, run a command, and save its output.
Note that the telnet server needs to be enabled on the Windows computer.
Parameters:
--user=<user>
The username to use for the login.
--pass=<password>
The password to use for login.
--ip=<IP address>
The IP address of the computer to which you want to log in.
--port=<port number>
Optional, default 23. The port used for the connection.
--command=<command>
The command that will be run on the Windows computer.
--output=<file name>
Optional, default 'telnet.log'. The name of the file that will contain the command output.
Example:
telnet --user=commbox --pass=testpassw --ip=192.168.140.144 --command=ipconfig
cbx_system_backup
Create a backup of predefined CommBox directories or restore from one of these backups.

Parameters:

--users
Backup user-related data. On CommBoxes using the Squirrel mail client, this includes all
mail-related data (messages, address lists etc.). On CommBoxes using the Zarafa mail client,
this backup has no data.

--system
Backup system data. This includes CommBox software and configuration.

--restore
Will try to restore from the files that are in the QuickFile pick-up folder.

--usb

The backup files will be saved to an external USB device. The device must be plugged
directly in one of the CommBox USB ports. The CommBox will use the first device it
recognises, so it recommended to have only one device plugged in.
--maxfiles=<number>

Restrict the number of files that are stored on the external USB device. Once the maximum
is reached, the oldest file will be deleted from the device. So, if you set --maxfiles=5, only
the most recent 5 backup files will be kept on the device.

Example:
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cbx_system_backup --users --usb --maxfiles=5
cbx_system_backup --backup --system
cbx_system_backup --restore --system

schedulecms
This script can be used for file delivery to CMS, can be used for IPMC Log Sweep.
Parameters:
--subject=<any text>
Any text that describes the transmitted file.
[--nohub]
program will exit with a return code so quickfile wont call addtoqueue and
quickfiletmp/ftp/pickupfolder will be deleted.
[--debugl-d]
If the option debug is used only a parameter test will be performed, no file will be queued.
Example:

schedulecms --subject perceptionlogs
schedulecms --subject perceptionlogs --nohub
schedulecms --subject perceptionlogs --nohub -d
After scripts
mergelog
This script will merge each log file received from a getlog script with the corresponding one received from
each new transfer.
Parameters:
There are no parameters for this script.
Example:
mergelog
uncompress
Any compressed file in a recognised format will be uncompressed on receipt.
The recognised formats are: ARJ, CAB, CHM, CPIO, DEB, DMG, HFS, ISO, LZH, LZMA, MSI, NSIS,
RAR, RPM, UDF, WIM, XAR, and Z.
Parameters:
There are no parameters for this script.
Example:
uncompress

12.2 Source / Destination wizard

The source and destination folders are defined by means of an URI. Its syntax changes depending on the protocol used. The
wizard helps you compose a URI with a correct syntax.

File transfer profiles::::1

* required fields
Deactivate profile
Description test2 * Visible as subject in dashboard
Source smib:f/:*****:@localhost/cbxdoc2/|per * [ Wizard | ?
Pick up time @ ® 192.168.141.193 delay)
Pick up function Transfor mount wizard
Diff sync
Transer type
Pﬂﬂrlw Add smbjf
File pattern smb2:]
smb3:/f .
smb:ilecalhost FIplIDI‘lE
Save Done amb2:ilocalhost)
smb3:/localhost)
fibazjf
| ftpeff
Destination profile sftp:f
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12.2.1 Transfer type
There are five types available, what other fields you will need to fill in, depends on the type chosen.

smb://, smb2:// and smb3://
Generates a samba mount point between CommBox and a remote server. You will need an account on the server to
establish a mount point, and your user name and password are therefore required. smb2:// and smb3:// uses samba
protocol versions 2 and 3 respectively. Do note that these must not be used in destination profiles for CommBox
systems running version prior to 1.22.0. The older versions cannot handle the delivery and the file will be discarded.
smb://localhost/
Generates a local samba share point.
file://
Will access directly a local file on the CommBox.
email:// (only in destination)
Sends the file as an email attachment.
ftp://
Access a folder on an FTP server.
sttp://
Access a folder via SSH File Transfer Protocol.

What fields you will need to fill in next depends on the type of transfer chosen. What follows is a detailed description for
each type:

smb
EM}rSHip - Quickfile Wizard — O X

a & Web | 192168140187/ commbox.php

Transfer mount wizard

Transfer type sk i j
IF Address 152.188.0.10 -
Path datsbsssupdate -
User name demao
FPazzword sboi23
Domain iy Ship. cominbnoe:. com
Friendly name Ciatabsss from shors
IP Address

Server IP (if using smb://localhost, this will not be visible and will be automatically filled in with 'localhost'
in the connection string).
Directory on CommBox
The shared folder on the server.
User name
Server log-in name
Password
Password of the server account.
Domain
The domain has to be specified only if the server is on a different domain from the CommBox
Friendly name
Allows you to specify a more understandable name to show in the dashboard file queue for the 'from' or 'to'
fields. If left blank, the full connection string will be displayed.
REMEMBER: Allow read and write access in the source directory. Else the files cannot be deleted after pickup, and
they will be picked up again on next action time.
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An smb connection string explained:
smb://demo:abcl23:myShip.cbx.com@192.168.0.10/dbupdate/|Database from shore

Transfer | User : | password |: | domain @ (1P path | | Dashboard

type name friendly name

smb:// demo |:|abcl23 : [ myShip.cbx.com | @ [ 192.168.0.10 | dbupdate/ || | Database from
shore

file
The only field to fill in is the path to the desired directory.
email
(email is only accessible in destination profile)
The only field to fill in is the recipient email address. The files will be delivered as an attachment to the specified
address.

An email connection string:
email://JohnDoe@somewhere.com

ftp / sftp
The wizard is very similar to the one for smb://
IP Address
Server IP
Path
The pickup folder on the ftp-server
User name
Server login name
Password
Password to the server account
Friendly name
Allows you to specify a more understandable name to show in the dashboard file queue for the from or to
fields. If left blank, the full connection string will be displayed.
REMEMBER: Allow read and write access in the source directory. Else the files cannot be deleted after pickup, and
they will be picked up again on next action time.

An ftp connection string:
ftp://demo:abcl23:Q@somewhere.com/logs|Logs from shore

12.3 Adding destination profiles

To add a destination, click [Add] in the destination profile field (this button will not be visible until the transfer profile is
saved).
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File transfer profiles:nl HELP

Deactivate profile
Description
Source

Pick up time

Pick up function
Diff sync

Priority

File pattern

save| [Done]

Destination profile

*required fields

ZEE *Visible as subjectin dashboard
file:lizss *[Wizard] ?
? Transfer immediately (max 1 min. delay)

Move d
o=

7 Directory depth 1

IEd'.fﬂnn:ed nptiun§|

Description De=tination CommBox Destination server

[fad

One destination profile can have many destinations and one transfer profile can have many destination profiles.

If you need to add many destination servers to a destination profile, fill in all the available "Destination server" fields and
click [Save]. A new empty field will then appear.

File transfer profilesanl HELP

Description

Destination
CommBox

Destination server

Notify user email

Force directory
create

|ﬁ§| Can ce]

Yes @ Mo

*required fields

example
hub.commbox.com - 152, 168,142,222 ~ | *

smb:fuser**=* @localhost'some/pathijexample Wizard]*
email:recepient@domain. com Wizard]*

Wizard] ?

= Remember to add the share directory on the remote server

2

Field description
Name

The name will be shown in the destination profile overview.
Destination CommBox
Choose a host in the drop down menu. Remember that the host must be created with type 'Commbox main
hub' or 'Commbox hub' (see Hosts) before they appear in the drop down menu.
Destination server
Destination server has the same syntax as source. See the wizard explanation Source / Destination wizard.
Notify user email
A notification email will be sent to these addresses every time a file from the transfer profile is delivered.
The subject of this email is the one defined in the 'Subject' field of the transfer profile. The body of the email
is also defined in the transfer profile. (Both subject and message are defined in the "Advanced options").
If you need to add many addresses, fill in all the available "Notify user email" fields and click [Save]. A new
empty field will then appear.
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Force directory create
Applies to smb, file, or ftp. If the path defined as destination does not exist and this option is active, the
destination directory will be created automatically on transfer.
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13 QuickWeb

QuickWeb is a web accelerator which will give faster browsing of Internet web sites. It achieves this by removing
advertisements, reducing image resolution and colors, and compressing all data transmitted between shore and vessel.

When QuickWeb acceleration is enabled, your browser will not connect directly to the web server hosting the content. All
communication will instead go through the CommBox which will handle all data exchange between vessel and shore.

Setting up QuickWeb is done differently on the hub/Office and on the Vessel side.

13.1 QuickWeb (vessel)

13.1.1 QuickWeb configuration

On the vessel CommBox, QuickWeb can be set up from the "QuickWeb" option in the left menu.
The main QuickWeb page displays in the "QuickWeb Config" panel, the status of the on-board web cache (Running / Not
running).

Each CommBox connection profile is linked to a QuickWeb profile (see Connections, Standard fields description). A
QuickWeb profile defines rules on:

® Whether or not to enable QuickWeb.

® The cache size.

® Whether or not to enable proxy as a transparent proxy.

¢ From which networks to accept connections.

® Which domains should be passed through without optimization.

All QuickWeb profiles are listed in the "QuickWeb profiles" panel.

13.1.2 Edit or add a new profile

To edit the profile click [Edit] at the right hand side.
To add a new profile, click [Add] at the bottom of the "QuickWeb profiles" panel. This will open a form where you can enter
a name and description for the new profile. When you click [Save], the fields for the filter configuration will appear:

Cache function
QuickWeb Config :::: Configuration of the QuickWeb module

Profile name Descriotion
Default profile Disable QuickWWeo Update

Mo optimization, fiter and caching only

Auto public zip cache poo
Cache function " all cachas {List will save automatically on changa)
US caches
EU caches

JP caches
Filter profiles ::: Creating adval a5 public legacy cache pool Filter rules ::: Allow infi

Auto privata cache pool

Filter name Advanced cache pool ‘ ‘ Network
Phmdfma [ TS [ T P

The cache function controls if and how QuickWeb operates. The options are:

Disable QuickWeb

Stops the QuickWeb service. The proxy server will no longer be available.

No optimization, filter and caching only
Enables the content filtering and the content caching functionality in QuickWeb. QuickWeb will block
content according to the settings in the "Filter profile" and will try to serve requested content from the
QuickWeb cache before it is downloaded from Internet.

Auto public zip cache pool
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nn

The Ziproxy has more speed and is better compatibility with web sites. Choose the "all caches"" or one from
one of the regions US, EU or JP.

Auto public legacy cache pool
QuickWeb will be set up with full optimization. QuickWeb will first look for requested content in its local
cache. If it isn't available there, QuickWeb will continue to the "parent” QuickWeb cache. The onshore
parent QuickWeb or the "cache pool", will remove content and compress images before data is returned to
the QuickWeb on board the vessel.

Auto private cache pool
This option work the same way as "Auto public cache pool" except that this one is a private cache pool that
is operated by the customer.

Advanced cache pool
Allows advanced setup of self-managed web caches. This is usually done in collaboration with KVH support
team (see Support for contact details).

13.1.3 Filter profiles

A filter profile is a collection of rules which allow or deny access to predefined web site categories and/or to specific
addresses. These profiles are linked to specific access networks in the setup of "Filter rules" (see below).

Add a new filter profile by clicking [Add profile]. This will open the filter profile form in a new window.
Click anywhere on the gray background to exit the filter form without saving.

Filter name
Provide a name that describes the purpose of the filter.
Filter function
Select how the filter is going to operate:
Allow all except the one defined below
Will grant access to all the websites that do not match the categories or addresses specified for the filter.
Deny all except the one defined below
Will grant access only to the websites that match the categories or addresses specified for the filter.
It is not possible to combine allow and deny rules in the same profile.
Predefined filters
Lists all the predefined categories for which this filter applies.
Select predefined filter groups
Will open a multi-select list of categories. It is possible to select more than one category by holding the Ctrl key
while clicking on the desired category lines. Hold Ctrl and click on a selected category to de-select it.
Click on "[Update]" to accept the selection, or click on "[Cancel]" to close the multi-select list without action.

The new selection will overwrite all the categories that were already selected in the filter. (But not the user-defined
filters)
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Predefined filters.

m

quns - Sites with guns
mail - Webmszil and email sites

news - Mews sites
=tz - Pat zites

sact - Sites about eligious groups

updatesites - Sites where software updates are downlozded from including vines sigs
homerepain - Sites sbout home repair

religion - Sites promoting religion

violence - Sites contzining viokencs

clothing - Sites about and selling clothing

saxquslity - Sites dedicated to sexuslity, possibly incleding sdult mateniz

diglers - Sites with dizlars cieh 22 thoee far pormaarapin o froiare
update | Cancel

—_

Predefined fikers

blog - JournalDiary websites
chat - Sites with chat rooms etc
guns - Sites with guns

nesws - Mesws sites

porn - Pornogragby

Eelect predefined fiter gr-:nups]

User specified filters
Lists all the user-specified URLs for which this filter applies.
Add user specified filter line
Adds a field which allows you to specify a URL to be added to the rules. The text you enter here will be matched
against any part of the URL. e.g. news' will match 'www.news.com' and 'www.bbc.co.uk/news'.
Exceptions
Lists all exceptions to the above setup. If the specified filter function is "Allow all except", exceptions will be
permitted even if listed in the selected predefined filters or user specified filters. If using the filter function "Deny all
except”, exceptions will be denied even if they are permitted by either predefined filters or user specified filters.
Add exception
Adds a new field where you may specify (parts of) a URL (ref. "Add user specified filter line").
Save and close
Saves the current setup and closes the filter profile form.
Cancel
Closes the filter profile form and does not apply any change.

13.1.4 Filter rules

From this panel you can set up which networks are allowed access to the Internet and which filter profile each network
should use, if any.
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Filter rules :::: Allaw infermef 3ocess fo subnefs HELP
Hetwork Transparent Filter profile
172.158.1.0i24 HTTP [Z|HTTPS[]? Hetselested v | [Save| Delete

de TSNy rule|

Network
Specify the network that will be using this rule. This value must be entered in the form "IP / CIDR", ex:
192.168.0.0/24.

Transparent
HTTP
Enabling transparent proxying for a net will redirect all http requests from that net to the CommBox proxy.
If the box is left unchecked, clients that want to reach the Internet may need to set the CommBox as http
proxy on port 3128.
HTTPS
Enabling transparent HTTPS will redirect all https requests from the given net to a web page explaining how
to configure the browser in order to use https.
Leaving this box unchecked, will cause https traffic to be routed directly to the Internet.
Filter profile

Select if the network should use a filter profile or not. If a profile is selected, web content will be allowed or denied
based on the rules defined in the profile.

13.1.5 QuickWeb and Web Proxy Auto-Discovery (WPAD)
The setup of Web Proxy Auto-Discovery is described in Appendix: Web Proxy Auto-Discovery (WPAD)

13.1.6 QuickWeb - Advanced settings

From "QuickWeb->Advanced" you access more general settings for the QuickWeb system. These settings are independent
from the QuickWeb profiles.
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QuickWeb | | Advanced | Help Mon, 21 Nov 2016 11:12:22 +0100

Advanced settings HELP
Pass-through URLSs :::: Configure URLs or subnets/IP that QuickWeb should not optimize/compress. You may also disable local caching. HELP
Do not cache Delete

Add filter line
Extended cache lifetime :::: Overrides cache lifetime to avoid re-downloads HELP
Enable Extended Cache Lifetime

Add domain
Cache size reserved for web pages HELP

Max cache size set 100 MB (Max space for cache is 5120 MB)

Computer worm filter HELP

Activate computer worm filter

When the computer worm filter is activated, CommBox will try to block web traffic generated by infected computers. (See manual for more info.)
Customized web block message HELP

Blocked content!

Clear QuickWeb cache :::: QuickWeb will wipe out all cached webtraffic HELP

Clear QuickWeb cache = Tick off to confirm that you want to delete QuickWeb cache

Save

Click [Save] at the bottom of the page to save your changes.
13.1.6.1 Pass-through URL

Websites that should go untouched (no compressing, filtering or content removal) through the QuickWeb system can be
added to the pass-through list. Click [Add filter line] to add a new text line where a URL can be added.

13.1.6.2 Extended cache lifetime

Overrides cache lifetime to avoid re-downloads for domains added.
13.1.6.3 Max cache size

Set the max amount of space that the QuickWeb cache can use.
13.1.6.4 Computer worm filter

CommBox can try to block web traffic generated by worm-infected computers. Use the checkbox to activate or deactivate
this feature. Click on [Save] at the bottom of the page to save your changes.

Worms are a type of computer virus that often will send and receive information through network connections. They can
make a great impact on network performance because they usually generate huge amounts of traffic.

Computer worms are hard to stop because they are intelligent and they often install new versions of themselves to better
stand against virus removal software. CommBox will not be able to remove worms from infected computers, but it will try to
stop web traffic created by well known worms. By stopping some of the network traffic we can maybe prevent the worm
from upgrading to a newer version. This way, it will be easier for virus software to track down and remove the problem from
infected computers.
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At the moment, CommBox filers traffic for one type of worm:

Conficker
Conficker, also known as Downup, Downadup and Kido, is a computer worm targeting the Microsoft Windows
operating system. It was first detected in November 2008. It uses flaws in Windows software and dictionary attacks
on administrator passwords to propagate while forming a botnet. Conficker has since spread rapidly into what is now
believed to be the largest computer worm infection since the 2003 SQL Slammer, with more than seven million
government, business and home computers in over 200 countries now under its control. The worm has been
unusually difficult to counter because of its combined use of many advanced malware techniques.
- From Wikipedia, the free encyclopedia

13.1.6.5 Block message

The text entered in the "Customized web block message” field will be used on the "content blocked" page that will be
displayed if someone tries to connect to a web site that is blocked by the QuickWeb profile.

Enter the desired text and click on [Save] at the bottom of the page to save your changes.
13.1.6.6 Clear QuickWeb cache

Tick the checkbox and click [Clear QuickWeb cache] to delete the local QuickWeb cache.

13.2 QuickWeb (hub)

Configuration for QuickWeb Office/hub is found under the menu item QuickWeb, just as for Vessel, but there are other
options to configure.

13.2.1 QuickWeb configuration

QuickWeb Config --:: Configuration of the QuickiWeb module HELP

Enable QuickWeb ')

Blockmessage Blocked by blachklist

Size of redline 12

Minimum redline size X,Y 45 .45

Image quality 5

Proxy host

Proxy port

Automatically authorize

connecting vessels

|5En.re |
Enable QuickWeb

If QuickWeb is not enabled on the hub, the vessels will not be able to use QuickWeb.

Blockmessage

The message that users will get when they try to retrieve a Web page blocked by a QuickWeb filter.
Size of redline
The size in pixels of the red square on optimised images.
Minimum redline size X,Y
Images smaller that this will not have a redline added. This is useful to avoid having unreadable icons.
Image quality
How much pictures should be compressed to reduce transfer bandwidth. Low values give low quality and high
compression (big reduction in size). The range permitted is from 1 to 99.
Proxy host and proxy port
If QuickWeb needs to use another web proxy in order to reach Internet, enter its IP address and port number here.
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Automatically authorize connecting vessels
Add automatically a vessel's IP address to the "Allowed Networks" list (see further down in this manual) when it
connects the first time (either for file transfers, getting queue or for routing). This simplifies setting up QuickWeb,
and should generally be used unless you want to explicitly deny QuickWeb for certain vessels.
The IP address will be added in the form of a single host (i.e. ip/32).

13.2.2 Clear QuickWeb cache

Allows you to delete all cached data from the CommBox disk.

13.2.3 Allowed networks

Specifies which subnet(s) can use QuickWeb. Users connecting from subnets that are not in this list will receive a message
saying that access is denied to the IP from which they are connecting.

Subnets are specified in CIDR notation e.g. '10.0.0.0/24', '10.0.0.0/16" or '10.0.0.0/8'. To specify a single IP address, use a
mask of 32 bits; for instance '10.0.0.1/32' to give access to the IP 10.0.0.1. Please note that CommBox currently supports the
four subnet masks /32, /24, /16 and /8.

The most common setup will be to allow the private IP ranges from which the vessels are seen, and possibly other single
public IPs from which connections should be allowed.

13.2.4 URL filters

From "QuickWeb->URL filters" you can configure filters that control QuickWeb's traffic. You can define whether URL are
blocked, allowed, or left unoptimized.

URL filters :::: The list contains exceptions for web sites HELP
URL Filter type
wWww.example.com FPassthrough  Whitelist '@ Blacklist @ w
Add

o Fassthrough Whitelist *_'Blacklist

Sav |E.ani|

Filter types:
Passthrough
Traffic is passed through without optimization.
Whitelist
Traffic is allowed even if it is blocked by content filtering (see further on in this manual).
Blacklist
Traffic is blocked.

13.2.5 Content filtering

From "QuickWeb->Content filtering" it is possible to set filters based on the type of content of a web site. Content filtering
uses lists which categorize web sites according to their content. These lists are not maintained by KVH but, in case anybody
finds any errors, they can report them to KVH (use the mail address commboxsupport@kvh.com) and KVH will forward the
issue to the appropriate organization.
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Subscribe to content filters :::: Lists contain & collection of categories which can be used for filtering HELP
Category White/blackinone Explanation

abortion 2 Abortian infarmation excluding when related to religion

ads | @) Advert servers and banned URLs

adult Q9 Sites containing adult material such as swearing but not porn
aggressive |9 Similar to violence but mare promaoting than depicting

alcohol L Mo explanation available

antispyware | (@) Sites that remove spyware

artnudes L Art sites containing artistic nudity

astrology @ Astrology websites

audio-video @ Sites with audio orvideo downloads

banking | (@) Banking websites

For each category, you can choose which action to take between Whitelist, Blacklist, and none.

Whitelist

Always allow traffic.

Blacklist

Always deny traffic.

None

Take no action.

Note that the list view may be empty if the lists are not installed on your CommBox.
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14 QuickWall

QuickWall manages the firewall in CommBox. Before attempting to configure it, please read through the entire chapter, as
misconfiguring firewalls might cause big problems. The firewall should be configured before the CommBox is put into
production use and should never be changed at critical times.

You must have a good understanding of TCP/IP and networking to be able to configure QuickWall.

QuickWall Config :::; Configuration of the QuickWaii module

Profile name Comment

Vsat connaction Edit] [delete| et defaut
Love bandwidth connections For connection profiles under 3600 bit

Default profile This is just far testing Edit] [delete| default

Frofile name Comment

Clicking [QuickWall] in the left menu, you will come to a list of the existing profiles. From here you can select which profile
is going to be the default one, edit or delete existing profiles, and add new ones.

Below the list of QuickWall profiles is the Distributed Firewall Profiles list. See Distributed Firewall Profiles for more
details.

The QuickWall profile currently in use is the one linked to the current active connection profile. Each connection profile is
linked to either a specific QuickWall profile or to the default one.

14.1 Select default profile

The current default profile is marked with a green [Default]. To select a new default, click [Set default]. There can be only
one default profile at a time so, when you select a new default, the previous one is deselected automatically.

14.1.1 Edit a profile

When you click [Edit], you will get to the profile editor view. This is split in five parts:

¢ Standard firewall templates provided by KVH.

® Only on vessel: Link to DFP (see Distributed Firewall Profiles)
¢ Firewall settings.

® Routing settings.

® Quality of service settings.

14.2 QuickWall templates

The firewall templates selector is located at the top of the edit screen.

Default profiles o Sets of firewall rules which will be adjusted for your ip setup and applied in this profile

Mot sslected _~ | [Clear current profile and set defautf

Select a profile from the pull-down options and click [Clear current profile and set default]. CommBox will fill the template
profile with addresses adjusted for your ip setup.

All old configuration for this profile will be deleted.
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14.3 Macros

For the firewall, routing and QoS sections described below, the fields specifying ip addresses or subnets have the ability to
perform certain macro substitutions:

IPlan(<lan name>)
The IP address of a network interface (as defined in Config->Network).
IPnet(<lan name>)
The IP network of a network interface (as defined in Config->Network).
IPhost(<host name>)
The IP address of a host (as defined in Config->Hosts). You can use the host name or one of its aliases.

Macros may be used in these fields:

e Firewall: source, destination

® Route: source, net, gateway

® QoS: source, destination
When defining a DFP on the hub, the same macros may be used, and will then refer to addresses or networks from the
vessel's own configuration. For example: the 'source’ field can accept a value of '192.168.140.134' or 'TPlan(LAN2)'. The

latter stands for 'The IP address of the network interface called LAN?2 on the vessel'.

For this to work, it is important that all the vessels using a DFP have the same setup. If a referred object (a LAN or a host) is
not found on a vessel, then the whole DFP will be ignored on that vessel and none of its rules will be applied.

14.4 Firewall

The Firewall panel is the one with more options, you will only use a few of them for each rule.

Firewall HELP
Chain n;:'“":’ Source Port In Interface Destination IP Destination Port Out Interface Protocol Action NAT to ! DSCP Comment  Disable
A ¥
10.1.1.0/24 LAN1 any snat 192.168.141.193 Edit
Delete
Source Source Interf: o D
Chain s Port In P B Out Interface  Protocol Action NAT to Comment Disable
IP 1011024
input — MAC L H LAN1 & any & | SNAT 3 1921681411893 ,b,“e

If a DFP is activated, you will also see its rules.

Chain
Tells if the rule will match packets to the CommBox (input), from the CommBox (output) or through the CommBox
(forward). Leaving the field empty will auto-detect based upon source and destination addresses. Selecting non-blank
will force the selected chain to be used. This field is only valid for filtering rules.
Source IP [MAC]
Source IP-address or subnet/mask for which this rule applies.
It is also possible to specify the MAC-address in conjunction with the [P-address.
Source port
The TCP or UDP port for which this rule applies, this is only used on rare occasions
In interface
The network interface of incoming traffic for which the rule applies.
Destination IP
The destination IP-address or subnet/mask for which this rule applies.
Destination Port
The destination TCP or UDP port for which this rule applies.
Out Interface
The network interface of outgoing traffic for which the rule applies.
Protocol
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The protocol (TCP, UDP, ICMP) for which this rule applies. The selection you make here determines which other
fields are considered. e.g. 'Source port' and 'Destination Port' are relevant only if you select TCP or UDP.

Action
What to do with traffic matching this rule. The options are (‘accept’, 'reject’, 'drop', 'masquerade’, 'snat’, 'dnat’, and
'dscp'). These are explained in more details further in this manual.

NAT to / DSCP
Used when making snat, dnat, or dscp rules.
NAT - it determines to which IP address the traffic should be translated. When making a snat rule, only an IP address
is needed. This must always be the address of the CommBox. When making a dnat rule, the format you need to use
is 'IP address:port'.
DSCP - Differentiated Services Code Point.
Read more about this later in this manual.

Comment
This field is meant as a place for you to make notes about what the rule is for, or simply give it a name.

Disable
Each rule can be disabled and then re-enabled at a later time.

The fields source ip, source port, destination ip and destination port may be prepended with an exclamation point (!) to
indicate that the rule should match what is NOT put in the field.

In addition to the above fields, there are arrows that allow you to move a rule up or down in the list and buttons for editing or
deleting a rule. These are only shown for listed rules, not a new rule as you write it.

14.4.1 What should happen, the action field

The 'Action' field determines what to do with the traffic matching a rule. It is possible to choose from: 'accept’, 'reject’, 'drop’,
‘masquerade’, 'snat’, and 'dnat'.

Accept, reject and drop are used to filter traffic.

accept

Traffic is passed on.
reject

Traffic will not be passed on and a return message will be sent declaring "no such service is available".
drop

Traffic will not be passed on and no return message is sent.

Dnat and snat performs destination network address translation and source network address translation respectively.
Masquerade is another target which changes the source address, automatically giving it the address of the outgoing interface.

masquerade
is used to automatically rewrite the source address of outgoing packets to the address of the CommBox on the
outgoing interface.

snat
is used for masquerading traffic, i.e. the source address of outgoing packets is replaced with what is specified in the
'NAT to' field. It is the typical nat function used to let an entire subnet's traffic go out with the gateway's IP-address.
It is commonly used to enable connecting several machines on a single DSL line. It is also used in some cases to
avoid complicated routing setups for short lived projects.

When setting up a snat rule, there are three fields you need to fill in: 'Source IP', 'Out interface’, and 'NAT to'".
'‘Source' determines for which subnet to perform snat. Nat determines which source IP address will be attached to the
outgoing traffic. This must always be the IP address of the CommBox. If you wish to limit the rewrite to certain
destinations, you may use the destination field aswell.

dnat
is used to make the CommBox act as a gateway between the local network and an external network. The fields that
apply for this action are: 'Source IP', 'Destination IP', 'Destination Port', 'Nat to', 'Protocol' and 'In interface'. Most
times it will be sufficient to specify 'Destination Port' and possibly 'Source IP' if only some machines should be
allowed to connect through. 'Nat to' specifies the 'IP address:port' of the machine on the local network that should
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receive the traffic.

DSCP
otocol Action MNAT to [ DSCP C
f snat 192.168.141.183
col  Action DSCP Commel

E DsCp ¥ S0 ()

CE1 (8]

AFT1{10]

AF1Z (12]

AF13 (14)
nterface 82 (1) Disable

AF21 (18]

AF22 (20

AF23 (22}

€53 (24)

AF3 (26}

AF32 (28)
rity | arasqan) Min BW

£54 (32)

AFAT (34)

AF42 (36)

AF43 {38)

C55 (40

EF (4]

CSE (48)

C37 (58)

The Differentiated Services Code Point (DSCP) can be used to provide low-latency to critical network traffic such as
voice or streaming media while providing simple best-effort service to non-critical services such as web traffic or file
transfers.

For DSCP use AF (Assured Forwarding), CS (Class Selector), EF (Expedited Forwarding) or BE/CSO (Best Effort).
The value shown in () in drop-down are the corresponding bit settings in decimal notation.

For more details see the Wikipedia article Differentiated services (external link).

14.4.2 SNAT / DNAT examples

Consider the following setup:
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81.145.122.1

ComqnBox
wil AT

10.2.2.1

10.2.2.0/24

| |

10.2.2.30 10.2.2.50

&y

10.2.2.40

Here, CommBox has LAN2 connected to the internal network with the IP address 10.2.2.1, making it a part of the subnet
10.2.2.0/24. LANI is connected to the Internet and has the IP address 81.145.122.1, which is an IP address given by the ISP.

14.4.2.1 SNAT
In order for the CommBox to perform snat in this scenario, use the following configuration:

Source IP
10.2.2.0/24
Out interface
LANI1
Action
snat
NAT to
81.145.122.1

CommBox will now rewrite all packets from internal machines (10.2.2.30, 10.2.2.40 and 10.2.2.50), changing their internal

addresses to the external address ('81.145.122.1"). This makes the machines able to access Internet and get replies from
requests to the internet back to a known address.

Source In Destination Destination  Out

Source IP Port  Interface P Port Interface Protocol Action HATto/TOS Comment
g1.145122.1 8030 fcp dnat  10.2.2.40:80 VWeh
10.2.2.0024 LA any snat  B81.1451221 Rewrite
14.4.2.2 DNAT

In the same setup, if 10.2.2.40 should be reachable from outside, you need to make a dnat rule. If you want to reach port 80
by using port 8080 from the Internet, you need to enter the following configuration:

Destination IP
81.145.122.1
Destination Port
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8080 (this is what people on the Internet will connect to)
Protocol

tcp
Action

snat
NAT to

10.2.2.40:80

All traffic destined to 81.145.122.1 on port 8080 will now be forwarded to 10.2.2.40 on port 80.

Source In Destination Destination Ot

Source IP Port _ Interface P Port Interface Protocol Action HMATto/TOS Comment
| g81.145.122.1 8080 tcp dnat  10.2.2.40:80 Weh
10.2.2.0024 LA any snat  B1.1451221 Rewrite

14.4.3 How to use the source and destination fields for filter rules

The source and destination fields both accepts single IP addresses and subnets in the form IP address/mask. If you want to
make a rule regarding traffic to CommBox, you need to fill out the CommBox IP in the 'Destination IP' field. If you want to
make a rule regarding traffic going out from CommBox, you need to enter the CommBox IP in the 'Source IP' field. If
neither the source nor destination field contains the CommBox IP address (one of them if the CommBox has several), the
rule will be used as a forwarding rule, i.e. pertaining to traffic the CommBox passes through when used as a gateway.

14.4.4 Source and destination port fields

These fields take either a single port or a port range in the form of startport:endport. They can only be specified when traffic
type is tcp or udp.

14.4.5 Avoiding the most common pitfalls

Configuring correctly a firewall is not a trivial task. First and foremost, to avoid trouble, you should always keep tcp port 80
open from wherever you need to reach the web interface of the CommBox. You also need to make sure that outgoing traffic
destined for tcp port 2222 is allowed, or else the CommBox will not be able to make any connections to another CommBox

over TCP lines (typically VSAT). A good setup which will not affect any of the functionality in the CommBox is as follows:

® Open tcp port 25 into the CommBox from the networks that should be allowed to send mail. If the CommBox is used
as a mail server on office, receiving mail directly from Internet, port 25 needs to be open from all nets. On vessels,
only the nets that use the CommBox for outgoing mail need this port open.

® Open tcp ports 110 and 143 for everybody that should be able to read mail on the CommBox. This means all IP
addresses/ranges that the CommBox sees when a user connects to read his mail.

® Open tcp port 2222 into the CommBox. Without this, another CommBox cannot connect to your CommBox and
support people cannot log in.

® Open tcp port 80 into the CommBox. This is needed in order to get to the web.

¢ Allow icmp for all networks containing CommBoxes that need to connect to this CommBox. Without this, the carrier
checks will fail and those CommBox installations will not be able to connect.

® Open udp port 53 into the CommBox for all networks that use the CommBox for name resolution.

® Open tcp ports 137, 138 and 139 for everybody who needs to access the Samba server on the CommBox.

¢ Block all other traffic with destination to the CommBox.

® Repeat all steps above for each of the CommBox IP addresses and the relative machines that should connect to them.
This way all IP addresses have suitable rules.

This setup will ensure that all ports needed are accessible and the rest of the ports will not be available. You do not need to

take traffic on the loopback interface into consideration since this is handled automatically. If you want to further restrict
machines using the CommBox as gateway, add rules for this as usual, but without entering the CommBox ip as source or
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destination.
In most common setups, there is no reason to block outgoing traffic from the CommBox, i.e. entering the CommBox ip as
source address in the firewall rule. For full functionality, the CommBox needs to be able to make connections out in order to

check carriers and make connections.

Also note that you should never set up dnat for port 80 for anybody coming from a location that needs to access the web of
the CommBox. Hasty configuration of this is one of the most common ways to lock yourself out from the CommBox.

14.5 Routes

In the "Routes" panel, you will find the route configuration. Here, you can configure routes like shown in this image:

Roules HELP
Priority Source IP Ininterface  Destination IP  Out Interface  Gateway IP Comment Disable
192.168.143.0024 192.168.141.1 Edit Delete
192 168.140.0024 192 168.141.1 Edit Delete
10.9.0,0°24 1892.168.141 .1 Edit Delete
Priority Source IP In Interface Destination IP o S¥EW8Y Comment Disable
¥ - Save
I o : W : o Cance

If a DFP is activated, you will also see its rules.

In the screenshot above, one route is defined. [Edit] has been pressed, so there is a new line where you can change the route
configuration.

Parameters used for source-based routing are:

Priority
Where in the list of routing tables to insert this routing table. Valid priorities are from 1 to 10000. Also see
the explanation below how the Source IP and In interface in combination makes up a routing table.

Source IP
Designates the source for redirecting to this routing table, and works in combination with "In interface"
below.

In interface
Designates the source interface for redirecting to this routing table, and works in combination with "Source
IP" above.

A combination of Source IP and In interface designates a routing table and as such all routes with this combination

must have the same priority. If a priority is set, it will be entered automatically when making additional routes. If a

priority is changed, it will be changed for all routes having the same Source IP and In interface combination.

The standard routing parameters are:
Destination IP
The IP address for which the route applies. Next to it is a pull-down selection from which you can choose a
subnet.
Gateway IP
The IP address of the machine acting as gateway. This can be left empty if you only want to define an
interface.
Out Interface
The interface through which the traffic will be routed.
Standard routing parameters works in cooperation with source-based routing parameters. Standard may be filled
without using the source-based routing parameters. Source-based routing parameters however, needs to be made
complete using the standard routing parameters. The system will display an error if one mandatory parameter is not
entered.
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14.6 Quality of Service

Quality of Service (QoS for short) is used for prioritizing traffic. You can either set priority or you can set bandwidth limits
for certain types of traffic. The important thing to remember is that, in order to use the network line to its full capabilities,
you need to set "Max BW" to the line full bandwidth for at least one of the specified rules for the interface in question.

An overview of the QoS configuration is shown below:

QoS

Source P Source Destination IP  Destination

Range Port Range Port Device  Priority  Min BWW Max BW Disable

Source P Source Destination [P Destination

Range Port Range Port Device  Priority  Min BWW Max BW Disable

= 1-] bit | bit - |

H

L)
(1]
3
)

If a DFP is activated, you will also see its rules.

For each rule, you must fill one and only one of the 'Source IP Range', 'Source Port', 'Destination IP Range', 'Destination Port'
fields. Selecting a 'Device' is mandatory.

Device
The network interface for which the rule applies. This is mandatory.
Priority
Prioritise traffic. 1 is highest, 7 is lowest. The system will empty its queue for priority 1 first, then go to the priority 2
queue and so on.
When used in conjunction with Min BW and Max BW as described below, the bandwidth regulations will be
considered before the priority.
Min BW
Traffic matching the rule will not get less bandwidth that this.
Max BW
Traffic matching the rule will not get more bandwidth that this.

At least one of the rules need to have this ceiling set to the highest capacity of the line or else you will never use the
network to its full capacity.

Disable
You can temporarily disable a rule and enable it at a later time.

14.7 Distributed Firewall Profiles

The Distributed Firewall Profiles (or DFP) are sets of QuickWall rules (i.e. firewall, routes, QoS) defined on the hub and
distributed to the vessels. On the vessels, it is possible to link each local QuickWall profile to a DFP. When this is done, the
rules from the DFP are added to those of the local QuickWall profile.

For each type of DFP rule, it is possible to define a 'head' section and a 'foot' section. The rules in 'head' will be placed before

the rules in the vessel's own QuickWall profile, and the rules in 'foot' will be placed after. When a QuickWall profile is
applied, all rules will be taken into account.

14.7.1 DFP setup (hub)
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DFP setup :::; Disoibured Flrewall Proflles semuip. HELF
Version § Last
Mame Revision Status action Send to wessel for test
) 1 fead o cet vacs s ol [ test duration: 13 mins. Eatl (Dae | [Coor
! ] it te | | C
greier eady Sand | || = ”"":'F'Yl
chor det s s ool [ ]test duration: 13 mins.
mer 171 Ready | Edit | | Delete | | Copy |
Send
Name erskon
)
Deeploy

The "DFP setup" table lists all the DFP defined on the hub. From here you can create, delete, start editing, distribute, or send
for testing the DFP on the hub.

Version / Revision

Status

The version is the user-assigned version. the revision is a progressive number assigned by the CommBox: it indicates
how many times the DFP has been edited. (More precisely: how many times "Activate changes" has been used while
the DFP was in "Edited" status). The revision can be useful to determine if a vessel has the latest version of a DFP.

The status can be either "Edited" or "Ready".

Edited
The DFP has been changed since the last time "Activate changes" has been clicked. (This means that some
of the rules you see on the hub may not be the same as those on the vessels).

Ready
"Activate changes" has been clicked since last editing. (This is not guarantee that the rules have been
distributed to the vessels).

Last action

Send

Edit

This indicates what the last action ("Send for test" or "Deploy") was and when it was performed. Note that the time
reported is the time when the DFP was put in the outgoing queue. There is no indication of when (or if) the vessel
fetched the DFP.

To send a DFP to one vessel for testing, choose the vessel from the drop-down menu, select a test duration, and click
[Send].

The selected DFP will then be put in the out queue to be picked up from the vessel. Once it has been received on the
vessel, it will stay active for the chosen time interval after which the original DFP will be restored. This is to
safeguard against potentially isolating the vessel because of a wrong rule.

The actual tests are performed manually and it is the tester's responsibility to ensure that the QuickWall profile in use
on the vessel is linked to the test DFP.

14.7 Distributed Firewall Profiles 100



Profiles | Help

CommBox Manual

OFP setup
Hame Yersion

(e V] Z 23 Lpdste|
Firewall rules
head

Source IP Source Port In Interface Destination IP Destination

any El

foot \

Source IP Source Port In Interface Destination IP Destination P

any El
Routing rules
head
Destination IP Gatewz\\
foot /
Destination IP Gatewa]?

QO0S rules
head

Source IP Range Source Port Destination IP Range Destinatiun>
foot /

Source IP Range Source Port Destination IP Range Destinatiurﬁ
[Bad /

The edit view is similar to that of a normal QuickWall profile view. Each Firewall, Routes, and QOS has a 'head' and
'foot' section. When a DFP is in use on a vessel the rules in 'head' will be placed before the rules from the local
QuickWall profile, and those in 'foot' will be placed after.
The fields available for each rule type are the same as those for normal QuickWall profiles and have the same effect
(see QuickWall). You can use references to the vessel configuration network interfaces and hosts on the fields
'Source IP', 'Destination IP', 'NAT To' of the firewall rules, 'Destination IP', and 'Gateway IP' of the Route rules,
'Source IP Range', and 'Destination IP Range' of the QOS rules.

Note that, when you use references, only their syntax is validated on the hub. That means that, for example, a value
of 'TPlan(LAN7)' will be accepted even if no vessel has a 'LAN7' interface. A DFP referring to a non-existing
interface or host will be inactive once it reaches the vessel (none of its rules will be used).

14.7 Distributed Firewall Profiles
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Copy
To make a copy of a profile with all its rules, click [Copy]. The new profile will be called "Copy of <origin profile
name>", you can then change the name in the edit view.

Add
To create a new DFP enter its name and a version name/number in the textboxes and click [Add]. You will then be
directed to the 'edit DFP' view (see later).

Deploy
To distribute one or more DFP to all the vessels linked to the hub, use the checkboxes in the DFP list and click
[Deploy].

If one or more DFP have been edited, you will need click [Activate changes] before the [Deploy] becomes active.

14.7.2 DFP setup (vessel)

[ShoweHidle DEP list]
Available DFP :::: Avzilshle Disfribufed Firewsl Profiles

Hame Yersion
Facific w_2ar?
WEAT (test) YO 121248

elete all

On the QuickWall page you can see a list of the DFP present on the vessel by clicking [Show/Hide DFP list]. You also have
the possibility of deleting all DFP by using [Delete all]. It is not possible to see the rules from a profile without linking it to a
QuickWall profile.

If the name of a profile is followed by "(test)", it means that the current version was sent as a test. There is no indication of
when the test period will terminate.

Link to DFP 2 Link this GuickWall profile to a Dirstributed Firewall Profile.

greder D Link to DFP.

Firewall HELP
Source In Destination Destination Ot . .
Source [P Port Interface P Port Interface Protocol Action HNATto/TOS5 Comment Disable
a v | Edit
10.1.1.0/24 LAN1 any snat 192.188.0.9
Cialete
Add

When viewing or editing the rules for a local QuickWall profile, you can link it to a DFP: choose a DFP from the drop-down
list in the 'Link to DFP' panel and click [Link to DFP].

The rules from the DFP are shown in grey above and below the local rules (the figure above shows only the firewall section).

To see which concrete IP address is used in place of a reference, hold the mouse pointer over the reference.
It is not possible to edit or disable individual DFP rules on the vessel.
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" Firewall
Source In Destination Destination
SourcelP  “not interface  IP Port
IPianiLANG) any
-unresolved- |
1.2.3.4

— —— -
i
o

If a reference cannot be resolved, the whole DFP is rendered inactive and its rules are shown in italic. The references that
cannot be resolved are marked with a yellow warning sign.
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15 Tools

The CommBox has a built in set of tools that can help in debugging setups. They are available from "Support->Tools".

15.1 Toolbox

Support  Tools About Help

CommbBox tools :; Debug fools collecfion

[Toolbox] [ Status report] [Log Archive ] [ Empty file gueue ] [Activate changes |

Action IPhostname Port Parameters
B
g
DS T
g
Mot selected d
List tablesrules
HAT

Metwark: port= List all netmak ports (AN

%Serial port tools

List all serial ports (COMASDNUSE)
Equipment response test

List information to detect modem type

AT command Port Speed
Send AT command | AT Mot selected -

Every action has a corresponding button. To start an action, fill in the required fields and press the button. A new window
will then open displaying the action's output.

You need to enable popups in your browser for this to work.

15.1.1 The actions

Ping and Traceroute
These two options will either ping a host or trace the route to a host. You can use a host name in the ip/host name
field if the host is registered in "Config->Hosts" or if it is available through dns lookups. If this is not the case, you
must use an IP address.

DN

|95}

Will perform a name server lookup on either a host name or an ip (in which case the system will do a reverse
lookup).
Telnet
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Will open a simple TCP connection to a host, displaying everything that the server responds with. The port field
must be filled out, all ports (1-65535) are valid.

Port server
Will open the specified port on the CommBox. You can connect to this port from another machine (for instance
using telnet) and all data you send to the port will be echoed in the opened window.

Tepdump
Shows all traffic matching the criteria specified in the "Parameters" field.

Tail log
Will allow you to follow 'live' a log file as data is added to it.

15.1.2 List tables/rules

Routing
Will show the routing tables currently active on the CommBox.

Firewall
Will show all filter rules active on the CommBox.

NAT
Will show all firewall rules that modify TCP packets. These rules can be the ones you defined in QuickWall with
snat/dnat action, or they can be the rules that CommBox defines to make the QuickCrew and QuickCrew systems
work.

Network ports
Will list all network interfaces on the CommBox.

15.1.3 Serial port tools

Detect ports
Will show serial ports on the CommBox.

Modem response
Will perform a basic response test on all modems connected to the CommBox.

ATI[0-9]
Will send the ATIO through ATI9 commands to connected modems. These commands usually report what kind of
equipment is connected. Some modems, for example those from US Robotics, may display detailed information.
Others, only display their name.

Send AT command
Allows you to send any AT command to a port of your choice.

15.2 Toolbox functionality in other modules

Some debugging tools are found in the setup pages of the modules to which they refer.

15.2.1 Fetchmail

Under "QuickMail->Fetchmail" you can test a setup by hitting [Test] in the rules list. The test tries to perform a connection
to the mail server.

15.2.2 QuickFile

Under QuickFile, a profile may be tested by hitting [Test]. The test will connect to the server using the specified credential. It
will continue by making a file to check for write permissions, then delete the same file. It will then disconnect.

15.3 Status report
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Support Tools About  Help

CommBox tools :::: Debug tools collection

[ Toclbox ] [ Status report ] [ Log Archive | [ Empty file queue ] [ Activate changes ]
Download status report as text file (*.txt)  Download Print

w

13:52:06 up 6 days, 3:50, © users, load average: 1.05, 1.02, 1.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
root thy - 23Decid odays 0.01s 0.01s -bash

Pt riteld 10 anan g R Ad?m NNde N 0de _hazh

This page gives an overview of the CommBox current status. In addition to showing the information in this browser page
you can download or print the same information.

The sections shown are:

W

Show who is logged on and what they are doing.

For more details see UNIX man page 'w'.
DF

Report file system disk space usage.

For more details see UNIX man page 'df .
IFConfig

View and configure network interface parameters.

For more details see UNIX man page 'ifconfig'.
Client browser info

Views the version info of the browser in use.
DMESG

Prints out the bootup messages.

For more details see UNIX man page ‘dmesg’.
Process list

Report a snapshot of the current processes.

For more details see UNIX man page 'ps’.
Listening and active internet sockets

Print network connections, routing tables, interface statistics, masquerade connections and multicast

memberships.

For more details see UNIX man page 'netstat’.

15.4 Log Archive
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Support Tools About Help

CommBox tools :::: Debug tools collection

[ Toolbox ] [ Status report | [ Log Archive | [ Empty file queus ] [ Activate changes |

Unpack log from archive

CommBaox log =
From To
2014-12-29 00:00 j 2014-12-2812:259 j

Translate epoch times
Write header data

Unpack log from archive This process may take several minutes, please be patient.

Dewnload logs from archive
Date

2014-12-28 j

Download logs from archive

15.4.1 Unpack log from archive

Here you can unpack and download a specific log for a specific time span.

Select, from the drop-down, one specific log, and set the time span with the time/calendar dialogs. Use the checkboxes for
"Translate epoch times'* and 'Write header data' if you want time translation and or column headers.

The processing of the download file will take some time, dependent of the time span given.
* Only Unix timestamps will be translated.

15.4.2 Download logs from archive

Here you can download one archive file containing all logs for one specific day.
Select the day in question, and hit [Download]. If there isn't any archive for the selected date, you will be warned.

15.5 Empty file queue

15.5.1 Empty file queue

In some cases / situations you will need to get rid of queued files from the File Queue. Check the check box and and hit
[Empty file queue], that will be enabled when you check the check box.

15.6 Activate changes

15.6.1 Activate changes

In some cases / situations you will need to force the Activate changes function. Check the check box and hit [Activate
changes], that will be enabled when you check the check box.
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16 Archive (hub)

The CommBox can be configured to archive files transferred. You can choose which type of files to archive and how long to
keep them.

To access the configuration form, click on [Archive] in the left menu. Form the "Archive->Mail archive" page you can see a
list of all the archived messages

List wiewy corfiguration »»: Choose paur seffings for Fow fo wew fhe mail srohive Nsf

Show deleted [V Record per page 10 || Opdatd
Archived mail 2 Select mail fo reserd
Select: All | Mone Fage: 1 of 3299 (1 to 10 of 32929 messages) Goto page: 1 El
Subject Sender Recipient= Dzte Folder Size Wessel
5 Motsele El Mot zelectad Ellﬂl
hdini lag transfer cheystemi@ch:. nostr chaystem@Office 31 0ot 2011 10:45 Outhbox 13 KB chx.nnitrnm-:-.dexr.c-:lmrnh-:-:x:.cnr@ﬂ
Fe: M THOUT _5%S ownerfreabsd-stable eivind @eivind.dewv., 341 Oct. 2011 10:28 Inbox 4 KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@
Fe: CPAN Cannot Gusers-emrorsi@erater. o eivind @e ivindskrive 341 Oot. 2011 10:101Inbox 2 KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@ﬂ
Re: pf rdr rule quest ownerfreabsd-stable eivind@eivind.dewv., 31 Oct. 2011 10:07 Inbox 4 KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@
Fe: CPAN Cannot Gusers-emrorsi@erater. o eivind @e ivindskrive 341 Oot. 2011 10:09 Inbox 5 KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@ﬂ
ng_ubt fatal trap 12 ownerfreabsd-correl eivind@eivind.dewv., 341 Oct. 2011 9:53 Inbox g KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@
hdini lag transfer cheystemi@ch:. nostr chaystem@Office 31 Oct. 20141 2:45 Outhbox 13 KB chx.nnitrnm-:-.dexr.c-:lmrnh-:-:x:.cnr@ﬂ
hdini lag transfer cheystemi@ankara.d cheystemi@dew. offic 31 Oct. 2011 8:44 Outhox 0 KB ankara.ankara.dew. commboo. co @
CPAN Cannot Gues uzers-emrorsi@erater. ¢ eivind @e ivindskrive 341 Oot. 2011 9:28 Inbox 4 KB ch_ei'uind.k-:-aﬂlEl.dexr.c-:lmrnh-:-x.-@ﬂ
hdini lag transfer cheystemi@ankara.d cheystemi@dew. offic 31 Oct. 20141 8:10 Outhox O KB ankara.ankara.dew. commbosco fiiew
Wirite e-mail addresaes) the selected mail should be resent to (seperated by comma (2
# Resand

16.1 List view configuration

Here you can define whether to show deleted files and how many records to show in each page of the archive list

16.2 Archived mail

Here is the list of all the archived messages. Use the drop down box next to Go to page: in order to navigate to other pages if
the archive contains more records than displayed.

The columns shown are:

Subject
For emails, this is the subject of the message, for other transfers it is a short description of the transfer itself
(for example "Mini log transfer").

Sender
The addresses of the sender of the message. This can be either the email of a real person or the identifier of a
CommBox (for example "cbsystem @officehub.commbox.com")

Recipient
The addresses of the recipient of the message. This can be either the email of a real person or the identifier of
a CommBox (for example "cbsystem @ officehub.commbox.com")

Date
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The date the message was transmitted.

Folder
Files are stored in three folders:
Inbox
transfers to a vessel.
Outbox
transfers from a vessel.
Trash
deleted archive items.
Size

The size of the uncompressed message.
Vessel
The vessel that received or sent the message.

16.2.1 Filters

It is possible to filter the message list by using the input fields shown above the list. The wildcard character '%' will match
any number of any character. Note that the filter does a full match on the field in question. So, if you want to filter for all
subjects containing the word 'report', you must enter '%report%'.

In order to filter by date, click the calendar icon in the date column. Filtering by date will show all transfers happened on the
selected day.

When you are finished composing you filter, click [Filter] to update the list view.

16.2.2 Preview

To view an archived e-mail click [View] on the right hand side of the records line. This will show the content of the mail in a
simple interface.

16.2.3 Resend (Forward)

To forward an archived e-mail, select it in the checkbox on the left side. The text area at the bottom of the page will then be
enabled. Type in the e-mail address(es) of the recipient(s) separated by comma, and click [Resend].

16.2.4 Delete / Undelete

The deletion of archived items is a two step process similar to the use of the 'Recycle bin' on a computer desktop: first the
message is put in the trash folder and from there it can then be either completely removed or restored:

1. Select the items you want to delete by using the checkbox on the left side of the list and click [Delete]. This will

transfer the selected items to the trash folder.
2. To completely delete an item in the Trash folder, select it and click [Delete] again.

To remove an item from the Trash folder, select it and click 'Undelete’. The item will then be transferred back to its original
folder.

16.3 Mail archive configuration

From "Archive->Configuration" you can define for how long to archive each different type of transfer.
Transfers are divided in 4 categories:

E-mail
Email sent and received by CommBox administrative users.
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QuickFile
Files transferred using the QuickFile utility.
Roaming user e-mail
Email sent and received by crew members.
CommBox system messages
Transfers related to CommBox operations, for example usage data transfer, updates received from hub, etc.
You can configure the archiving of each category:
Enabled
Files are archived.
Store for _ month(s)
Sets how long you want to keep files in the archive. Only integer values allowed, decimal numbers will be

rounded. Non-numeric values will be interpreted as zero.

Action
Defines what action is taken when there are files that have been stored for longer than the defined limit.

Auto delete
Files are deleted.
Warning
A warning mail is sent, the recipient of the email is the address defined in "Config->System monitor

Storagemonitor".
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17 QuickCrew

To be able to take the QuickCrew user system into use on a vessel, you need to enable, see Configuring QuickCrew access

(vessel) for how

to.

17.1 Vouchers

The CommBox Voucher tool provides with you a system for handling vouchers for your crew and guests embarked your

Generate ::: Generate vouchers for Guests Internet access and Crew refills. HELP
Voucher value NOK
Number of vouchers 1
Expiration date 2019-10-01 | 7
Generate crew voucher Generate guest voucher 7
Search ::: Search and print vouchers generated for this vessel. HELP
Filters @
Date range: Status:
Available
From Printed
To Activated
Filter on | Expire date % E:np;l;’d
Discarded
Printable
Discardable
Update view Clear filters
Print selected voucher(s) Discard selected voucher(s)
Voucher number Status Activated Activated by Voucher for Vou?nzr‘(\;alue Expire Created Created by
7425 1547 1978 Empty master-225 Crew 2.0 12Sep18 02:00 12Sep17 10:36 code225
8806 0804 7729 Empty master-225 Crew 2.0 12Novi7 01:00 12Sep17 10:47 code225
BB37 7410 4479 Empty master-2256 Crew 20 12Nov17 01:00 12Sep17 10:47 code225
1960 4777 1353 Empty master-225 Crew 2.0 12Nov17 01:00 12Sep17 10:47 code225
4052 7561 2391 Empty master-2256 Crew 20 12Nov17 01:00 12Sep17 10:47 code225
BB75 3747 1380 Empty seco-226 Crew 2.0 14Nov17 01:00 14Sep17 10:48 code225
1776 2265 9226 Empty seco-225 Crew 20 14Nov17 01:00 14Sepi7 10:48 code225
3294 9986 9695 Empty seco-225 Crew 2.0 14Nov17 01:00 14Sep17 10:49 code225
4102 7657 9500 Emntw mim2-225 Crew 2.0 16Nav1 7 01:00 16Sen1? 09:55 cnde?25

vessel. For more information about the two user categories, crew and guest, see QuickCrew users: Guest vs Crew accounts

The Voucher tool is part of the CommBox QuickCrew module and include the following functionality.

Highlights:

O One dedicated user for voucher administration

¢ Voucher / user handling by all officers, based on permission setup

¢ Voucher administrator can see user status and transaction log

O Tracking of voucher status
O Different vouchers for crew and guests

Q Voucher only valid on vessel where generated

O Direct refill of crew accounts via vouchers
¢ Crew can purchase surf time (voucher)

O Printed vouchers for handout
O Discard/credit vouchers that are not taken into use
O Mass generation and printout of vouchers

Q Voucher limited by amount and expiry time

At top in the Generate::::Generate vouchers for Guests Internet access and Crew refills. section you can generate voucher
to be used by crew or guests. Specify amount, number of equal vouchers and date of expiry, hit [Generate crew voucher] or
[Generate guest voucher]. The confirmation dialog will display and you can choose to generate and print or just generate the

vouchers.

The vouchers generated are only valid on the vessel where they are created.

17 QuickCrew
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Below is the Search::::Search and print vouchers generated for this vessel. section that is used for voucher inspection and
administration.

Table contains the following information
Voucher number
Guest: 8 digits username, last 4 is password
Crew: 12 digits refill code
Status
Available: generated
Printed: generated and printed
Activated: used
Expired: passed expiry date
Empty: user has used the amount given on the voucher
Printable: combines Available + Printed
Activated
When the voucher was taken in use
Activated by
Username of whom that activated (used) the voucher
Voucher for
Voucher generated for Crew or Guest, or used for Direct refill
Voucher value (currency)
Value of voucher
Expire
Time when voucher isn't valid anymore
Used by
Crew: username of crew member
Guest: username, see voucher number above
Created
Date of generation
Created by
Username of whom that issued the voucher

You can search for one particular voucher by entering some voucher details and hit [Update view] or just by typing in the
column search boxes. For sorting, just hit the column header once for ascending and once again for descending.

Discard/credit voucher(s)
To discard (i.e. credit) one or more vouchers, it is recommended to filter by the status so only voucher that may be credited

are shown. A voucher must have status "Available" and "Printed" (Creditable-filter may also be used) in order to be credited.
Select the vouchers to credit using the checkbox, and click "Discard selected voucher(s)".

17.2 QuickCrew users: Guest vs Crew

CommBox distinguishes between two QuickCrew user types: Crew and Guest.

Each Crew member can have a personal account which enables web surfing and e-mail use. This type of account is called
"Roaming account” because it follows the crew member as he embarks vessels within the same fleet.

Each Guest is local to each vessel and the guest has no roaming functionality. A guest account is only granted internet
access.

The chapters about user configuration on HUB are not valid for Guests.
The web surfing activity of each user, crew or guest, can be limited in terms of:

® Time spent online via the "Max online time" setting of the account type,

see Account types for roaming accounts (hub).
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* Amount of data transferred via the credit handling system,

see Account types for roaming accounts (hub)
and Configuring QuickCrew access (vessel).

® Number of people that can use the Internet at the same time via the "Max concurrent connections” settings,
see Configuring QuickCrew access (vessel).

Data for each crew user's account is kept on the hub. At the first login to a vessel CommBox, the CommBox will notify the
hub that the user is on that particular vessel. The hub will then send all necessary data for his account to the vessel.

Whenever necessary, the hub will be notified about changes to the crew users account, for instance his remaining balance to
use for surfing or for mail.

Data for each guest account is kept locally on the vessel.

17.3 Costs - Crew member

Each user account is assigned credits (see later) that can be spent for sending/receiving emails and Web surfing. The amount
deducted from the user's credits is determined by the cost profile linked to the active connection during transfer or surfing

(see Cost (vessel)).

Each crew user has two types of credits:
Purchased credits
These are the credits assigned to the user via vouchers, direct refill to account, or the KVH CREWIink credit
system.
Free credits
These are the credits assigned to the user via the periodical refill set up in his user account.

The purchased and free credits are stored separately and the credits amount shown is always the sum of the two. The free
credits are used in preference: the paid credits are used only when there are no more free credits available.

17.4 Costs - Guests

Each user account is assigned credits (see later) that can be spent for Web surfing. The amount deducted from the user's
credits is determined by the cost profile linked to the active connection during surfing (see Cost (vessel)).

Purchased credits is the only valid credit type for guests.

17.5 Mail - Crew member

When a user is registered on a vessel, all email destined to him will be delivered to the vessel. The user can then access it
either via the CommBox webmail client (Webmail client) or via an external POP3 or IMAP4 client (Outlook, Eudora, etc.).
Emails that the user received before embarking on the current vessel are stored on the office hub. A user can request that

selected messages from the archive be forwarded to his current vessel.

When a user is on shore, his mail will be archived in the CommBox QuickArchive system. The user may read his mail by
entering the archive from his "My Account" page.

17.6 Mail - Guests

Mail delivery is only available for crew, please use a Webmail client for accessing your email.

17.7 Surfing - Crew and Guests

Every crew member will have the ability to surf the web or access other services as long as the firewall configuration permits
it. If the user is trying to reach the Internet from a network defined as "billing network" (see later) he will be asked to login
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before being allowed to make any connection. After a successful login, a popup window with live credit information will
appear. The connection will be interrupted if the popup is closed.

17.8 Configuring - Crew member (hub)

Crew accounts | | Configuration | | Help Fir, 18 Hov 2B DepeadT +aa00
13 & 054337

Crew ::: All crew members registered as QuickCrew users In the system. HELP
Page size: | 20 & Page: 1 of 1 (110 3 of 3 users)
UserD w4  Usernamew.a First namew s Last namewa E-mail Account type Amount Vessel .
crew_auto_10perMonth  § | {EUR) Mot selected - B Apply fiter | Reset fiter
3 aagsen Armne Aasen aaasen{@atlantis.no crew_auto_10perMonth 68417 0s5hip193.0s5hip193 dev.commbox.com Edit | | Reset password || Refill aceount | | Delete
6 omanth one month omaonthi@atiantis.no crew_auto_10perMonth 10.00 o0sShip193.055hip193 dev.commbox.com Edit | Reset password | Refill aceourt | Delate
] one_month one_month one_maonth one_monthi@atlantis.no  crew_auto_10perMonth 0.00 os5hip192.055hip192 dev.commbox.com Edit | | Reset password || Refill aceount | | Delete
Actlon: | Send usars account type % Ok
First name Last name Username Roaming Domain Account type Creator
atlantis.no % | Notselected > admin Add

From the menu selection "QuickCrew->Crew accounts" you will reach a page where all crew accounts currently configured
are listed. From this list you can choose to edit or delete users.

17.8.1 Create new user

Below the list is a form that allows you to create a new user. Enter the desired parameters and click on [Add].

First name - Last name
First and last name of the user.

Username
The username used for login. The value is auto-generated based on first- and last-names but you can override this.
Length of username is minimum 2 and maximum 25 characters and the first on must be a letter (a-z). If a username
is already in use or containing an illegal character you will get an error message when saving.

Roaming domain
The domain that will be appended to the username to form an email address.

Account type
The type of account for the new user.

Creator
The user that is creating the new account. This field cannot be changed.

E-mail
The address is auto-generated from the username and roaming domain: "<username>@<roaming domain>". This
field cannot be changed.

Most of these settings can be changed later form the edit user view.

17.8.2 Edit user data

[Edit] brings up the edit view:
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Cre'w pccounts.  Configuration | Help

Edit - Crow manber's p
Usarnama llarsan
Firat name Jule
Lasi namia Missen
E-miall ||BI"BBI'|@3‘I|E.-‘I|]5 e}
Phone +4 TEBAATIEE SRR
Addross 'Sme 4

1988 By

Lard
Active D es | Mo

Mai forwarding 1o vessal is active
Vossal os5hip193.055hip 153, dev.commboe.com /152 168.141.183
Account type orgw_guio 10perDaey ]
Mail usage EUR 0,00 (8,42 KB)
Byt weage EUR 185.35 [1.64 GB)
Romaining amount  EUR 171,00
Save  Cance

From here most of the user information can be changed. The page also displays an overview of the user's balance as well as
statistics regarding how much data/traffic the user has generated.

What you see on the hub is data transferred from the vessel. There may have been changes made on the vessel that have not
been transferred yet.

17.8.3 Force distribution to vessels

Crew account data is regularly distributed to vessels. You can force a transfer to a vessel or to the entire fleet.
Sign off messages will be issued for all users that are deleted (by import), shown in Crew accounts with strikethrough.
Deleted users will be removed from Crew accounts when all vessels has be notified.

Update vessels immediately ::: New crew list with username, password, first name, and last name will be distributed.

Vessel Send to all vessels - -
Distribute All users | @ Changes only
Send In order to send access list, tick off, then press the "Send" button.

Field description
Vessel
Options (dropdown):
Send to all vessels
This option will queue the user list to all vessels in the fleet.

The other vessels will get the user list at next regular distribution interval.
'Vessel name'

This option will queue the user list for this vessel only.
Distribute

Options (radio buttons):
All users
A complete user list of users will be queued.
Changes only

The user list queued will only contain users that has been changed, like: refill, name change
or deleted
[Send]
Check the checkbox In order to send acce... and then [Send] to queue the user list.
Only vessels with QuickCrew enabled will have the user list queued.

17.8 Configuring - Crew member (hub) 115



CommBox Manual

17.8.4 Import or export users

It is possible to exchange user data with other crew management systems go to Import or export users::::Import new users
or updated user information, export list of users for this operations.

Import

17.8 Configuring - Crew member (hub)

From this panel, it is possible to manage crew users' data by means of CSV (Comma Separated Values) files. You
can read and edit CSV files with most spreadsheet programs (Microsoft Excel, OpenOffice Calc etc.). See Appendix:

Fields in the import/backup/restore roaming (crew) users files for a description of the fields in the files.

Import or export users :::: Import new users or updated user information, export list of users

Import users from file Choose File no file selected

O Add new users
Update existing users
Add new user, update existing, and delete not present

Import

Export users to

r
"roaminguser.csv"” Export

From here you can import a file listing crew users and choose which operation to perform:
Import users from file
Add new users
All the users in the file that are not already in the database will be imported. Already existing users
(i.e. those with a username that is already in the database) will be ignored and counted as
"duplicates" in the report.
Update existing users
All the users in the file with a username that is already in the database will be updated. All other
users in the file will be ignored and counted as errors.
Fields that are not in the input files will remain untouched in the database.
Add new user, update existing, and delete not present
Users in the uploaded file and in the database are matched by username. Those not present in the
database are added, those present will be updated, those not present in the file will be marked as
deleted in the database. They will appear as struck through in the list on the Web interface. Users
marked as deleted are not allowed to use quick crew. You can 'revive' deleted users with the update
function.
After you upload a file, you will be presented with a report detailing the number of user that will be added, updated,
or deleted from the database. In addition, you will also be notified of possible errors or duplicates in the import file.

Starting i rmport [dryrun updste ] of Crew Users [crew.csw)
To be added 7 =
To be modified 1 [vigw]
To be deleted 5 [vigw]
With errors 1 [vigw]
Duplicates 0 =
Perform import | Cancel

The [View] link next to each line will open a popup showing the lines in the imported file to which the report
applies.

If you are happy with the report, click [Perform import] to finalize the import. If you choose [Cancel] or navigate
away from the page, no changes will be made to the database.

After you have finalized the import, you will again see a report of the user added, modified, or inserted.
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Successfully imported 7 Crews Users

Added T [view]
Modified 1 [view]
Deleted 5 e

If you let the CommBox generate random passwords, the only way in which you can see which passwords have been
assigned is to click on the [View] link at this point. The [Export users] function will only show the encrypted
passwords.

To distribute immediately the new user data to one or all vessels, use the controls in the "Update vesseles

immediately" panel (see Force distribution to vessels above).
If you do not do this, data for the new, changed and deleted users will be distributed to all vessels at midnight.

Export
Hit [Export] and the crew user list will be exported (written) to a predefiend file (roaminguser.csv) in the
"download" folder on your pc. The format of this file is the same as that used for import; so you can export a file,
edit it, and import it.

17.9 Crew Managment RESTful API (hub)

Crew Managment Systems can integrate with CommBox's crew handling system via the RESTful API available on
CommBox HUB. We have used SWAGGER tools for creating and documenting of the api, see SWAGGER (external link)
For more information about the RESTful API please contact us at KVH, see Contact information

17.10 Roaming mail domains (hub)

From "QuickCrew->Configuration" you can manage roaming mail domains. These are the mail domains that will be used for
roaming users.

You can assign a mail domain to users from the "QuickCrew->Crew accounts" page (see Create new user)

17.11 Account types for crew accounts (hub)

Account types define how credits are handled for crew, how much time they can spend using the Internet, and how much
space each user is allowed to occupy. Accounts are administered from "QuickCrew->Configuration”.
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Account types :-:; Spacify el amount on eecuming Inm@nvals. The vser will recelva the spacifiiad amownt to hisher account dapanding on the LSS GUOE [ype

confguranon. HELP
d N Refill Start Redill Reset to refill E-mail Max online Cnline time  Mailbox
ame amount amount i amount charge time reset size
0 officer 100.00 0.00 day  no free 2 hours day 1GB Default
1  pre-paid 10 10.00 Q.00 day no payed 4 hours day 2 MB Edit
_ e .

2 pre-paid 20 20.00 0.00 cefill N payed unlimited no reset 0 KB
3 pre-paid 30 20.00 0.00 r";i” no payed unlimited no reset 0 KB Eait
4 daily 10 10,00 0.00 day  no payed unlimited no reset 0 KB
5 tests2 0.00 123.00 r”;i” ne payed unlimited no reset 0 KB Edit
8 max_120 1.00 0.00 day  yes payed 1 hours day 0 KB
7 usedtime 10.00 Q.00 day yes payed 1 hours day 0 KB Edit
2 justfortest 100.00 0.00 day ne payed 1 hours day 0 KB
9 payperbyte 0.00 0.00 rnE:;iII no payed unlimited no reset 0 KB Edit
10 120minperday 0.00 0.00 :;i” ne payed 2 hours day 0 KB
11 T20hperday  100.00 0.00 r”;i” ne payed 720 hours ne reset 0 KB Edit

_ REsstin _ }
Name =l an =l el =-mall Maonlnetme ORI ey stz

MO =l T change resed

o a WE
- 2 o o [ Fayed [ _ | Hours (0= momsar [ | (0= Aad
urilimmed) urilimiRad)

It is possible to set a periodical credit refill to an account: at a defined frequency, a set amount of credits will be added to all
active crew accounts of the specified type. These credits are stored separately from those purchased. The purchased credits
will be consumed only when the automatic "free" credits are exhausted.

It is also possible to limit the amount of time spent surfing the Internet within a determined time period (day / week / month).
Once the allowed time has been used, the user will not be able to use the Internet until his time allowance is reset.

Id
An internal identifier unique for each account type.

Name
A name describing the account.

Refill amount
How much should be added for each periodical refill.

Start amount
The amount of credit added to the user when the account is created.

Refill
How often the account credits should be refilled. You can choose to refill credits at 00:05 every day / every Monday
/ every 15t day of the month.

Reset to refill amount
If set to yes, each periodical refill will reset the credits to the "Refill amount" rather than add more credits to what is
already in the account.

E-mail charge
You can decide whether e-mail transfers will be free or not.

Max online time
How much time can each crew member can spend surfing the Internet within the period defined in "Online time
reset"”.

Online time reset
The time period to consider when limiting the online time. The time allowance will be reset to "Max online time" at
00:05 every day / every Monday / every 15t day of the month.
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Mailbox size
The maximum amount of disk space that the user can occupy with his emails.

17.11.1 Create an account type

To create a new account type, fill in the form below the account types list and click [Add].

17.11.2 Edit an account type

To edit an existing account type, click [Edit]. The form below the account types list will be filled with the details of the
account type. Make your changes there and press [Save] to save.

17.12 Password generation (hub)
Each time a new user is created, they are assigned a password. From the "Crew user password generation” panel it is possible

to choose whether this will be an auto-generated random string or a fixed string. In either case, the crew user will be able to
change the password from the "My Account' page.

17.13 QuickCrew - Active accounts (vessel)

As described above we have two types of QuickCrew users, crew and guest. The management and available information
about the two is slightly different. For management of Crew or Guest.

From "QuickCrew->Active accounts" you can see all QuickCrew users, crew and guests, currently registered as active on
this vessel.

17.13.1 Active accounts - Crew users

Overview::::QuickCrew users, crew and guests, currently registered as active on this vessel.

Actlve accounts  Crew accounts  Vouchers Conflgure Login page settings Help i, 6 Com STTE D=t 600

Overview :::; QuickGrew users, crew and guests, currently registersd as active on this vessel. HELP
Crew Guests
Approve  Diseenbark Users highlighted in red need approval
Remaining Remaining auto
Username First name Last name amount {USD) refill (USD) Updated
llarsen Jule Missen 161.00 10 080ec16 00:00 Details
351.00 05Dec1s 00:00 Dietails
08Dec1s 00:00
Actions
You can perform actions only on the accounts of users registered on the vessel.
Approve

If you have ticked the Require signon approval checkbox in the QuickCrew Configuration, you are required
to approve the crew members before they get access.

Disembark
You can disembark a crew member; this will block their already given access.
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Details
Displays account information, see below.

Details view
Account information

Crew ::: User's account information.

Details

Username: llarsen

Full name: Jule Nissen
E-mail: llarsen@atlantis.no
Account type: crew_auto_10perDay (10 daily) (0 hours )
Embarked: 01MNov16 12:51
Updated: 22Nov16 00:00
Status

Mext refill: 23Nov16 00:00
Purchased remaining: 115 USD

Autorefill remaining: 10 USD

Time remaining: Unlimited

Quota: Unlimited
Operations

Reset user's password Reset

Refill account with usD Refill

Actions
From the Crew::::User's account information you have access to two actions.
Reset password
Resets the user password. The new password will be displayed in a message on top of the page:

User: ksundby. Password reset. New password:{{0gpPUi1

Refill
Refill crew member's account, credits are immediately added to the user's account using a voucher.
Feedback from the refill process will be displayed in a message on top of the page:

User llarsen successfully refilled with 23.
New balance: 161
Refill llarsen using voucher: 66811813

>
Transaction log

In the screenshot below, each row represents a transaction for a user with the amount deducted or added, as
well as the purchased and autorefill balance after the transaction took place. Each row is expandable to show
more details about the transaction. All columns are sortable and it is possible to filter out certain rows. For
the time column, the start date is specified and the system will automatically show transaction for the next 24
hours from the start date. Please note that the list is sorted by transaction datetime in a descending order as
default.
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Tranzaction log

Showing 1-23 of 23 entries. Page 1 of 1.

Timev Description Amount {pr;““:m {aﬁ:r':}ﬁli
[ ] v | | P | |
15 Feb 18 00:00:02  Auto refil 50.00 636.00 6,065.16
14 Feb 18 00:00:02  Auto refil 50.00 636.00 6,015.16
13 Feb 18 12:55:17  Direct refill (voucher: 30376075) 123.00 636.00 5,965.16
13 Feb 18 00:00:02  Auto refil 50.00 563.00 5,965.16
12 Feb 18 16:38:02  Mail transfer (uzage: 1.41 KiB} -0.00 563.00 5915.16
12 Feb 18 16:2%:35  Mail transfer (uzage: 0 B} 0.00 563.00 5915.16
12 Feb 18 16:24:41 Mail transfer {usage: 1.41 KiB}) -0.00 563.00 5915.186
12 Feb 18 16:07:26  Mail transfer (u=sage: 1.02 MiB) -1.02 3915.16

IF address 10.1.1.117

Carrier devnet
Data usage 1.30 MiB

Duration 2m, 40s
Awg. data transfer rate 5.04 KiB/s

12 Feb 18 16:02:00  Mail transfer (usage: 1.02 MiB) -1.02 563.00 5917.48
12 Feb 18 15:51:12  Auto refil 50.00 553.00 5,517.48
12 Feb 18 15:50:3%9  Direct refill (voucher: 51584550} 500.00 563.00 5,067 48
12Feb 18 15:37:48  Internet traffic (usage: 585.01 MIiB / 2m, 52s5) -585.01 63.00 5,867 .48
12 Feb 18 15:34:38  Internet traffic (usage: 20.17 MiB / 5m, 57s) -20.17 63.00 6,552.49
12 Feb 13 00:00:02  Auto refil 50.00 63.00 6,572.66
11 Febk 18 00:00:02  Awuto refil 50.00 63.00 6,522 .66
10 Feb 13 00:00:01  Auto refil 50.00 63.00 6,472.66
09 Feb 18 22:17:43  Internet traffic (usage: 103.58 MiB [/ 4h) -103.58 63.00 6,422 66
09 Feb 13 14:40:08  Direct refill (voucher: 39377155) 33.00 63.00 56,026.24
09 Feb 18 14:39:30  Auto refil 50.00 30.00 6,526.24
0% Feb 18 14:31:3%  Auto refil

09 Feb 18 12:44:22  Internet traffic (usage: 145.81 MiB / 2h, 8m, 50=) -145.00 30.00 6,476.00

09 Feb 18 00:00:02  Auto refill

"Show details" will show details about the current session; ip / host (if available) / amount of data transfered.
The link is not always available.
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Transaction log

Showing 1 - 5 of § entries. Page 1 of 1,
Balance Balance
Timew Deseription Amount {purchased) (autorefill)

Internat traflic -

IP address 10.1.1.138
Carriar local
Data usage 45885 KB [Show detais)
Duration 14m, 3N=
Avg. data transfer rata 527 B! Detailed data usage

User Agant  Mozilla rcko) Version/13.0 Safad805.1.15
e # Destination IP Hostname  Data usage EGEER i
| 310419092606  [iner | 10.1.1.1 10111 3244 K e TGN
2 54225 188.98  54.225188.98  18.05 KB
IP address 10.1.1.
Carrlor demet 3 216.58.207.228 216.58.207.228  11.96 KB
Datausage €038i 4  104.123.133.152 104.123.133.152 9.75KB
Duration 5  17.253.107.203 17.253.107.203 B8.61KB
T 8 17.248.150.84  17.248.150.84 B.03KB

Tlenr Amant  Llavlla webial Liareianldd N Safadi@nE 4 48

17.13.2 Active accounts - Guest users

Overview::::QuickCrew users, crew and guests, currently registered as active on this vessel.

Active accounts  Crew accounts Vouchers Configure Login page seftings Help Tus. 22 New 2018 $1-00:51 40100
Overview ;. QuickCrew users, crew and guests, currently registered as active on this vessel, HELP

Craw Guests

Account no Remaining amount (USD) Updated Expire
40870191 321 22MNoviB 11:09 180ct17 00:00 Datads

Actions
You can perform actions only on the accounts of guests on the vessel
Details
Displays account information, see below.

Details view
Account information

Guest :::: User's account information.

Details

Username: 40870191
Embarked: 22Nov16 11:09
Expire date: 180ct17 00:00
Updated: 22MNov16 11:09
Status

Purchased remaining: 321 USD
Time remaining: Unlimited

Transaction log
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See QuickCrew, crew user transaction log for details.

17.14 QuickCrew - Crew accounts

Crew::::All crew members registered as QuickCrew users in the system.

The list contains all crew members of the fleet that have roaming access and can log on and become active crew users in
vessels QuickCrew system.

Active accounts Crew accounts Vouchers Configure Login page settings Help

Crew :::: All crew members registered as QuickCrew users in the system.

Username First name Last name
llarsen Jule Missen Reset password
ppoliti Pelle Politi Reset password
aaasen Arne Aasen Reset password

17.15 Voucher event reporting

All events related to vouchers are stored.

17.15.1 Configuration

It is possible to configure how often the report is sent to a recipient of choice. Available options are Daily (at midnight for
previous day), Weekly (first day of week for previous week) and Monthly (first day of month for previous month).

From this page it is also possible to download directly the complete Voucher Event log as CSV formatted text ready to be
imported into e.g. a spreadsheet for further analysis.

Active accounts  Crew accounts | Vouchers  Configure Report  Login page settings | Help

Raport @ Setup and handiing

Voucher event reporting

The VWoucher report can be generated daily, weekly or monthly and is sent from the vessel to the specified email addresses.

Report frequance Weeakly ¥

Send to sccount@company.com|

Save

Dewnlozd the full woucher eventlog to the download falder on your PC (filename: voucher-avants.cav).

Download

17.15.2 Email content
The following screenshots are form the report (HTML formatted) sent by email to the configured address (see screenshot
above). The report contains "voucher events". For instance, under Voucher created, you will find all voucher that was created

during the period. Since a several events can occur for a voucher in a period, a voucher may appear several times in the
report.

These are the following events that are logged for a voucher:
® when the voucher is created
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e when a voucher was credited, activated vouchers cannot be credited
® when administrator used a voucher to refill a crew users account directly
® when crew user used a printed voucher to refill his/her account

or when a guest used the voucher to access the Internet for the first time
® when a voucher expired
® when a guest voucher was depleted

“oucher event log for vessel os3hip193
Pericd: 01Jan70 01:00 - 15Feb18 13:56
Generated: 15Feb18 13:56

Voucher(s) created

Created Voucher number Voucher value Voucher for Created by Expire
15Feb18 13:55 9400 26846 1.0 Crew admin 15Feb19 00:00
15Feb18 13:55 7184 7955 3.0 Guest admin 15Feb19 00:00
15Feb18 13:55 6192 9640 1.0 Guest admin 15Feb19 00:00

Voucher(s) credited
Credited Voucher number Voucher value Voucher for Created by

15Feb18 13:55 6192 9640 1.0 Guest admin

Voucher(s) direct refilled
Refilled Voucher number Voucher value Activated by Created by
16Feb18 13:56 8892 0670 12.0 DEMO admin

Voucher(s) taken in use
- None in selected perliod

Voucher(s) expired
-None in selected period

Voucher(s) depleted guest
- None in selected period

17.16 Configuring QuickCrew access (vessel)

From "QuickCrew->Configuration" you can set some configuration parameters for the QuickCrew system.

17.16.1 QuickCrew configuration

17.15 Voucher event reporting
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Active accounts  Crow accounts  Vouchers Configure  Login page settings  Help ed 19 Aor 9017 142055 +0200
L= 1% L b

QuickCrow configuration :::: Enable or disable QuickCrew web surf billing. When enabled the networks below will require a valid crew user
scoount wihen using the nfsrnet. HELP

Enable QuickCrow

Max concurrent connections {0=unlimited)

iKiosk detection ?
Hide amount

Allow crow to change thelr
name

Enable info screen 7
Disable helper videos 7
Select billing system & CommBox
KVH CREWIink {To be used in connection with CREWink service)
Require signon approval

Signen approval text B 7 U abe x, ' T 1~ Hl- Th % :E ,E *;.E -,,_; E=E==

) = [ % in & =

This user account require approval by administrator in order to be used.

Save

Enable QuickCrew
Tick this to enable the QuickCrew system.
Max concurrent connections
Enter here the maximum number of users that will be allowed to have a web session at the same time.
iKiosk detection
When enabling iKiosk detection, the CommBox will show ordinary QuickCrew pages for iKiosk enabled clients.
Note: Nokia phones and SymbianOS may not be recognized as mobile devices when iKiosk detection is enabled.
Hide amount
Tick this to hide all references to credit from the crew users' "MyAccount" page. They will see their allowance in
terms of remaining MB or remaining time depending on whether the connection is set up as 'Pay per byte' of 'Pay by
time'.
Note that the amount shown as remaining MB/time can vary depending on the cost profile linked to the currently
active connection.
Allow crew to change their name
By default, the crew users are not allowed to change the first and last name on their QuickCrew account. Tick this to
allow it. The setting is only valid locally, and must be ticked off on both vessel and hub for full effect.
Enable info screen
Will redirect QuickCrew users to an information page after login.
See Appendix: Customizable web page for QuickCrew users
Disable helper videos
When a KVH Media Server is available on the local network, it will serve helper videos on how to use QuickCrew
and other KVH services. This content is available through links listed on the QuickCrew / CREWIink login page.
If you do not want Crew to see this helper videos, click on the "Disable helper videos" checkbox to hide these links.
Select billing system
There are two ways of handling credits for QuickCrew users: in one everything is managed by the interaction of the
hub and vessel CommBoxes. In the other, credits are managed by the KVH CREWIlink system.
CommBox
Only accounts fully managed by the vessel and hub CommBoxes are allowed.
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KVH CREWIink
KVH CREWIink accounts are allowed in addition to the CommBox-managed accounts.
Require signon approval / Signon approval text
Tick this to present the crew user with the message defined as "Signon approval text". The message will be presented
to the user on the login page and the user will not be able to use Connect to Internet before the administrator has
Approved the QuickCrew user account.
[Save]
Remember saving your changes when done.

17.16.2 Deny crew net access to local users

You can choose to disable log-in access to the CommBox for local users (those defined in "Config->User/Group") when they
are connecting from the billing network.

17.16.3 Billing networks

You can define ranges of IP addresses that are required to log in before being allowed to generate traffic.

Note that here you define ranges (e.g. all addresses from '172.18.1.0" to '172.18.1.255") and not address/mask
('172.18.1.0/24").

17.17 KVH CREWIink account holders (vessel)
KVH CREWIink can be used even without a main hub defined.

Credit handling for KVH CREWIink users is managed externally. The usual CommBox 'Refill account' functionality will not
be available for this users

Please note that KVH CREWIink users will not have access to any web mail client.

17.18 Crew login page settings (vessel)

This customization of login page is only valid for systems (vessels) using Classic view. The Classic view was replaced by
KVH Blue in version 1.13 of the CommBox software.

Some of the elements in the "QuickCrew login page" are customizable. It is possible to change the color of the header, the
"welcome text" and the company logo. These changes are done from the "QuickCrew->Login page settings" page.

The lower part of the page shows a preview of the login form as it appears to crew members. From this you can perform the
desired changes and have immediate feedback of what the users will see.

Page colors

KIVIH|

KVH INDUSTRIES
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It is possible to change the color of the two stripes of the page header, and the color of the text in the lower stripe. To
change colors, click on the color selector next to the element and use the mouse to select the new color (click and
drag on the colored square). When you are finished, just click outside of the color selector to close it.

Custom company logo

Upload logo image

The recommended size is 134 x 70 pixels.
Formates accepted are: png, jpg and gif

Browse_ ] [ pload image

To replace the standard KVH logo with one of your choosing, use the upload form under "Upload logo image" at the

top of the page. Select the image you want to upload and use and click "Upload". If you use an image larger than 134

pixels wide and 70 pixels high, the system will resize the image.
Change the "Welcome text"

B J Uae x, xX T-7FH-Ty Th L = i= EEESEEE
= [ <} ¢ B Ha
QuickCrew user login

You have requested a web page. Before you can be forwarded to this page, you must
log in with your username and password. If you have a card, you can use account
number and PIN code.

Please remember to log out when you have finished.

The "welcome" message can be edited in place from the preview. When you are finished, click [Save text].

Remember that, to make the change effective, you also need to click [Commit changes] (see later).

17.18.1 Commit and revert changes

When changes are done to any of the editable elements in the page, two buttons [Commit changes] and [Revert changes] will
appear. To activate the changes and make them visible on the QuickCrew login page, click [Commit changes]. If you want to
remove all the changes you have done to the page, click [Revert changes].

Activate the custom layout.
Changes is done to the |ayout of the page.

Commit changes ] [ Revert changes

To see the changes in the crew login page, open another browser, or log out from the one you are working on.
Try the following URL:
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"http://<ip to CommBox>/commbox.php ?req_uri" (where '<ip to CommBox>' is the IP address of the CommBox)
this will take you to the login page used for crew logins.

17.18.2 Delete custom style

[Remove custom style] is found next to the [Commit] / [Revert], and will remove the active customized style and reset the

layout to factory default.

This function will only remove changes that are committed. To delete uncommitted changes, use [Revert] instead.

Restore to "factory default"
Click on the button below to remowe all changes and restore the
QuickCrew login page to "factory default™.

Delete custom style I
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18 Error handling in the user interface

When you save some new or changed values for a configuration, these are checked for validity. If one of the values entered is
of the wrong type, the CommBox will display an error message in the top area of the page. The message will contain the

field name and an error message describing what is wrong.

In the following example we see that we have added an IP address with a wrong format.

ip address
Wrong format in IP address. Should be in the form 192.168.0.1 : 192168

Go 1o HELP pages

Input error...

H045 o Befun of nefwork affzc

ed Wosfs fhaf contntbox meed fo krow Fbouf,

H name
A=

IP Address
Host type

a.host

192,163

DMNE lookup

Selected

Mot =electad

Lnknoun
CommBox main hub
Ml ail senrer

Froute réguu

Senrar
Desdopclient
CommBox wvesse|
CommBox hub

18 Error handling in the user interface
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19 Troubleshooting

19.1 Check network connection

1. Open a command window; click Run... on the Start menu.

2. Type command as shown in the picture below and click O.

- Type the name of a program, folder, dacument, or
Inkernet resource, and \Windows will open it For you,

Cpen: | crd w

[ (] 4 ][ Cancel ] [ Browse, .,

3. In the “Command Prompt” window type:
ping <ipaddress>, where <ipaddress> is the IP address of the CommBox.

19.1.1 Connection successful:

¢+ Command Prompt

Microsoft Windows ®P [Version 5.1.26801
CC» Copyright 1?85-2001 Microsoft Corp.

C:sDocuments and Settings~Ffibh>ping 192_168_208008.1
Pinging 122.168.2808.1 with 32 bytes of data:

122.168.280.1: bytes=32 time<{lms TTL=2G5
122.168.200.1: bytes=32 time<{lms TTL=255
192168 .2800.1: bytes=32 time<ims TTL=25L%L
122.168.288.1: bytes=32 time<dlms TTL=255

Ping statistics for 172_168_.2008.1:

Packets: Sent = 4, Received = 4, Lost = B (8% lossl.
Approximate round trip times in milli-—seconds:

Hinimum = Bmz, Maximum = Bmz,. Average = @ms

C:sDocuments and Settingssfibh>

19.1.1.1 Connection unsuccessful:
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¢+ Command Prompt

Microsoft Windows ®P [Version 5.1.26801
CC» Copyright 1?85-2001 Microsoft Corp.

C:sDocuments and Settings~Ffibh>ping 192_168_208008.1

122.168.288.1 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 172 168 .2008.1:
Packets: Sent = 4, Received = B, Lost = 4 (188 loss).

C:sDocuments and Settingssfih>

19.1.1.2 If the connection is unsuccessful:

¢ Try to ping an IP address that you know works. If that works, the problem is on the CommBox or on the network
connection between the CommBox and your computer.

® Check the connection of the network cable to the CommBox, the light next to it should be lit.

® Check cables from the CommBox to the hub.

19.2 If you can’t connect to CommBox

If you cannot connect to the CommBox through your Web browser there may be several reasons.
19.2.1 ERROR: The requested URL could not be retrieved
Solutions:

e Have you typed the address correctly? In the address field type the following http://<ipaddress>, where <ipaddress>
is the IP address of the CommBox.
¢ Check if the network is working (See section above “Check network connection™).
® Check the proxy setting for the web browser:
1. From Internet Explorer, open the menu item: Tools->Internet Options ("Internet Options" is also available
from the control panel).
2. In the “Internet Options” dialog box, click the Connections tab.
3. From the Connections tab click [LAN Settings].
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| General | Security I Privacy | Conkent | Connections |Prngrams I .ﬂ.dvanced|

r)ténJ click, [ Setup ]

"Connections" tab

Dial-up and Yirtual Private Metwork settings

| add...

| Addven...

Remove...

Choose Settings if wou need to configure a proxey Settings
server for a conneckion,

i@ Mever dial a connection
Dial whenever a netwark connection is nok present

always dial my defaulk conneckion

Zurrent Mone Set default

Local Area Mebwork (LAN)Y settings
LAM Settings do not apply ko dial-up connections., LAM setkings
“honse Settings above For dial-up settings., /

"LaM zettingz” button

(0 4 ]’ Zancel ] apply

4. If “Use a proxy server” is checked (below), you should set up an exception for CommBox.
Setting up an exception:

e o e

Aukomatic configuration

Aukomatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[] Autamatically detect settings

|:| IUse automatic configuration script

fddress

Proxy server

se a proxy server For vour LAN (These settings will nok apply to
dial-up or ¥PM conneckions),

Address: | Port: 30
[ | Bypass proxy server for local addresses / k

oK ][ Cancel ]

5. Click [Advanced].
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6. In the new dialog box, add the following to the Exceptions text box. http://<ipaddress>, where <ipaddress>
is the IP address of the CommBox.

oy s =

Servers
!— . Tvpe Prosey address ko use Pork
NE]
HTTP:
Secure:

ETP:

Socks:

[ use the same proxy server For all protocols

Exceptions

A Donot use proxy server for addresses beginning with:

B =

http: {192, 168.200,1

IUse semicolons | ; ) to separate entries,

7. Close the dialog boxes by clicking [OK] and try to connect to CommBox again.

19.3 CommBox can’t connect

Solutions:
® Check that the modem and terminals are connected properly and are switched on.
o [f you use a fixed link solution (NORSAT or VSAT) try to reboot the multiplexer.
® Some ports or software may hang on CommBox, reboot CommBox from the "System->Reboot / Shutdown"
® For mobile phones, check that the SIM card is inserted and that the PIN code has been disabled.

o For satellite terminals, disable the PIN code for data communication.
e See also Carriers status, particularly the description for Red and Yellow.

19.4 CommBox establishes the link, and it often disconnects

This is a common problem often caused by bad signal-to-noise ratio. This may be caused by:
® Mobile phones far away from a transmitter, or with obstructions between the antenna and the transmitter.

® The vessel turns and the antenna is temporarily obstructed by for example a mast.
® Swell and vessel movements that make it difficult for the antenna to be correctly positioned.

These problems are not easily fixed.

Other causes:

19.3 CommBox can’t connect 133



CommBox Manual

o If the timeout on the satellite terminal for data is set to a too low value, the connection will close before CommBox
has finished the transfer.
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20 Support

If you need support, kindly first read the troubleshooting section above to try to solve the problem. If that doesn’t give any
solution to the problem please contact KVH or others familiar with CommBox.

Please provide as much information as possible. Check the logs available from Dashboard, to see if they can provide any
information about the problem.

Support contact:
Normal support hours 08:00 to 16:00 Norwegian time (CET): +47 33 03 05 34
Emergency support hours 16:00 to 08:00 Norwegian time (CET): 447 97 57 09 77

Support email: commboxsupport@kvh.com

Please have the following ready when calling!
® Vessel name and phone number

¢ Contact and phone number
e Situation ( When, What, How, repeating problem? )
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21 Definitions

HTML
Hyper Text Markup Language, a formatting language used to create documents on the world wide web.

IP address
Internet Protocol address, a unique number that identifies a computer within a network. The IP address has four
numbers separated by dots. For example: 192.168.1.4

Mail queue
All mails are grouped in a queue on the CommBox before they are sent. They are then sent all together to save
connection costs.

MPDS
Mobile Packet Data Service, when using this service the payment is for the data amount transferred and not the time
used.

Signal noise ratio
A number that says how much stronger the signal are in relation to the noise. Says much about the expected quality
of the transmission.

Software configuration
CommBox stores all data specific for a customer in predefined files. All these files make up the software
configuration.

TCP/1P
Transmission Control Protocol/Internet Protocol, a protocol used to transfer data on a computer network.

VSAT
Very small aperture terminal, in the maritime business VSAT are systems having a permanent IP connection from
vessel to shore via satellites.

Web browser
Web browsers (such as Microsoft Internet Explorer, Safari, Google Chrome, Opera or Firefox) are computer
programs used to view web pages formatted with HTML.
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22 Appendix: SOGo

(i7 http://kos47/50Go/so/admin/Mail fview#!/Mail/0/INBOX/655 E3

FRIDAY
& £ FEBRUARY
2018

administrator ... o

admin@kos47.dev.comm... Q Inbox = C 1‘,':( - » i Z :
admin@kos47.dev.co... @ 1 messages stat4s I
Friday, 16 February, 2018 10:42 CET
] inbox : To
ctath Tk root
g S root@kos47. dev.commbox.com
[ 0.000000] Initializing cgroup subsys cpuset
> Ssent [ 0.000000] Initializing cgroup subsys cpu
[ 0.000000] Linux version 3.2.0-4-amd64 (debian-
§ Tash kernel@lists.debian.org) (gce version 4.6.3 (Debian £.6.3-14) ) #1 SMP

Debian 3.2.89-1

[ 0.000000] Command line: BOOT_IMAGE=/vmlinuz-3.2.0-4-amd6é&
§ junk root=UU1D=0628b1bd-61a5-4809-ab6f-70fe4a2c382 ro

console=tty50,115200 quiet

[ 0.000000] BIOS-provided physical RAM map:

[ 0.000000] BIOS-e820: 0000000000000000 - 000000000009ac00

{usable)

[ 0.000000] BIOS-e820: 000000000009ac00 - 00000000000a0000

(reserved)

[ 0.000000] BIOS-e820: 00000000000e0000 - 0000000000100000

(reserved)

[ 0.000000] BIOS-e820: 0000000000100000 - 000000007f157000

{usable)

[ 0.000000] BIOS-e820: 000000007f157000 - 000000007f187000

(reserved)

[ 0.000000] BIOS-e820: 000000007f187000 - 000000007f246000 (usable)

[ 0.000000] BIOS-e820: 000000007f246000 - 000000007f2ad 000 (ACPI

NVS)

[ 0.000000] BIOS-e820: 000000007f4ad000 - 000000007f66b000

(reserved)

[ 0.000000] BIOS-e820: 000000007f66b000 - 000000007f800000

{usable)

[ 0.000000] BIOS-e820: 00000000e0000000 - 00000000e4000000

(reserved)

[ 0.000000] BIOS-e820: 00000000fed01000 - 00000000fed 04000

(reserved)

I 1lniae - nan L. Lo

SOGo is the most recent webmail client used on the CommBox. It contains features commonly expected in a modern
webmail client. For more information see the SOGo web pages
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23 Appendix: Zarafa

Older CommBoxes that have been upgraded may still use the old SquirrelMail email client. For information about it, please
see Appendix: SquirrelMail.

CommBox embeds the 'WebApp' email client from Zarafa (see Zarafa (external link)). This is a feature-rich application and
only the main points will be described here.

For more detailed information about the use of Zarafa WebApp, please refer to its user manual.

To access Zarafa WebApp, click on "Webmail" in the left menu, the webmail client will open in a new window.

23.1 The Zarafa WebApp main panel:

Zarafa Mall Calendar Contacts asks Notes You are logged on as administrator admin - Seftings  Help  Logout
|
|- kg C & @- & Zarafa
| Mail %« ! tnsax | «
My Mail Page 1063 b M W@ -
Show all folders |
Search in 'Inbox’ » e |
= &g Inbox - administrator admin
& t O M From Subject Recaived = Size ¥
B Doleted Hems -
7 Drafts 4 || cosystem@.. Undelivered email deleted Satwday 121092015 ... 144KB ¥
.- T Inberx (143} ) chasystemi@... Undelvered amail Satwday 12092015 ... 33 KB ¥
Junk: E-rnail g uvucpifiosd...  UUCP execution files saved after failure Monday 020020151, 28 KB %
% Qutinax = vucp@os.d... Execution falled Monday 02002015 1... 2.7 KB b
 RSS Feeds = uscpi@os.d... Execution failed Sunday 01/0320151... 2T KB \i
I Sant ltama = uuep@os.d... UUCP execution files saved after fallure Sunday 01/03/20151... 28 KB L
= 5 Public Folders = uucp@os.d... Execution falled Saturday 28/022015 ... 2.7 KB "4 |
& Favorites = wucp@os.d... UUCP execution files saved after fallure Saturday 2800212015 ... 28 KB % [
| |7 Public Folders
' Open Sharad Mails.. -+ R T '

= UUCP execution files saved after failure |
uuCpiEos. dev. cCOMMBOX. GOM <ULCHEDOS. dev.comimboo. com = |
Sent: Monday 2nd March 2015 1:55

To: uucpEDos G commibo. oom <uucpEROS. dev.commboocom>
Message from UUCP on cOaBBdb2 Mon Mar 2 01:55:34 2015 |

A UUCP execution request failed:

receivefile.pl --file=COABBDBZ0000053E --ext=vtec
The request was made by

root |
The following file has been saved:

/var/spool/fuucp/.Failed/c0aB8db2/X. /X.c0a88dbX0035

23.1.1 How to read mail

You can read incoming messages by clicking on 'Inbox’ in the left menu.

It is possible to create new folders by right-clicking on the left menu. You will then be able to move messages by dragging
them to the appropriate folder.
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23.1.2 How to create and send email

23.1.2.1 The Zarafa WebApp tools:

Zarafa Mail Calendar Contacts Tasks Notes
i -t ‘
|- kg C &3

Click on the down arrow next to the "Envelope" icon on the tool bar and select "Email message", if you are viewing one of
the mail folders you can click directly on the "Envelope" icon. A new e-mail tab will appear, from this you will be able to
compose your message and select the recipients.

23.1.2.2 Compose mail in Zarafa WebApp:

E7 Inbox | &8 New crew list X |

HRsend [ A W 0 - & &A-O0 v ! §

rEE
e

Message Saved at 8:24 AM.

1,

To ¢ admin@vessel.com
Ce:
Subject: MNew crew list

Attachments: -

Tahoma - 10pt *| B JT U &5 |x, X A~vA~EEE ==\
STE- B PR S Q@ M I
Hi!

Please forward me the new crew list

Regards,

If you click on the "To...", "CC...", or "BCC..." buttons you will be able to choose an address from your address book. This
includes all users on the ship, all of your contacts, the contacts in the global contact list.

The top menu gives you access to functionality for saving the message, add attachments and more. Hover the mouse pointer
on each icon to see a short description of the different functions.

Once you are finished with composing your message click [Send] on the top-left.

23.1.3 Contact lists

You can create your own list of contacts by clicking on [Contacts] on the left menu and then [New] on the top-left.
This list will be automatically transferred to the next boat on which you log in.

From the "Public Folders" > "Global Contacts" in the left menu you have access to a global contact list which is maintained
on-shore and distributed to all vessels in a fleet.
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You cannot add, remove, or edit information in this list.
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24 Appendix: SquirrelMail

Some CommBoxes that have been upgraded from older versions will have a simpler webmail application called
SquirrelMail. Its configuration and use are described in this appendix.

24.1 QuickMail > Webmail

Web mail configuration lets you define parameters that affect the functionality of the embedded email client.

Webmail configuration ...; Sefug fhe CommBox web mail sysfen.

Domain name gvein,dey. commbos, com
Bookmark Orves @ no
Calendar Oves @ No
HTML Mail ®ves Ono
Hotes Orves @ nNo
Todo Orves @ o

The QuickMail page has an extra "Webmail" tab which allows setting some configuration parameters.

Parameter description
Domain name

Add the domain name for the CommBox.
Bookmarks

Enable bookmarks. This lets users save their bookmarks in their Web mail user area. This is a nice feature if
multiple users share the same PC.
Calendar

Enable calendar. This module give users a calendar where they can add tasks.
HTML Mail

Enable HTML mail. Lets users use a Word-like editor to write formatted HTML mail.
Notes

Enable notes. This module allows users to add personal reminder notes.
Todo

Enable todo. This module allows users to create to-do list.

24.2 Web mail client

CommBox has an integrated web mail client. Each CommBox user can use it to access their email account to send and
receive email. To access web mail, click on “Webmail” in the left menu, the webmail client will open in a new window.

Please note that KVH CREWIink users will not have access to any web mail client.

For more detailed information about the Webmail client, click on the question mark icon that appears on the top-right.

24 Appendix: SquirrelMail 141



CommBox Manual

! Current Folder: TNBIDH W

welcome: adm

E'Gﬂ']\'.-'” Viewing Mageages! 1 ee5 (5 tots

Move Selacted To Transform Selected Messages

IHBOR % | &) Move & Forward ¥ Flag Urflag (] Read [ Unesad G Dalete
Fram Diabe [= Subjpect

] Seeim Sandvilen 11:30 | Test 5

] Sweim Sandviken 1100 ] Tmat 4

]".unin Sanduiken 11:4 -] Tast 3

—I“.uvin Sanduiken 11:30 o Tast 2

[] Swsim Sanduilean 11:29 o Tast

] Tongle Al Flawing Magsages: 1105 (5 tota

24.2.1 How to read email

The web mail client opens in the Inbox view where you get a list of all mails that are stored in your CommBox email system.
To read a message, click on its subject.

You can organize your messages by creating folders (click on the 'folders' option on the top menu) and moving messages into
these.

24.2.2 How to create and send email

Open the web mail client and click [Compose]. You can choose to use HTML formatting for your email by clicking
[Compose in HTML]. This option will add a set of icons to your composer window. From here you can choose to add tables,
text colors, font size and more.

This functionality is only available if the CommBox administrator has enabled it in "QuickMail->Webmail" and if Javascript
is enabled (see below).
Another function you get with Javascript is “Auto complete” of addresses as you type in the name in the address field.

To: W FEMmOoye

co ¥
BCC: ¥

Subject:

Priarity| Mormal (% || Receipt: I:l On Read I:l on Delivery
| Signature || Addresses || Save Draft || Send || Compose in HTML

24.2.3 Add attachment to your email

If you want to add attachments to the email you are composing, click [Browse] below the mail body area.

Attach: | [ Browse. . ] [ add ]I:maH.E 1)

I:l CommBon-Webmail.pdf - application/pdf (72 k)

[] commbos-network-dhcp.html - teutihtml (17 k)

[ Celete selected attachrnents ]

Browse to find the file on your local computer, then click [Add] to upload the file to the server, and attach it to the mail.
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24.2.4 Delete, move, forward and more

You can delete, move, forward or change status for one or more emails by first ticking off the checkbox next to them. Next
you choose the action you want to perform from the menu above the email list.

Move Selected To: Transform Selected Messages:

Date [= Subject

duiken 11:30 ] Test 5

Svein Sandviken 11:30 ] Test 4

Move
Once you created folders in the inbox structure, you can move the selected message in it.

Folders =

] INBOX (5]

-J.‘IL Dratts

_j Sent

_g! Trazh (Purge)

i Development

Lo

4 Private

Forward

Forward selected message
Flag / Unflag

Mark / unmark messages in red (important)
Read / Unread

Mark messages as read / unread

24.2.5 Enable Javascript

To enable HTML composer and Auto complete you must set Javascript settings to
“Use Javascript: Always”

To do so, go to "Options->Display Preferences" in the mail client view.

Usze Javascript: | Always W
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25 Appendix: Fields in the import/backup/restore roaming
(crew) users files

From the hub's crew management page it is possible to import, backup and restore crew users to / from a csv file (see Import
Or export users).

The format of the file accepted by the Commbox is:

e Semicolon (;) separated values.

® Values optionally quoted with double quotes (").
® Values containing a semicolon must be quoted.
¢ The first line contains the field names.

This is format can be used with most spreadsheet programs (Microsoft Excel, OpenOffice Calc, etc.).
The following list describes the fields in the file.

username
The username used for login and for the email address.
It can contain only: latin letters without modifiers (accent, umlaut etc.), numbers, dot, underscore, dash. The first
character must be a letter. Maximum length is 25 characters.
If missing, it will be generated automatically based on the firstname and lastname fields.
It is used to match the user to be updated and it must be unique.
It must be present when doing an update operation.
password
The password used for login.
If absent, it will be auto-generated based on the rules defined in QuickCrew->Configuration "Crew user password
generation".
firstname
The first name (given name), it must be present when doing an insert and the username is not supplied.
lastname
The last name (family name), it must be present when doing an insert and the username is not supplied.
* vessel
The IP address of the vessel on which the user is boarded. This field is only useful when using the import function to
restore data after in a disaster-recovery scenario. Changing it does not transfer the user account on a new vessel.
email
The email for the crew user.
If present, it must be based on the username and an existing roaming domain i.e. "<username>@<roaming
domain>". The value of the roaming_domain filed will be ignored if the email is defined.
If absent, it will be auto-generated based on the username and the roaming domain.
roaming_domain
The domain used to compose the email address (FQDN), if set it must match one of the domains specified under
QuickCrew->Configuration "Roaming mail domains".
The value of this field is ignored if the email is present.
phone
The telephone number.
address
The street address.
* embark
Time when the user embarked (UNIX time)
active
Mail forwarding to vessel: 1 = mail is forwarded, O = mail is not forwarded.
credit
Credit (if the user has an KVH CREWIlink account this is the KVH CREWIink credit).
freefield1
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CommBox credit (in case the user has an KVH CREWIlink account).
* mail_usage_amt

Credits used for mail transfers.
* mail_usage_byte

Bytes of mail transfer.
* mail_sent

Number of mails sent.
* mail_recv

Number of mails received.
* web_usage_amt

Credits used for Web access.
* web_usage_byte

Bytes transferred for Web access.
account_type

Account type ID (as shown in QuickCrew->Configuration).
* last_refill

Last refill time.
status

One of 'changed' or 'deleted'. To 'revive' a deleted user, set its status to 'changed'.
1dt_accountno

The account number used for the KVH CREWIink system.
idt_pin

The personal PIN used for the KVH CREWlink system.
* created

The date the user was created.

Ignored when importing.
* updated

The date the user was updated.

Ignored when importing.

25.1 Notes and suggestions

1. (*) The vessel, mail_usage_amt, mail_usage_byte, mail_sent, mail_recv, web_usage_amt, web_usage_byte,
last_refill, created, updated, and embark fields are for information only. It does not make sense to update them unless
you are restoring an accidentally deleted database.

2. The username must be unique in the file. When importing a large number of new users, it may be problematic to
make sure that their usernames are unique. Unless you have a strict requirement to choose usernames it is suggested
that you omit the username column: the CommBox will automatically generate unique usernames based on the first
and last names, adding digits if the combination is already in use. For example a user called "Fred Olsen" will
receive a username of "folsen", if another user is called "Frank Olsen", he will receive a username "folsenl".

3. The email must consist of the username and the roaming_domain. If not defined, it will be automatically generated
using the default roaming domain. To simplify operations, you can avoid to include the email field in the import. If
you need to assign a roaming domain, you can specify it in its own field.
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26 Appendix: Fields in the contact list file

From the hub "QuickMail->Contact list" page it is possible to export or import a list of email contacts to distribute to the

fleet (see Contact list (hub)).

e Semicolon (;) separated values.

¢ Values optionally quoted with double quotes (").
® Values containing a semicolon must be quoted.
® The first line contains the field names.

® Each contact must have a numeric 'id' field.

This is the default format used by OpenOffice Calc.
The order of the fields is not important, the first row in the file must contain the corresponding field name for each column.

Note also that your file may contain only the columns related to the fields you use, for example a very simple file may look
like this:

id;firstname;email 1
1;John;john @commbox.com
2;Peter;peter @commbox.com

When distributing updates to the fleet, the CommBox will send only the fields that have changed since the last distribution.
This causes a considerable reduction in the amount of data transferred. To take advantage of this feature you will need to take
care of the "id" that is attached to each user: this allows the CommBox to recognise users across updates and determine
which fields have changed.

The file is assumed to be always complete i.e. contacts that are not in the file will be deleted.

The following is a list of all the available fields, the names should be self-explanatory.
Installations using the old SquirreIMail webmail will use only those marked with '#'.

# id

birthday

business_address

business_address_city

business_address_country

business_address_postal_code

business_address_state

business_address_street

business_title

business_web_page

company_name

department

display_name

# emaill
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email2

fax

# firstname

home_address

home_address_city

home_address_country

home_address_postal_code

home_address_state

home_address_street

home_phone

home_web_page

# lastname

mobile_phone

# nickname

pager

work_phone
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27 Appendix: Interface drivers

Many satellite terminals and GSM phones use similar equipment. The most common terminal types are listed in the

"Interface drivers" dropdown. In many cases a driver can be used for different terminals. The table below lists which driver
to use for equipment not listed in the dropdown.

Equipment

Driver

Thrane and Thrane Sat B
Sailor Sat B
Skanti Scansat Sat B

Sailor SP4400 ASD

Furuno Felcom 70 - Ramsat
JRC JUE 410F - Ramsat
Nera F55 - Ramsat

Nera F77 - Ramsat

Sailor Fleet55 - Ramsat
Sailor Fleet77 - Ramsat

Fleet ISDN - Ramsat

Furuno Felcom 70 - Eicon
JRC JUE 410F - Eicon
Nera F55 - Eicon

Nera F77 - Eicon

Sailor Fleet55 - Eicon
Sailor Fleet77 - Eicon

Fleet ISDN - Eicon
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28 Appendix: Format of telephone numbers

Dialing from vessel with GSM phone, use the format:
<+> + <country code> + <office phone number>
Dialing from vessel with satellite terminal, use the format:
<00> + <country code> + <office phone number>
Some satellite terminals require a prefix and/or postfix for the phone number:

Satellite terminal Formatted phone number

Furuno Felcom 70 ISDN | <902> + <phone number>

Furuno Felcom 82 ASD | <3 digit LES code> + <phone number> + <#>

Nera Saturn B ASD <phone number> + <#>

Nera Worldphone <phone number> + <#>

Nera Fleet ISDN <902> + <phone number>

JRCJUE 310B <3 digit LES code> + <#> + <phone number> + <#>

Sailor mini-M

TT-3064A <phone number> + <#>
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29 Appendix: LED, LCD and Buttons

The hardware version is detected by looking at the hardware (cpu) installed:
- Celeron©-> QuickBlue
- Atom© -> C2
- Pentium® -> R8

If none of the above hardware is detected the function(s) described below will be disabled.

The "reset to factory default” is temporary not available! (CommBox sw version 1.8.0)

29.1 QuickBlue (and other unknown hardware versions)

No programmable LED; LCD or buttons, the daemon will exit at startup.

29.2 C2

2 LED (RUN, CONNECT) and 1 RESTORE button

At startup the RUN (green) LED will flash.
When CommBox software is up running the LED will be green, no flash.
At shutdown the RUN (green) LED will flash.

The RESTORE button is used to do reset to factory default:
Push the button for minimum 30 secs, the RUN (green) LED will flash rapidly for about 30 secs
After 30 secs the CONNECT (blue) LED will flash ones.
If the RESTORE button is released within the next 30 seconds, the "reset to factory default" will be activated
The reset process takes about 60 secs
When up running the LED will show -
- if CONNECT (blue) LED will be steady blue as long as the CommBox is connected or transferring data
- else it's off

29.3 R8

1 LED (STATUS) and 1 RESET button (left side)
1 LCD (2 lines, 16 characters) and 1 KEYPAD with 4 buttons

At startup the STATUS LED will flash green.
When CommBox software is up running the LED will be green, no flash.
At shutdown the STATUS LED will flash green.

The RESET button is used to do reset to factory default:
Push the button for minimum 30 secs, the STATUS LED will flash red
LCD shows "CommBox RESET!", "Reset in: X s" where x will count down
If the RESET button is released within the next 30 seconds, the "reset to factory default" will be activated
The LCD will than show "Factory Default!", "HW: QuickRack 20"
The reset process takes about 60 secs
The LCD will, at startup, show "CommBox", "Starting: x" where X is secs after restart.

When up running the LCD will show -
- if connected:

29 Appendix: LED, LCD and Buttons
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"Online: xxxx", where xxx is connection, will show in line one

"Uptime hh:mm:ss", hh:mm:ss is running time for the connection in line two
- if offline:

"CommBox by KVH Industries, Inc." will scroll in line one

"nnnnnnnn", where nnn is the software version will scroll in line two
- if connected and the button marked "ENTER" is pushed:

"CommBox by KVH Industries, Inc." will scroll in line one

"nnnnnnnn", where nnn is the software version will scroll in line two

The LCD will, at shutdown, show "CommBox", "Stopping: x" where X is secs into shutdown.

29.4 R6

In front
3 LEDs showing the following (from top)
Disk LED
Yellow when disk activity
Connection LED
Blue means connected
Power LED
Red when box has power, but not turned on
Green when power on
Each LAN port connector has 2 LEDs, the left one lights yellow when connected, the right one indicates traffic.
In back
Power button together with power connector that takes power from an external power supply.
Other button has no function.
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30 Appendix: Customizable web page for QuickCrew users

30.1 User interaction and design

30.1.1 Administration

Admin user on HUB will have the possibility to upload (through Samba share or web form) a web page to the CommBox
which will be displayed after the QuickCrew user have logged in.

30.1.2 User Scenarios with QuickCrew

Two user scenarios are valid; I) user request any www page, II) user request CommBox/QuickCrew login page. The only
difference in the example below will be the jump page for scenario II.

1. Kermit the Frog opens his browser to surf the web (e.g. procycling.no)
2. When he requests a web page he is redirected to the QuickCrew/Prepaid login page
3. He enter his credentials and click Log in
4. Scenario I only: Popup window is opened
5. The new advertisement/information page is shown. Now Kermit may be:
a. redirected automatically to the site he initially requested (e.g. procycling.no or MyAccount page, base on
jump page parameter)
b. presented with a link to go to the site he initially requested (base on jump page parameter)

30.1.3 User Scenarios without QuickCrew

This is a much more delicate issue in terms of how intrusive the showing of the advertisement page may be perceived by the
user. Technically it may use the same pattern as for QuickCrew above (firewall redirect rule that is removed when user have
viewed the page).

1. User request a web page
2. Firewall redirects request to crewredir program which responds with advertisement page, or show a page that ask the
user to Connect (even though not necessary, but may be perceived as less intrusive)

3. Same as for bullet point 5 above

After the user have clicked Connect he will not have to do that again for defined number of days (when expired, the redirect
rule is put back).

30.2 Implementation

30.2.1 Splash screen html page

The web page that is going to be used as a "splash” screen must either have a automatic JavaScript redirect or a link that

nen

takes the user to the "jump page". The "jump page" will be available in the URL that opened up the splash page as "j".
Ex: 192.168.141.180/c/index.html?j=cnn.com

If no jumppage parameter (j) is present in the URL the splash screen must send the user back to myAccount.
The web page must be wrapped in a archive file containing a index.html document and all underlying files (images, css, js).

30.2.2 Transfer to vessel
The splash screen archive file will be sent to the vessels from the hub or from CMS in a CPIO archive. To add the file to the

file queue on the hub we will use a Samba share or a web upload form. On arrival on the vessel the archive will be unpacked
to the folder "/var/www/custom"" (alias "c").
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30.2.3 Enable "splash/info screen'' on vessel
To enable use of "splash/info screen" on a vessel a switch, "Enable info screen”, on the QuickCrew configuration page must
be set to on. On "activate changes" this will trigger a reconfiguration of Apache? that will add a new config file in

"/etc/apache2/conf.d/customalias" and restart Apache2. This file will create the alias "c" that points to the
"/var/www/custom" directory. Disabling of "splash screen" will remove the config file.

30.2.4 Redirect from MyAccount page

If "splash screen" is enabled in QuickCrew and "/var/www/" contains files, the user will be redirected to the "c" alias when
the login sequence is finished.
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31 Appendix: Web Proxy Auto-Discovery (WPAD)

When HTTPS is configured on a filter rule for QuickWeb (ref. image below), the client system must use the proxy directly
(either setting it manually or use automatic detection), in order to visit HT'TPS based web sites.

10.1.1.0/24 | TP TIPS 2 Notselected || Notssleasd || Save Delete

Using auto-config proxy setting sets the web client to automatically use the proxy and eliminates manual settings. When
QuickWeb is enabled, a suitable wpad configuration is served by CommBox upon request. Clients supporting wpad will
fetch it when they are configured to automatically detect settings (ref. screen shot below from Windows 10).

&' Local Area Netwaork (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[]iAutomatically detect settings:

|:| Use automatic configuration script

Proxy server

] Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

a0 Advanced

Bypass proxy server for local addresses

Cancel

NOTE: Some browsers also support automatically detecting the proxy settings on their own. Some mobile devices do not
support the DNS variant of the WPAD Protocol and will require to get the reference as DHCP option.

In order to make the file available for the clients, the following manual settings must be configured in CommBox:

1. Config >> Hosts:
- define wpad CNAME for commbox hostname (e.g. cbx.vessel.net => wpad.vessel.net)

Netework Hosts @ Connections Restrictions Cost Misc  User/Group System monitor Help Wed. 75 Moy 2015 12:4 10
Hosts - Name list of computers the CB need fo know about HELP
Host name DNS Record type  Alas IP Address Host type
chxa ankara devcommbox.com CHNAME wpad ankara.devcommbox.com Semver Edit |Delete

2. Config >> Network >> Configure DHCP server:
Add (+) the following options for the subnet in question
- Domain name = <cbx domain> (e.g. myvessel.dev.commbox.com)
- Web Proxy Auto-Discovery = http://<cbx fqdn>/wpad.dat (e.g. http://cbx.myvessel.dev.commbox.com/wpad.dat)
Cromain raeme e ;r'-a-: dev.commboy =
LAN3 10. 1. 1. 100 10.1.1.109 24 Wb Prowy Aweo-Discovery w| hoplidankaadey] = Ll Reset

"

3. QuickWeb:
Enable QuickWeb and configure filter rule(s)
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Quickweb | Advanced @ Help

Status :::; Status for web cache onboard

=fatus:

QuickWeb profiles - Sets of QuickWeb configurations

Profile name Des

. This
g/
Cefault QuickWeb profile spe

Add
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